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1.

i

Bluetooth Mesh X% w49 Y 7 b = 7HNEE T 5 Bluetooth Mesh R b7 —9 DIFHERBNLET,

1.1 HFEEFROD—

Bluetooth Low Energy #ffi AR 3 2 BE FROP—1E, R4V bY—FRA U FETA—FFXF ¥ X +T

¥, Bluetooth Mesh 2% w4 7 k7 = 7I&. Bluetooth Low Energy Hiffi 2R L T Mesh %y kD —4 %
BELFET, HL1-1LICEEMRAYS—%2RLET,

RABMY—RAI> M (11 JO—RFvrAB (Lm)
zrtsnr O Jo—kxvzs— O J—p C)\\\‘ﬁD /—F
~yzzsr O +79—n— O O O - O\\ /, \

QO /—¢

AvSaxy MI—2T (m:m)

11 @&ErROoo—

RA > b Y—RA > F(Point-to-Point)

RAEY—RA VM RAD—TIE, EV FSNWNERY T SLERARTEELET, 2 —R5—
ADBFELTIE. B bISUTNALAANRI— T2 RYTIISUVTNA AN T4V b RA RS Y
H—TF, AR— L7+ UHI—FOEBBRBEEHMNL., T4 Y bRA SV H—TEHREL VST
RET—2#EELET,

70— FX%+ X k(Broadcast)

JO—FRFv XM ARAD—TlK, FA—FX ¥ RE—DBTFEESHOF THF—N—IZHLTT—42 %
BEL. 84 TV —N—RZELELT 2 ZREERLTHALEYT., 2—X5—X0FlE LT, A
—FFYREA—TFTNA AN —RUBEE—aY A THF—N—FTNAANRI—F T+ TT, E—
aAVUHSI—RUIDEZEEL. AR—FIAUIEA U —2y b ERBLTYI—RU IDIZHET 39
—RUERMBLET,

Mesh & v k7—% (Mesh Network)

Mesh %y FJ—% rRAOS—TIlE, SHD/ — FAVNAFATRELET ., &/ —FIFEEDZ 1 3
JTAYE—U%ZEETEET, SHIC, BEREEETEHVEHICHS/—FELH, AED/ — KA A
y—Uh#THETEIETEET, 1—XR7—XDFIE LTI, B, ZHH. 2> FO—)L/R

. AR— b7+ 2V / —FTHERENBZELF— A= 3 VVRATLTY, EEEMNOVF
A—JLARILAS 707 2EQBAOCERAZHEL., SSICELDFERBIEIRI— LI+ UL EREE

DERAPEFOHRELETS .
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1.2 Mesh Ry FJ—O B){E

Bluetooth Mesh 2 b T—V DEIMEZLUTIZRLES ., £F-ARAMeshEBNEZERT SRy b7 —DI1F, <

+—P K275y FR—X K Mesh % v k7 —% (Managed-Flood-based Mesh Network) & L TE&Z S F
ER

1-2[CMesh %y bT—V 2B S/ —FOEEZRLET., 120/ — F(EFD SRC)M A v t—
CEREETHE. AED/ —FBRRREAVE—DFERBLET, A vE—D0FR Y FT—U 2EKIZEN
Y., REMICEED/ — F(EFDDST)IZEELET .

Ayt—THE

1-2 EEEE
ISIT, AyvtE—CHEEHIRBICHELENESDIZ, /—FE 2204y RERIALEY,

o Ayt—UFwyiatyw F(Message Cache method)

EH/—FREAYVE—CERETHE, AvtE—VEPBL, AvtE—CFEFvvalFET, TDE.
J—FAE— A v t—UEBRELLBAEPRLEEA,

o A4 LY—1)TAYw F(Time to Live method)

&/ —FRRERETIAvE—TIZ, DHOBERSE TTL(Time to Live)BEIZKRELET, RETETDHx
KiElX 127 T, ZDOMD/ —FlEAvE—OTTLEFIFELTCH#ELET, TTLEAOTHS
Ayt—TlFdffEnERE A,
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1.3 Mesh TNNLRADSA 2940
I 1-3 [Z Bluetooth Mesh [Z3t5s LT=T /8 AQHBBLES A IHA I IILERLET,

FIREA
JoECaz=>y
oS a=v4s SNRTLANT/NA R "‘\ﬁ*"m
\\ ,—'V Ti'éﬁ

avIq449L—vay
ShTWWAEL/ —F

39747b_93>\’ avIq«HL—3Y /=Kty k

FHD/ —F

EFILEE
13 /—FDZ4294 )L

Bluetooth Mesh [Z3t s L=T/AA R(&, EF7O0ECa o SNEBIZE>TEIEESh=&, =2y FT7—4
F—EEILAVIMDAZE YR MNP FLREVNSETAES 3 Z 9 T—42 %2 TRYET,

TJOES Iz U IDRETH, /—RELSETNRARIE, AV T4 9 L—2avic&-2T7 T y—2 3
DX —ONRTYYIaTF7RFLAR, TRV YT a3 Vv7 RFLREVWSEETILBEIZRELGREEZZITERY
EICIR

AVT4TL—2avDRETHR., /—REETLICE > T/ — FEBETHIENTEFET, F-av
T4 L—2avOBETICEY. /—FOBREVEHF AL EAHYET,

A4 L—2avIS5A4F7 VI 2V NT—0F =07 T 5= a3 0F—IClTHEFa) T4
VRO HDEE. TNODBESREZEFEHFLET., 52, FEELG--/ —FIZIEBREFERAL TLWAES
BORBZWEWST=URILEHDI=O, FEEES-/—F#TSY I YR MZEMLET., TS5V HIUR
MBI/ —FI&, HFILWWEESREZZITWMAZENTETERTA,

aAVI4FL—23 VIS4 TFoRE J—FY L= TO =Y ICEkoTREE S/ —F&E R

IYRT—=ODOBNATEIENTEFET, Ry FT—IDNSBAShI=TNA XL, BRRAFLEIHEESL
i‘a—o
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2. WME

2.1 Bluetooth Mesh ¥

Bluetooth Mesh R 2 v IRy 5 —(2EFEND Y TILTOTSALIE, FER4DDTEI I —RXEET
LFET,

e TEIZJI—XLTREDIZ=VY

e TEIZJI—XR2a0I745L—V3V

e TEIJI—XIETIEIE

e TFTEII—X4J/—KJL—NL

WY T —DICEERTEERETTEEODAI— LT+ VL TEHET D Mesh ENA LT TYUr—avd
EELESRE

Joxy Joxy
FoEva=vy avrqdL—vay <::> Y= 7347k
—— = /
O—0=0— 0> 0 7 @I
- e
JaEYa=vy  gjppgay—  /—F  avsqdL—vav K\\x -
ERTLHELTNSR D547 54TV REFL
J—Fytyt
i@ — <::>x///l
-
avI45L—vay Y—N—FETL 7747;#%?»
9747k EFILEE

2-1 Mesh TEIRE

211 TEI7xz—X1L. FRnEYa=vy

TOEY 3= IR TULVELT /34 X (Unprovisioned Device)ld., 7R E < 3+ —(Provisioner)IZ& > T
TOES IV ShBRERHYET, FJAEDSI =V FERFTNAARERIEL. =X+ A7 LR
PRy RT—=UF—LVofzMesh 2y b T—I TAYE—VHEZETHODITHELRERNEREZIRMT
5-ODNETYT, BHETOED 3 F—I1F. ERMICIERI—F T+ VHEEDENSIILIHEERTT,

HoINTaTS ALK, TAED 3= EnTOWEWT /NS X(FTRE Y 3 = 25 H%—/\—(Provisioning
Serven))é LTEMELE T, BRAVEETOEDa =V JICBRMLTEL 32, 7oTREY IV kT
/34 R E—3 > (Unprovisioned Device beacon)& A4V 2 TILT7 ENGA DU ERBEIZEELET,

—AH. MeshENAIUVLT T r—232[@FTRED3F+—(TFRED 3 =254 54 F7 > k(Provisioning
Client)) ELTEMEL. ARV R TULT RNFAD VT 5ZETHLTAED I = VI EETLET,

212 FEIZz—X22av749L—>av

JOEY 3= d%, TJREDaZ VI ESNETNARIE. /—FNode)E B YES, o745 L—2
3 V% 54 7> k(Configuration Client)l$7 FUr—2avdx—  NTYwaF7 LR, YTRH YT
AVYRMEWST=Mesh ETIVEBEICHELRREEZI > T 4«9 L— 3 »H—s\—(Configuration Server)
THH®/—FITBALET, GHI0T4TL—2329 5470 ME, EXRBIZERT— T+ U F T
[EENAILIHKETT,

BN TaSSALIFK, AV I« L= a3 v —N—¢LLTEMELET, JOES 3= 5%, OV D
ATL—=2309S54F7 0 bEERTE D, ARVEATILT ENEA UG EXELET,
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—A. MeshENRMILVT TV r—230@FaviqadL—2avi547 0 b LTEMEL, a9 42T
W7 ENRBAD VT &R2ETHEAV T4 T L—VaVvEETLET,

213 TEI7xz—X3 ETIEE

AVI4TL—avik, 8/ —KFKEAvtE—CEFTIVr—2 a3 v —THBELRLTHATY Yy a7 R
LRSEICEELET, Y IRIYTLI VYR MIEFRBT7RLRABTOAvE—S22ELTT S
Jhr—avx—THEILELET,

B2 )L 70455 LIZIE Generic OnOff Server €T JL. Generic Client ETJLIZIIZ . B ® Vendor
Server €T J)L. Vendor Client ETFILMAEE I TNET,

BAKAR— KFLEDRA v F T 5 L. Generic OnOff Client [% On E = I% Off D {iE % 5D Generic OnOff
Set Unacknowledged * v £—C #ZEELET, AA v tE— %55 LTz Generic OnOff Server (&, A v+
—ODEIZHE > TRHFEAR— FLD LED #HIEILET .

MAEAR—FEEKELIZPC LDV Y —IILTXFIEANT S L. Vendor Client [E3XF 5 %D Vendor
Set Unacknowledged * v £— U ##EELET, AA v E—U %5 LTz Vendor Server (&, A vt&—IH
BOXFdEPCLDaVY—ILIZHALZET,

Mesh €/81 LT 7)) 5 — < 3 >IE Generic OnOff Client # & U Vendor Client & L TEIET 22 EMNT
ELE/—FITAYE—VERELET, AvE—CDFEREDSH,. TAF I (Proxy)/ — R EEGEHE
FLET, TOFXFD/—FEAYvE—CFEBD/ —FICEREL, SHICE&/ —FRF#IEZIET, Ay
t—2 X Mesh ry hD—O EKICIEMNY £9,

214 TEI72zxz—X4:/—FK)L—1\)L
aAVI749L—2329 5472 klE/ — FIZ Config Node Reset * v t—T %1%{E9 5 Z & T, Mesh
T RT—=OMS/—FREBRNTDHIENTEET,

Y2 7T B4 S LlE Config Node Reset A vy —L % Mesh BN LT TN r—2aohbRETS
E. VT4 L= aviEREYEY FLTEBETJOES I U EBBLET,
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3. N—FY9z7EH{
Bluetooth Mesh X & w4 /8y —(2(d, RO RX23W A ITHFER— FETEET 29> F)IT7adS A
NEREINET, 7IVr—2a VHEROEBICE 2EULDERAE#HELET,

e Target Board for RX23W
e Target Board for RX23W module
e Renesas Solution Starter Kit for RX23W

3.1 Target Board for RX23W

Target Board for RX23W (LA, "TB"& & Ei0)(& Bluetooth Mesh R 2 v U #FIBA L7 TV r—> 3 U
RICEATEET, FLE2ITIaL—F Lite HEOA VAR—FTNY XTI I aL—2 3 UEEZEEH
LTWB®, AEIIalL— 3 #FATEHIEHKYI NI TERARET S ENTEET,

ESW1

PCLiElE (T S o L— S {EMAE)
PCL#E#H (7 7 — L™ T 7 ETH)

1—4—LED
A—HF—RA vF

Target Board for RX23W

& 3-1 Target Board for RX23W

. ESWIRA YFETFRICKE->THEUICKRET I BLELAHY T,
o IJ7—LIITDEZAHFOT/INYITDEE: ESW1 D 2-4 % ON
o FUR—KIZIalL—2%#GRAETI7—LITIT7EETTHIEAE: ESWLD 2-4 % OFF

21
|Mo [For-rFzsai—ssmLTIr—Loz7e8E0088
43

ON

21
OFF . . R _
1 Fok— FIZalL—4%@AEF I7— LY 7ERAT B8
43
3-2 Target Board for RX23W ) ESW1 XA v FE&E

TB DML TRX23W 4')L— 7 Target Board for RX23W 1 —H—X<T =17 /L] (R20UT4634)% S L
TLEZELY,

3.2 Target Board for RX23W module

Target Board for RX23W & [E#%. Target Board for RX23W module (LL#. "TB module" & & i2)(&
Bluetooth Mesh R 2 v U #FALIz7 TV r—> 3 VRARICERTEE T . TB module DEEMIE TRX23W
4 )L— 7 Target Board for RX23W module 1—H#—X<Y =27/l (R20UT4890)% SR L T 2 &Ly,
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AE—FrTF7YTHAFR

3.3 Renesas Solution Starter Kit for RX23W
Renesas Solution Starter Kit for RX23W (L1#. "RSSK"& %&i8)4 Bluetooth Mesh R 2 v U #FIRAL =7

TVir—avoRRIcERTEET,

Renesas Solution Starter Kit for RX23W
3-3 Renesas Solution Starter Kit for RX23W

RSSK®D ) 7ILIR— L T#H S USBCNO M S EBIREIAT 512, RI-LITRLEDv /R EICERL

TLEELY,
% 3-1 Renesas Solution Starter Kit for RX23W D < ¥ L/ \G&E
Sy e
J3 1-2 Short
J4 1-2 Short
J5 1-2 Short
J10 Short
J13 Short
J7 1-2

RSSK ME#llld TRX23W 4'JL— 7 Renesas Solution Stater Kit for RX23W CPU ih— K 11— —X<v =12

7IL] (R20UT4446) 2SR LT =& LY,
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34 E2ISal—4# Lite

E2ZSalL—4 LitelFRXBLURLISZ7IYDMCU LTOYTILAALTFNYTETSy1ES
RAAHITHRHIE LTI aAL—4TY, TOMDIZIaL—42Z2FEATHEAIERX2IWADRIGZHERLTL
=30y,

3.5 E/NAIEEK

ERKMBIZIFRT—FITA VB EDENSL IR, TAESaFr—BLUa T4 5L—23 09547
VRELTERASINET, TR\ F—YICE8FN3 0T T05 5 ALFTERTO, Bluetooth
Low Energy #@{E R 8E7%% Android 7/34 R F 1= (X I0S ZELELFET,
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https://www.renesas.com/products/software-tools/tools/emulator/e2-emulator-lite.html
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4. JYI bz T7EH

4.1 Bluetooth Mesh X4 v 4%

Bluetooth Mesh X & 7 (LL#&. "Mesh X & v o "&&KER)[E. Mesh vy bT—9 ETOEXMZDERER
[ZWAETS Bluetooth Mesh #$BEZ 7 T U7 —2 a VICRELFET, MeshR2 v JIEk, FITEDa—ILELT
RBESINFET, - MeshRE2 v o &Y TILTOS S AIK, Bluetooth Mesh R 2 w98y r— (KL,
"Mesh /8y r— " E REB)ICABESNTLETS,

4.2 Bluetooth Low Energy 7R Fa LR AR Y

Mesh X4 v 7 (&, Bluetooth Low Energy ¥ift7 % FIFA 9 % =& (< Bluetooth Low Energy 7B kLR &2 v
9 N ETY, Bluetooth Low Energy A2 wI1&, FITE D a—)LE LTR#ESNFET, = Mesh/\v 4
_:)Izlﬁlméhtb\i?o

4.3 Mesh ®ENSAITT)Hr— 3y

Mesh E/NA LT T r—2 3 V(L. "Mesh BN JL"ERED)IE. TEDEOHDH L TLT T r—2
3THY. Android £-I1XIOS ETEELET . Mesh ENAILT TUHS—S 3 VIETFRYVIEYSED
vO—KLTLEEL,

Android hR: https://play.google.com/store/apps/details?id=com.renesas.meshmobile

iOS ke https://apps.apple.com/jp/app/renesas-meshmobile/id1641877699

4.4 e2studio IDEBEUCC-RXaAV/IM( T
Mesh /w5 —CIZRBENDTEIOD Y MIKRD IDE TEREINE LT,

IDE : Renesas Electronics e? studio 2022-10
Mesh A2 v SATSIEXRDAVINASTEILREShE L,
AT : Renesas Electronics CC-RX V2.08.01

e2 studio (X[ < &% L T3 Eclipse CDT (C/C++ Development Tooling) #~A—X & LT-FARIRETH
YU, ELEET442. a4 50) D hDOHENST Ny TETHIELET . 41 VA =5 —[ETFEDOY
TIHA FTAFTEET,

e? studio:
https://www.renesas.com/products/software-tools/tools/ide/e2studio.html#downloads

SHIZRXIZ7Z7IYACICH+IAUNL SN HF—I(CC-R)DARX2IWRIF I 7—LD T 7DEIL FIZih
BETY, Aavif/SFe?studioDM VA —ILRIZA VR M—ILENFET, a4 SOEAICIK, O
DI SSA AR ETY, BHMIETEROVITHAS FESEBLTLESL,

aAVRNMS54EVR:

https://www.renesas.com/products/software-tools/tools/compiler-assembler/compiler-licenses.html

4.5 Renesas Flash Programmer

Renesas Flash Programmer(LAf&. "RFP"&RE)EAFPCEEICEVTILRYAMCUD I Ty atE
JICT7—LIT7EEEFALEOHDY—ILTT, 1 VA —=F—E TNV THA FTAFTEET,

Renesas Flash Programmer (Programming GUI):
https://www.renesas.com/products/software-tools/tools/programmer/renesas-flash-programmer-
programming-gui.html#downloads
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46 Y—FKN—FT4—VYIb+0x7
46.1 JUTFLE—ZFILY—)

Yo INTaT S ALK, UARTEBETO Ay E—CFEALET, O A vE—J0ORERIZIE. ANSI
IR —TF—4 2D CSl(Control Sequence Introducen)(Zxfis L= ) ZILE—SFILY—IILZEFAL
TLEEL,

Tera Term
BEYUTNTOTSLAEAT RO Ay E—C0FIE 8185 EZSEBLTLEEL,

4.6.2 Mesh E/XAILDEIL FICHELZBERY—IL
Mesh E/XAILDEI RIZIERDBEAFEY—ILBBETY, ChbldA 2 —Fy FETAFTEET,
Mesh BN LD EIL FAEDFHMIE 6.3HZSEL TSN,
npm (Node Package Manager), Node.js | Rl4#

Python

Capacitor
lonic framework

Android Studio, Android [d [+ Mesh €/ JLDEJL K
Xcode, iOS [+ Mesh E/A LD EJL K

i¥:  Xcode X Mac PC ETOHEHELET, Xcode #5470 — KT 51=6HIZ1E. Apple ID NRBHETT,
FIOSTINr—2a v ZRETHICITHEDSA U ADNBETT,

Apple Developer Program : App Store TEEFmTHT7 TV 5—a vmElT
Apple Developer Enterprise Program : 4 Y/NDRA T FY 45— 3 VAT
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https://ttssh2.osdn.jp/index.html.ja
https://nodejs.org/
https://www.python.org/
https://capacitorjs.jp/
https://ionicframework.com/
https://developer.android.com/studio
https://developer.apple.com/xcode/
https://developer.apple.com/programs/
https://developer.apple.com/programs/enterprise/

RX23W %' JL— 7 Bluetooth Mesh X & v 4 AE—+ 7Y THAR

5. Bluetooth Mesh R & v H I\ —
5.1 R

Mesh 73w 47— 2 (r01an4930xx0130-rx23w-blemesh-fit.zip) DEK Z LA T ISR L E T,

re1an4930xx0130-rx23w-blemesh-fit.zip
|  blemesh_api.chm
|  relan4874ejo13@-blemesh.pdf
|  rei1an4874jj013e-blemesh.pdf
|  rei1an4875ej0130-blemesh.pdf
|  rei1an4875jje13e-blemesh.pdf
|  rei1an4930ej0130-rx23w-blemesh.pdf
|  re1an4930jj0130-rx23w-blemesh.pdf
|  readme.txt
|

+---FITDemos\

|  make_workspace_rsskrx23w.bat
|  make_workspace_tbrx23w.bat

|  rsskrx23w_mesh_cli.zip

| rsskrx23w_mesh_client.zip

| rsskrx23w_mesh_server.zip

|  tbrx23w_mesh_cli.zip

|  tbrx23w_mesh_client.zip

|  tbrx23w_mesh_server.zip

| tbrx23wmodule_mesh_cli.zip

| tbrx23wmodule_mesh_client.zip
| tbrx23wmodule_mesh_server.zip
I

+---ROM_Files\
rsskrx23w_mesh_cli.mot
rsskrx23w_mesh_client.mot
rsskrx23w_mesh_server.mot
tbrx23w_mesh_cli.mot
tbrx23w_mesh_client.mot
tbrx23w_mesh_server.mot
tbrx23wmodule_mesh_cli.mot

+---FITModules\

| r_mesh_rx23w_v1.30.xml

| r_mesh_rx23w_v1.30.zip

| r_mesh_rx23w_v1.30_extend.mdf

+---mesh_mobile\

tbrx23wmodule _mesh_client.mot
tbrx23wmodule_mesh_server.mot

Mesh X2 v %9 APIT=a27I)l

Mesh R4 — b7 v THA F(EE)

Mesh R 4 — b7 v THA F(B)

Mesh FAR G4 F(&E)

Mesh FE G4 F(B)

Mesh FIT €Y 21 —)LXXE(HE)

Mesh FIT €2 1 —/LXZE(R)

Mesh R4 w78y r—DEHRIT 74U

- MeshFITFETAY Y b -

D—9 AR—=RER/Ny F T 7 4 JL(RSSK)
D—9 AR—=REF/Ny F T 7 4 )L(TB)
Command Line Interface 704" 5 L(RSSK)
Client Models 4> )L 7R 4 5 L(RSSK)
Server Models %> 7L 7045 S5 LA (RSSK)
Command Line Interface 7’045 L(TB)

Client Models 4> ZJL 7045 L(TB)

Server Models 4> 7L 7045 L(TB)
Command Line Interface 045 L(TB module)
Client Models ¥ ZJL 7045 L (TB module)
Server Models %> 7))L 704 S5 A(TB module)

- EWRFEHIT7—LITT -

Command Line Interface 704" 5 L(RSSK)
Client Models 4> 7 )L 7R % 5 L(RSSK)
Server Models %> 7))L 7045 5 LA(RSSK)
Command Line Interface 704 5 L\(TB)

Client Models > 7L 7045 L(TB)

Server Models 4> 7))L 704 5 L(TB)
Command Line Interface 7045 L (TB module)
Client Models 4> 7)L 7045 L(TB module)
Server Models 4> 7))L 704 S5 A(TB module)

----Mesh FIT €Y a—)b ----
T4 TN

Mesh FITEYa—IL
HERBTFAIL

e AYVAERNANT T 5=y -

ARETIL Client Models 4> 7L FAO45 S5 L& ServerModels > 7))L T7O5 S LEFERLET .
Command Line Interface A4 S5 LIZDUL Tlk TRX23W 4')L— 7 Bluetooth Mesh X% w4 BAFEH A K]
(ROIAN4875)D 4.1 EiZ SR L T &Ly,

RO1AN4874JJ0130 Rev.1.30
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Mesh FIT ¥ 2 —/JL(r_mesh_rx23w_v1.30.zip)DERELUTIZRLET,

r_mesh_rx23w_v1.30.zip

+---r_config\ : - FIT E%3E -
| r_mesh_rx23w_config.h : Mesh FITEREZ7 71 L
| :
+---r_mesh_rx23w\ : - MeshFITEZYa—)L -
| r_mesh_rx23w_if.h : Mesh RZ w9 APINY ST 74 )L
|  readme.txt : MeshFITESa—LIEHRI 7ML
|
+---doc\ :
| | blemesh_api.chm : Mesh X% w9 APIR=a7IJL
| +---en\ :
| r01an4930ej0130-rx23w-blemesh.pdf : Mesh FIT €Y a1—)LERBAE(®E)
| +---ja\ :
| re1an4930jj0130-rx23w-blemesh.pdf : Mesh FIT £ 2 —/LEtBAE(R)
| .
+---json

| mesh_provisioning.service.json : QE forBLERITH—EREZIZ7 7ML
| mesh_proxy.service.json :

+---1ib\ :

| 1lib_ble ms_ccrx.lib : Mesh RA v 54T

|

+---src\
+---bearer\ : Bluetooth X7 5 —
+---drivers\ : Mesh K5 A\
+---include\ . MeshREwIAYHET7AIL

Mesh FIT Y 2 —JLDEREIZCDWLTIE TRX23W %' )L— 7 BLE E ¥ 2 —)L Firmware Integration
Technology ] (RO1AN4930)?D 3.1 fiZzSHBL T &Ly,

RO1AN4874JJ0130 Rev.1.30 Page 15 of 29
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6. BARIREDESE
AZETIE Bluetooth Mesh R2 v #FALE7 T yr—2 a VEHRBEOBEAEXEZRLET,

FRCFEEEATHILENHRBE, AERIRF Y TLTTEICEATEESL, Rysr—SCEES
NE=D7— LY T 7 EGRT A ECTEARAT Ao ENTEET,

6.1 e?2studio IDEB LW CC-RXaAINLS

e2studio DA VA F—S5—%8HL. 1 VA =IO HF—FIZH->TNEBEZEDFT, 1 VXA F—ILD
nEdh, Y R—bFETNA R - T7I)—ELTRXTNARAEZRIRLTLEE LY, RIZCC-RXIFTZ
FILRTA VR M=ILENB=H, T3y - aVR—RV 2T FETIHIRLEFHY TH A,

E O AVAPR=ILTALY FIBEFDIRRIZIEFAR—RPE/INS FXFE, $HWLEEDEEEEZEHEIAN
ETEHPYFEEBA, INLDXFEFA VA F—ILEIUVEIR, TNV ITREBEIF 56N H Y
F9, AHRICT—I9AR—ZRZGOFDNRRICEINOLDXFFEDEZIRETEHY FEA.

F DO AR=ZRATALI MIREEDNRRBITESRYBLLTLEEL, RVT—VAR—Z/RR
F. EDT—YAR=RIZHAHYV—RA—FDA IR0 VB EYITHAIREEELNHY £,

6.2 TEIOSH b+
UTOFIEEEITLET,
1. e?studio #EIL. EFEDTALI R ZET—HURAR—RELTHELET,

B Eclipse 5uF v X
FTALIM-—EI-JAR-ZELTGER

& studio uses the workspace directory to store its preferences and development artifacts.

D-JRR-A(W): [C:¥ble¥workspace v|| ==@.

Oz0@REF I FELTEAL. $RIOEMERTLENY
y REOT-TAN-R(R)

= T

2. TJ—HRR—R([ZFETO I +rEAR—FLET,
TB 2R3 5158 IE FITDemos T4 LY FUDTEDT—hAT - I7A4ILEA iR—rLET,

FITDemos\
+---tbrx23w_mesh_client.zip : Client Models 7Rz +
+---tbrx23w_mesh_server.zip . Server Models 7Bz ¥ k
+---tbrx23w_mesh_cli.zip :  Command Line Interface(CL) 7R > =4 k

TB module Z{#A3 3B &L FITDemos T4 LY D TREDT7—HhAT - T7A4ILEA ViRk— kL
9,

FITDemos\
+---tbrx23wmodule_mesh_client.zip : ClientModels 7R x4 b
+---tbrx23wmodule_mesh_server.zip : Server Models 7B <z k
+---tbrx23wmodule_mesh_cli.zip :  Command Line Interface(CL) 7B < x4 b+
RSSK (Y 515& (L FITDemos T4 LY FDTEDT—HAT - J7A4ILEA R—FLET,
FITDemos\
+---rsskrx23w_mesh_client.zip . Client Models 7Bz
+---rsskrx23w_mesh_server.zip . Server Models 7B x4 b
+---rsskrx23w_mesh_cli.zip :  Command Line Interface(CL) 7RS4 +
RO1AN4874JJ0130 Rev.1.30 Page 16 of 29
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AZa—DZFANIA v R— b JEEBRLTA VR— A 70T EZREFT.

AVR— b EAT7ATD[T—hA4T - 774ILDER]T FITDemos T« LY k1) D Client Models 7

A2 xY k(mesh_clien)ZFRL T, RTHREVEI YV I LES, RAHRDFIRT Server Models 70
x4 M(mesh_serven)t 4 »iR— b LET,

& -t O %
FOSTIMEA k-1 —
Bi7Z() Eclipse JOUT/MERTT BT -2ERLIT. '
O I~k F4LIF)-DRIR(D): ZH(R)..
@ 747 - T4 ILOEIRA): | C¥ble¥r01and930xx0130-rx23w-blemesh-fit¥FITDemos¥tbrk23w_mesh _client.zip ~ ZEE(R)...
TOVIZHP):
tbrx23w_mesh_client(tbrx23w_mesh_client/) TARTER(S)
ERETNTEER(D)
EFH(E)
EwPE Y]
FARLETOUTI M ERTR(H)
TOUTHRET-9AN-AICIE-(O)
=T RE, FLAVR-FLETOVII ML S(0)
[ 7-#24-ACBcFE T 370V MEET ()
T-F7-Eyk
O 7-%y4 -ty TO0Y17 e mD FHBW)...
ER(E).
@ <E3(B) AN > 0] Fvtll
3. ELNETF7A4aY ’5—’] Dy LTTIAYzY FEELFLET,
o . . [£7] tbre23w_mesh_server HardwareDel - N
BED 7O x4 k& Launch Configuration THRELEENTEE

ERS

EILF#&, 27—LozF7(mot 72747 Y T4 LY+ D HardwareDebug\IRIZAE R S
nxvd,

4. BAKAR—KEE2IZIalL—4 LiteZ PCIZE#HL, TIaL—2ER—FZEHELES,

5. TNRwITTA3 ‘/’&7 Dy LTTNYTE—RTTAS ) bEEEBLET,
Javzy FORE®R. 77 LV THRRER—FIIHFIO—-RFERET,

6. TNAYHTNR—ZARITF 4 IOBETAa>PEsyvsLTcTOS LY FEEFTLET.

7. FOTIH ROFENYTRIE. FAVTR—ARIF L IOERTT4a> W 55y vy LET,
TOSz O MDD I 7—LIzTIIBRTEERATELRX2ZWD 7Ty atEYIZREIAET,

TEICREINBZTEEZRETTA-H28ULORBR—FEFRTHIEEZHELETFT WDh<Et1E
M Client, ZDhAS Server) . 7 EIZHEDHIZ Server D7 7—LoxzF & Clent®I77—LoxF7%, L
BBOFIES E 7EFRTERIEIRFP 2FHAT B ETHER—FIZCEEZFRAATLEEL,

RO1AN4874JJ0130 Rev.1.30
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AE—rT7YTHAFR

i 'No toolchain set or toolchain not integrated.] £ TS5 —hAFLEL. EL FIZKKT D58, 7

JOCzs bOTOANRTAE4T7OTERE. [CIC++ EJL F]D[ERE]>[Toolchain] 2 JIZ#& L T.
Y—ILF—UFERLTLLESL,

F0/(71: thre23w_mesh_server
ZE AR
Uy-2 ~
v QU+ ELE
Tool chain I7 15—
AGwlET
ELFER
o¥uy
BE
w CfC++ —RF
MISRA-CIF45 -Fr:
Preprocessor Includs
{U594%-
I-FEr
FFavF-v3y
NABEU YVl
IrAN-54F
TA-Ny5-
&I v
< >

Y
©)

O
=E &
#£8%: | HardwareDebug [P77471 v ERDEE.

& y-lEE Toolchain Device & EILE-2F97 ElLFmgt ST @I58

Enable toolchain integration
BEDY-IFI-v
Y=JLFI-V: Renesas CCRX
M3 v2.0800
Y-IFI-VDEE (FIEYEIDHICHERIMS Y EIYIL T
Y-l F1-214 | Renesas CCRX

1=z ||vaos01

Apply and Close

Fooul

0 APz FIEATE D a—IhbEREIAY—Ra—KREFNLET, AX—F-a2T45
L—A2%2FERATHETY—RI—KFEHEEERTEFET, AVN—hr a0 745 L—2ZRANER
2 TW04020001: EPa—ILMRDOMWBRHWN=6H, a2 T4 L—arr lpe rx (FHEIBRENFEL
fro 1 EVWSFEIS—HETBZEAE. RFOFTES2—LES 90— FE, Av—Fk-3Y
249 L—2DEAVKR—RbDEHV )Y I AZa—TN—Pav0EREZERL, FHo0—
RLfzN—D 3 o0& BIRLTLEZELY,

N-¥ay0ES
PAee= 700
EEEO/ -V ERRLTRR D,

omi—F b

‘ r_flash_r¢

BE0/-Y3: [440

ﬁmr(—-}ayl 450

I
@

Al

Frutzll

6.3 Mesh £/ JL

Mesh E/NAM LD E L K& A VR b—)LAEIZDULNTIX mesh_mobile\mesh_mobile_guide.pdf 58 L T

{IZELy,

RO1AN4874JJ0130 Rev.1.30
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7. TEDEST

AElEI Mesh TEZEFTTAHE-H05TFNTOSSLE MeshENAILDEERZERLET ., ATE
T 2BLULEOREREAR—FZFEHETICEFHBELET (D EL 1 B8N Client, FDfA Server) .

HLE6EZRFY I LEBAFKRFPZHEALTHER—KIZT7—LD I T7Z2EZTAHFET, TEDT=
DT 7—LY9 T Tl Mesh/SwHr—LIzEBaTLNES,

FITDemos\ROM_Files\rsskrx23w_mesh_client.mot
FITDemos\ROM_Files\rsskrx23w_mesh_server.mot
FITDemos\ROM_Files\tbrx23w_mesh_client.mot
FITDemos\ROM_Files\tbrx23w_mesh_server.mot
FITDemos\ROM_Files\tbrx23wmodule_mesh_client.mot
FITDemos\ROM_Files\tbrx23wmodule_mesh_server.mot

Mesh BN IILEA VA F—)LLTULEMEEIZUTOFIEEETLET,

F ARy —TIZIE Android TINA RADT T 5—o 3 on\yr—SDHRIMENET, iI0S T/AA4 R
ZFEATBHBEEIE. 6.3HIZHESLT MeshENAILDEILFEA VR F—ILEToTLFEELY,

1. RONYT—T74)L% USBEHTPCHS Android [2aE—LET,

mesh_mobile\android-debug.apk

2. Android EQEED I 7 AL A—Tr—F7 TN =30 TNRYr—S D74 ILEEITLET,

FRROBETH—IFIVY—LEZFERTHET, ARER—FABATHIATAvE—DFHERT H

& 71-1 DUYTILR—MRE

HE B®E
R—L—F 115200 bps
T—4 8 bits
RUE P L
AbyF 1 bit
7 a—#lE mL
R0O1AN4874JJ0130 Rev.1.30 Page 19 of 29
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71 2zx—X1:.F7AaEvaz=v4y
TEZERIBT S0, ETOHRBER—FIZEREZHB L. MeshENAIILEZRELET,
¥ Android |+ Mesh BN JLIERDN—Z v a VERENBETT,  UEIFR. HODT/N1 X,
AkL—2
¥ Android [+ Mesh €734 JL T SCAN ){EIZkBRT B1BE. EEED/A—Z v a3 v WL -AHIRR
LTHEEZELTLEEL,

ETCORKR—FETOEDI=VITHORDFIEERYELET,
1. FAEZazZ I EnNTVEWTNSA REREERT S1-6. PROVISION 2 TIZ#E L TSCANKRE %
2y TLET,
BRERERMNSTOED I =V ITHREDOT NI RZERLET,
EROMIL%R, JOES IV IMNETEINET,
4. T3/ ZHOO0B Public Key > OOB Authentication IZxfl5 L TULV 5B A . Mesh £/34 JLIE OOB
Public Key O {fEFAH & & OOB Authentication D LWVFMEERT HEEERRTLET . TETIEFIE

DERRIEDT-6. [No OOB Public Key is used] & 'No OOB Authentication is used] Z:&EiRL.
PROVISIONING START R2 &4y TLFET,

FIE 1 FIE 2 FIE3 FlE 4

Renesas Bluetoath Mesh Mobile Renesas Bluetooth Mesh Mobile DF:BC:49:8F:BA:9A

PROVISION CONFIG MODELS SETTING PROVISION CONFIG MODELS SETTING Public Key

List of unprovisioned devices EI E List of unprovisioned devices No O0B Public Key is used
Tap SCAN 1o find unprovisioned devices. Select a device 1o provision it QOB Public Key is used

3 ACDC18BE-667A-4BE4-FEES-E2994DABEAT3

DO:AADASEIR:CA -S4dBm "RXZIW-Mesh”
Authentication Method

3 C63DF955-1692-485D-F1DE-937939F8321E

DF:44:10:54:D8:28 -59dBm "RX231-Mesh® No O0B Authentication is used

Static ODB Authentication is used

Output QOB Authentication is used

Input 0OB Authentication is used

PROVISIONING START

7-1 FAaEva=y4y

R0O1AN4874JJ0130 Rev.1.30 Page 20 of 29
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RX23W %' JL— 7 Bluetooth Mesh X & v %

AE—rT7YTHAFR

72 2x—X2.avI72449L—>3y
2R—FOTOEY 3= 5%, ER—FK£2a2744590L—>3 03 5-0RODFIEZHYERLET,

1. /—R&EHEFRTSH=%H. CONFIGZ TICHEL SCANRE2 &2y TLET,
2. PEEREEEG/ — FIIRBTRTINFET, BRZEILTa 740 L—2a v EaRTT 50, KE
TRRSN-EED/ —FEERLFET,

E:

J—RKOARGBTILTENREL UG EEFORTELELES, OV I L—2aviRE)

— RARBRRELGLLGVMEE. AFER—FOSW1IZ2HUERBLLT, a2 TILT K
NEA DOV TEEEBRLTIES L,

3. KEHEROFRE. CONFIGURATION &2 JIZREL £,

FlE1

Renesas Bluetoath Mesh Mobile

CONFIG

Tap SCAN to find nodes enabling GATT bearer.

0x0002
? ACDC1BEE 557 4-13EA FEZB E200DASEA1S
provisioned st 9421/2027, 101 38:40 AM

-£850-FIDF.937939F8371F
#21/2021, 103840 AM

FlE 2 FE3

DISCONNECT

Renesas Bluetooth Mesh Mobile

CONFIG

List of network nodes

INFORMATION

Device Address

Netkeyla]

Select a node shown in green to connect and configure it Devkey
Elernent Type
0002 8IG
ooz Bl
0002 Ele)
o002 Vendor

72 av74J7L—3> (12

NODE RESET

>

D9:AADA:56:38:C9

A8 B 8505 C6 7ABB 4B BC
EC 94 5F FC 6F D9 DE

A7 3F 42 92 B4 4F 82 07 66
FF2236 AD A7 2423

1d Description
0000
0002
1001 Generle OnOT Client
020036 COMPANY ID: D036

Canfiguration Server
Health Server

RO1AN4874JJ0130 Rev.1.30
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AE—FrTF7YTHAFR

4. CONFIGURATION % J E T Relay. Proxy. Friend #F%1{E L. "Demo"FIL—TZRIRLZF T,

5. APPLYRA>ZER2yTLET,

6. AVI4HTL—23>DETH. DISCONNECTHRAEVEAY T LET,

FI& 0 FlES5

FlE6

DISCONNECT NODE RESET DISCONNECT

CONFIGURATION CONFIGURATION

Enable or disable features and select a Group for Publish and
Subscription

Relay: Relay: o

Proxy: Proxy: ®

len tient
Group: @ Group: Demo +
=

SHOW MORE SHOW MORE

log saunt: 21
< Config AppKey Add

= Config AppKey Status

< Config Model App Bind
=Config Model App Status
< Config Model App Bind

= Config Model App Status

Enable or disable features and select a Group for Publish and
Subseription.

‘ DISCONNECT ’ NODE RESET

CONFIGURATION

Enable or disable features and select a Group for Publish and
Subscription

Relay L ]

Proxy: ®

Friend ®
Group: Demo

SHOW MORE

log gourt: 21
< Config AppKey Add

= Config AppKey Status

< Config Model App Bind

= Config Model App Status
< Config Model App Bind

= Config Model App Status
< Config Model Publication Set

73 av74J7L—3> (22)

AV T4 L—2aVTEIRLEVIL—TIEERD ) — FE T IL—TIE LTIBET IBICERINET,
TEOFIBEIZLEYVEEDTIL—TEEBMT I ENTEET,

1. MODELS 4 JIZ#& L ADDGROUP R4 &4 vy T LET,
2. Add Group #4 704 ET"Kitchen'D & 5 BEBED T IN—TLEANLET,
3. JI—ThEmEhf-C¢E2EELET,

FIE 1

Renesas Bluetooth Mesh Mobile

MODELS

GENERIC ONOFF

List of groups and nodes SCAN

Tap Scan to find Proxy nodes.

Demo (group address: 0xC000)

FlE 2 FIE 3

Renesas Bluetooth Mesh Mobile

MODELS

Add Group

GENERIC ONOFF
List of groups and nodes A GROUP | [ sOAN

Tap Scan to find Proxy nodes.

Demo (group addrese: 0x€000)

< B coF £ @ &

I T R T S T
qgwerTr t yuiop

a s df gh j k I
Gz x ¢ v b onm &

s © & English

Group Address: 0xCO01 is assigned to Kitchen

® 7-4 JI)L—FEm

RO1AN4874JJ0130 Rev.1.30
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7.3 21—X3: ETILEIE

BREAR—FDaYTI4 9 L—a &, MeshENSMILBEUVHER—FIIETILA Y E—DERETE
9, £ IE Mesh ENAIIDBEER—FD—D & TOXIEHEHEITEH-0. ROFIEZEFTLTLE
T, MeshENSLIFTOFOERKLIZ/ —FEELT, FED/ —FIZAvE—DFREELET,
1. 7Ox%>/—K%i1EFET B1-H. MODELS 2 JIZER L SCANKREVEZR YT LET,

2. TOFXD/—FEBRERILT S0, BBICRTENEEED/ —FERRLET, BERVETI S
& /—FEBERTRTRINFT,
3. HFRTRREIN/—FEBEEFYTTEE. /—FEOEREVMTHZEATEES,

FIE 1 FIg 2 FIE 3

Renesas Bluetoath Mesh Mobile Renesas Bluetooth Mesh Mobile Renesas Bluetoath Mesh Mobile

MODELS MODELS
GENERIC ONOFF GENERIG ONOFF GENERIC ONOFF
ADD GROI @ List of groups and nodes ADDGROUP | | scan List of groups and nodes ADD GROUF | | SCAN

List of gr
Connectable nodes are green and a connected node is blue. Connectable nodes are green and a connected node is blue. Connectable nodes are green and a connected node is blue.
Tap a node 1a connect to of disconnect from It Tap a node o connect ta or disconnect fram it Tap a node 1a connect to of disconnect from It

Deme (group address: 0xC000) Dermne (group address: 0xC000) Deme (group address: 0xC000)

: @ O

& & &

7-5 FOFESH

RO1AN4874JJ0130 Rev.1.30 Page 23 of 29
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7.3.1 Mesh E/31 JLIZ& % Generic OnOff 27— klfE

1. MODELS %2 7® GENERICONOFF # LT, JIL—TD IR VERYBLAYTLET,
Generic OnOff Server & L TEIET 522 THRFEAR— KD LED A, 215 L 1= Generic OnOff SET A v
t—VICEHLTELTEHIEEHATEET,

Renesas Bluetooth Mesh Mobile Renesas Bluetooth Mesh Mobile

MODELS MODELS

List of groups and nodes ADD GROUP | [ SCAN List of groups and nodes A0 GRoUP | [ scan

Connectable nodes are green and a connected node is blue. Connectable nodes are green and a connected nede is blue.
Tep anode to connect to or disconnect from it Tap a node to connect 1o ar disconnect fram it

Demo (group address: 0xC00D) Demo [group address: 0xCO00}

2 0x0002 2 0x0002

@& Ees ®

7-6 TIL—TFF7 KLAAD Generic OnOff SET » v t— U R{T

2. MODELS 42 7 GENERICONOFF # 7t T, FEDHER—FD FJTILKRE UEBYRLAY TL
*9,
Generic OnOff Server & L TEIMET 2 EE DR AR— KD LED A, 215 L 7= Generic OnOff SET * v
—UICEELTCERT DL EHRTETET,

Renesas Bluetooth Mesh Mobile Renesas Bluetoath Mesh Mobile

MODELS MODELS

o o
nd nodes ADD GROUP | [ SCAN Listaf g

List of [ /Ao GRour | [“scan |
Connectable nodes are green and a connected node is blue. Connectable nodes are green and a connected nede is blue_
Tap anode to connect to or disconnect from it Tap a node to connect 1o or disconnect fram it.

Demo (group address: 0xC000) Demo (group address: 0xC0!

2 oxo002 2 ox0002

7-7 A=%F¥ X M7 FLAAD Generic OnOff SET A vt—R1T
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RX23W %' )L— 7 Bluetooth Mesh X & v 4 ARA— 7YV THAKR

7.3.2 PBARAR— FIZ & B Generic OnOff 57— k4l

1. Generic OnOff Client & L TEMET HBFEAR—FD SW1 ZBYURLETLET,
Generic OnOff Server & L TEIMEFT & THOEAFEKR— KD LED A%, 215 L 1= Generic OnOff SET # v
T—UICEELTCERTHILEEHRTETET,

7.3.3 Mesh E/N\AMJ)LIZK B Vendor RT7— Rl

1. MODELS ) VENDOR STRING # 7L THIL—TD STRING RE V&4 v T LET, "RRShE=44
FZOJIZEEOXFENEANE. SENDREVESZ2 Y TLTLESLY,

Renesas Bluetooth Mesh Mobile

Vendor Set
Unacknowledged

Renesas Blustooth Mesh|

CANCEI

0x0002

] 0x0003

a s df g h j k |
Sz x ¢ v bnm &

nm ¢ B Engiish

7-8 I—TF7 RLAA®D Vendor SET * v — O HIT

Vendor Server & L TEIMET 22 TORBFEAR— KM, ZIELT Vendor SET A v E—CVIZEFNBXF
Fla ) —ILICH AT B LERRTEET,

Vendor Set src: Ox7F00 dst: OxC000 len = 23 value: "Renesas bluetooth mesh"

7-9 Vendor Server /—F@®avy—)a4y

R0O1AN4874JJ0130 Rev.1.30 Page 25 of 29
2022.12.22 RENESAS



RX23W %' JL— 7 Bluetooth Mesh X & v 4 ARA— 7YV THAKR

2. MODELS ® VENDOR STRING # 7t T, FEDRHAEAR—F®D STRINGREZVEZH2 vy TLET, XK=
SNF=EAT7RTICEEOXFINHEAN%, SENDREVESZ Y TLTLIEEL,

Renesas Bluetooth Mesh Mobile

Vendor Set
VENDOR STRING Unacknowledged
List of groups and nodes ADD BROUP | [ SCAN Renesas Blustoath MesH
nod green and a connected node is blue.
Tap anode to connect t or disconnect from it

CANCE

Demo (group address: 0xC000)
0x0002

-] 0x0003 )

< =] CIF Ee (] 4

q‘ W2 E3 r ! t ’ yb U7 I ’ 0u p”
a s df g h j k I
& z x ¢ v b onm
123 ? 222} English

7-10 A=F %X M7 FLAA® Vendor SET * vtE— U H#1T

Vendor Server & L TEMES HEEDRFEAR— KA. Z{E LT Vendor SET A v E—VICEEFNHNF
F|Za)—IICTH AT HIEEHRTEET,

Vendor Set src: Ox7F00 dst: 0x0003 len = 23 value: "Renesas bluetooth mesh"

7-11 Vendor Server /— K@®ayvy—)a4

7.3.4 BEAR— FIZ& 5 Vendor X 57— M
1. VendorClient & L TEMET B AR—FDa VY —ILIZXEIEZANE. Enter ¥ —ZHTFLET,

Renesas Bluetooth Mesh
MS_vendor_set_unack() status:0x0000

7-12 Vendor Client @3 >V —JILADOXEFIA R

Vendor Server & L TEIMMET AIEEDRFEAR— KM, Z{ELT=- Vendor SET A v E—VIZEFhBEXF
FlEIY—IVITHANT D LEHRTEET,

Vendor Set src: 0x0004 dst: 0xCO00 len = 23 value: "Renesas bluetooth mesh"

7-13 Vendor Server / —K®ayvy—)a¥
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RX23W %' JL— 7 Bluetooth Mesh X & v 4

AE—FrTF7YTHAFR

7.35 Mesh ENAMNIZEKDB/ —F)Ey
CONFIG 42 7T/ — RE#Ef#E,. RESETRE2VE2 vy TLET, RREN-4 4704 LD SEND R

1.

RUERYTLTLIEZEL,

DISCONNECT ‘ NODE RESET ’\

INFORMATION CONFIBURATION

Device Address D9-AADA:56:36:C8

NetKey[a] AR (B85 D5 C6 7A BB 4B RC
EC 94 5F FC 6F D% DE

DevKey AT 3F 42 92 B4 4F 82 07 66
FF2236 AD AT 2423

Elernent Type Id Description

0002 Eile) 00on Configuration Server
ogoz SIG oooz Health Server

0002 316 1001 Generle OnOIT Client Node Reset
0002 Vendor 020036 COMPANY ID: D036

The node will be reset and
removed from a network To add

this node to a network again,
please provision it again.

CANCE

7-14 J — FA® Config Node Reset X vy —SF

Mesh E/34 L& TR D3R L TULVBFEAR— KA. Config Node Reset X v —2 %2952 &

TIOEDaZ VI eBERTIDICLERRBTEET,

MS_ACCESS_CONFIG_NODE_RESET_OPCODE
This node was removed from the mesh network
MS_PROXY_DOWN_EVENT
BLEBRR_GATT_IFACE_DOWN

Device Address: 75:56:76:B5:7A:89 rnd
MS_prov_register() status:0x0000
MS_prov_setup() status:0x0000

Role : UNPROVISIONED DEVICE

Bearer: BOTH
MS_prov_bind() status:0x0000

Device UUID: 5C6E7883-8FBO-DE1A-1941-212A2A4F9AF1

7-15 Config Node Reset A v —C%#2E L/ —FDOa>y—)nd

RO1AN4874JJ0130 Rev.1.30
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8. Appendix
81 AT Ayt—Y

SUINTOISLNEATEZATAvE—CDFIERLET, F—IFIILY—ILDL ) FILR— FERE

[ZDOWTIE7EDR7-1ESBLTLESLY,

Bearer Initialization Completed

Device Address: DF:BC:49:8F:BA:9A rnd
MS_init_ext() status:0x0000
MS_access_create_node() status:0x0000
MS_access_register_element_ext() status:0x0000
MS_config_server_init() status:0x0000
MS_health_server_init() status:0x0000
MS_generic_onoff_server_init() status:0x0000
MS_vendor_server_init() status:0x0000
MS_prov_register() status:0x0000
MS_prov_setup() status:0x0000

Role : UNPROVISIONED DEVICE

Bearer: BOTH
MS_prov_bind() status:0x0000

Device UUID: 5C6E7883-8FBO-DE1A-1941-212A2A4F9AF1
BLEBRR_GATT_IFACE_UP

Device Address: 53:8D:18:43:7F:4B rnd
BLEBRR_GATT_IFACE_ENABLE

Device Address: 53:8D:18:43:7F:4B rnd
MS_prov_bind() status:0x0000

Device UUID: 5C6E7883-8FBO-DE1A-1941-212A2A4F9AF1
PROV_EVT_PROVISIONING_SETUP status:0x0000
PROV_EVT_PROVDATA_INFO status:0x0000

Unicast Address: 0x005C

IV Index: 0x00000001

Flags: 0x00
MS_access_cm_set_prov_data() status:0x0000
PROV_EVT_PROVISIONING_COMPLETE status:0x0000
MS_access_cm_get_netkey() status:0x0000

NetKey: 16bytes:741ACOFCA1EBCD68476C66E3A8CA99A5
MS_access_cm_get_device_key() status:0x0000

DevKey: 16bytes:2B951BEE7CEBSAEFEB5F2FESES581CB15
BLEBRR_GATT_IFACE_DOWN

Device Address: 53:8D:18:43:7F:4B rnd

MS_proxy_register() status:0x0000

MS_proxy_server_adv_start() status:0x0000
Identification Type: Node Identity

Advertising with Node Identity is limited to 60 seconds.

To perform Advertising with Node Identity again, keep pressing

BLEBRR_GATT_IFACE_UP
Device Address: 53:8D:18:43:7F:4B rnd
MS_PROXY_UP_EVENT
MS_net_broadcast_secure_beacon() status:0x0000
subnet_handle: ©
BLEBRR_GATT_IFACE_ENABLE
Device Address: 53:8D:18:43:7F:4B rnd
MS_ACCESS_CONFIG_APPKEY_GET_OPCODE
2bytes:0000
MS_ACCESS_CONFIG_RELAY_ GET_OPCODE
MS_ACCESS_CONFIG_FRIEND_GET_OPCODE
MS_ACCESS_CONFIG_GATT_PROXY_GET_OPCODE
MS_ACCESS_CONFIG_APPKEY_ADD_OPCODE
19bytes:000000BB1985565CE4870CE78374E6D095277C
MS_ACCESS_CONFIG_MODEL_APP_BIND_OPCODE
6bytes:5C0000000010

SW1 for 2 seconds.

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

RO1AN4874JJ0130 Rev.1.30
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MS_ACCESS_CONFIG_MODEL_APP_BIND_ OPCODE
8bytes:5C00000036000100
MS_ACCESS_CONFIG_MODEL_PUBLICATION_SET_OPCODE
11bytes:5C0000C000007F00000010
MS_ACCESS_CONFIG_MODEL_PUBLICATION SET_OPCODE
13bytes:5C0000C000007F000036000100
MS_ACCESS_CONFIG_MODEL_SUBSCRIPTION_ADD_OPCODE
6bytes:5C0000C00010
MS_ACCESS_CONFIG_MODEL_SUBSCRIPTION_ADD_OPCODE
8bytes:5C0000C036000100
MS_ACCESS_CONFIG_RELAY_SET_OPCODE
2bytes:0148
MS_ACCESS_CONFIG_FRIEND_SET_OPCODE
1lbytes:00
MS_ACCESS_CONFIG_GATT_PROXY_SET_OPCODE
lbytes:01
MS_PROXY_DOWN_EVENT
MS_proxy_server_adv_start() status:0x0000
Identification Type: Network ID
BLEBRR_GATT_IFACE_DOWN
Device Address: 53:8D:18:43:7F:4B rnd
BLEBRR_GATT_IFACE_UP
Device Address:
MS_PROXY_UP_EVENT
MS_net_broadcast_secure_beacon() status:0x0000
subnet_handle: ©
BLEBRR_GATT_IFACE_ENABLE
Device Address: 53:8D:18:43:7F:4B rnd
Generic OnOff Set src: Ox7F00 dst: OxCO0O tid: Ox00 state: ON
MS_generic_onoff_server_state_update() status:0x0000
Generic OnOff Set src: Ox7F00 dst: OxCO0O tid: Ox01 state: OFF
MS_generic_onoff_server_state_update() status:0x0000

53:8D:18:43:7F:4B rnd

Vendor Set src: Ox7F00 dst: 0xC000 len = 36 value:

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

"Renesas bluetooth mesh vendor model™

MS_vendor_server_state_update() status:0x0000

RO1AN4874JJ0130 Rev.1.30
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BIRES K UEFE

Bluetooth® M7 — K< —% & & 10O J(& Bluetooth SIG, Inc AFFE T 2 EBEETHY . ILRYPRILY
FOZo ZABKXESHIFIINODT—9ESAEVRIZEDVTEHEALTLWET, FOMOBEES K UEEE
EBlIZNhZThORmEEIZEEBLET .

RX23W 4 JL— 7 Bluetooth Mesh R 2 v (FRDA—T Y —AY T bz 7#FERLET,

e crackle; AES-CCM, AES-128bit 1 #E
BSD 2-Clause License

Copyright (c) 2013-2018, Mike Ryan
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,

OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.


https://github.com/mikeryan/crackle
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