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RX23W %' JL— 7 Bluetooth Mesh X & v %

FFAA ~

1. Bluetooth Mesh &

AZE (X Bluetooth Mesh Networking {£#% T & S 417z Bluetooth Mesh DE XML EICDOVWTRLET,
AREHROFMIL. Bluetooth SIG ™ = TH A +® Specifications List #58B L T 2 &Ly,

1-1 (Z Bluetooth Mesh v kD —O DEAREREZRLET,

J—F /—F
-
J—F

J—F
J=[¢ J—F
ILAYK /—F /—F ILAVE

DSAF7URETIL . Ayt—T | H—N—EFIL
<

1-1 Bluetooth Mesh v F 7 —%4 DEKXER

1.1 /J—F

Y RT—=2(128ML TS T/NL R/ —F(Node) EFE[ENFET, *y FT—5I1E, 7 FLRER LR
EREXETS/ —FDEETT, /—FEIOBERRY FT—9F—I2&>THESEIhFET, &Y b
T—FRry bT—0 X —hSEREINS Network ID THEASNET, TIAILLTRETSA IS TR
v k(primary subnet) EFE(XN B 1 DDy FT—ONEBEINET, FHBENREFRET H-DHIZEH
DY TRy b(subne) ZHEFTH LI TEET,

12 TLAVE

I LAY MElement)lE/ — FROBEMEA T T, /—RIEDHELEELE—DDILAV+E
Bb. BHROILAVMERDODILELTEFET, RUDILAVMEITSA4 ) T LAY M(primary
element) EMFIENFE T, FEILAVMITRED IV JIZ&oTEIVETOAEZAZF ¥R T FLRIC
2T, XY FIT—Y LET—EIZEAEINET,

1.3 ZFLR

Y RI—=YTCERASNDT7ZFLARIFI6EY FRTT, PRLREAATELT, REYHETT7 FLR,
A=ZF VYR M RLAR, N"—FvIL7RKLR, FIL—TF7 RLAARERINET,

£11 PFRLREZA4T

FELREA4S {E ED&H
REIYHTT FLR 0b0000000000000000 0x0000

A=F YR 7 FLR | 0bOXxxxxxxxxxxxxxx (0b0000000000000000 %% <) | 0x0001~0x7FFF
N—F v )L7 FLR 0BT OXXXXXXXXXXXXXX 0x8000~0xBFFF
TN—TFTF7KLR OB LLIXXXXXXXXXXXXXX 0XCO00~O0xFFFF
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e XREIYLT7F FLA(Unassigned address)
KREYETTFLRIE, AZ2F v A M7 RFLRZEIVETONTULWEWILA Y FMIFRESNDT FL
ATT, AVvtE—CDRETT FLAPELET FLRAELTHERT I LETEEEA,

e A=Xx¥RAPFF FLZX(Unicast Address)
AZF Y RAFF7RLRIE, —DDIL AL FE—EIZENT H-0ODF7 FLATT, 120OFy hT—
JTIE32,767TENDAI=_F ¥ A7 FLRAZFERATEET, A v E—CORETXTT FLAPIEET FLR
ELTERTEEY,

e /N—F ¥ L7 FLX(Virtual Address)
N—F v )LT7 FLRARIE., TAJ)LUUID(Label UUID)IMSERENBZIILFF XY AT RFLATYE, A v
—UDREET FLRELTHERATEET,

SRILUUD [FEHDI LAY FERETEH-0OD 128Ey FEDETYT ., COEIXFREEIZCERT S
ZEMNTE, OOBOUt-Of-Band)IC& 2 TT NS RBITHESINE T, £ UUID E&LUN—F v
L7 FLRE—THIZEEBT INETHY THA,

o FIL—T7 KL X(Group address)

TIW—TT7 FLRIE—TMICEE SN, ARICIECTHMICEIY B TOMSIILFXFYRA M7 FLART
T, AvtE—CDRET FLRELTEHERATEFET, £-2/ — K(al-nodes)E W =BEEJIL—T7 K
L A (Fixed Group Addresses)NEZHESNET .

£12 BERITIL—TF7ELR

BRI N—TF7 FLR E

all-proxies OXFFFC

all-friends OxXFFFD

all-relays OXFFFE

all-nodes OXFFFF
14 RF—F

AT— b(State)l&. TLAY FDKEEZRIETT, 2DOULDETERINSIRXT—FEavRDy k
AT —*Y(Composite States) EMEIENFE T, SHIZ, DR T— FIEHLTELT 2EREOHDIRAT—
k&, /8> KR F—Y(Bound States) EFEIENE T,

AT— MIBEEFIC, FREEEEHTTEELET . 41 =2 v LR T— M(nitial State)ph 52— v bR
7— k(Target State) £ TORFRIE. 5> PP 3242 A L(Transition Time) EFEIENFET, ALV bR
7— b (Current State) 52 —4 v X FT— b ETOBMIE. ) A1 =24 4 4 L(Remaining Time) & FEIE
nEY,

1.5 ETIL

ETN(Mode)lF, &/ —FRT7TVr—2a3 0D F ) AT > TEET - DEKRMLHEEERE
ELI=EDTY . ETLERT—F, RAT—FMERT DA vE—Y, BETHIHEZERELET.

151 95472 hEY—/N—
EFNFEISATUOR—H—N—EETT, —N—FEFIIERTFT—+EBBEETHN. 954 F 2 FETF
WERT—FrZEEBFEEA,
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RX23W %' JL— 7 Bluetooth Mesh X & v 4 BA&EAHA K

DS5AT7 2V FETIVIEGET A vtE—CTH—N—FEFILDRAT—FZ2IE. FEIESET Ay E—2%0
SET Unacknowledged * v £ — Y TH—N—EFTLICHLWRT— L ERET I ENTEET,

H—N—ETINERAT—FDELFBNT IHENL. GETAYE—UHOSET A vtE—P#2ZELEEHE
[Z. ACK & LT STATUS A yt—T%3#{ELFET, SET Unacknowledged » v t—T % 2ZEL-5E.
—NN—ETFTILIFACK E LT STATUS A vt—CEEELEHA

J—FRIEEHDODILA FEFDODIENTEFET, FHEILAVMIEELBEWVEROETILEZERT
BIENRTEFET, Y—N—FETIEFISAT U RETILDOLAYE—CFFETRIET, ILAVED
AT—hEHIEILET,

J—FK
ILAY R ILAY R
9347V RETIL HY—N—FEFIL
RF—F
vTATETN

12 /— Fignk

152 279 oF—LavETIL

77 T—%< 3 ETIL(Foundation Models)[&, BT LAY FDEMEEZERTE. EETHHDETIT
T, &/ —FDTSA4RIVILAVMMIFar T 4«5 L—Y 3 oy —/A\—FF)L(Configuration Server Model)
EANILRY—/N—F T )L(Health Server Model) Z#H#DHENH Y FT,

£13 27907 —LavETIL

EFIL SIG Model ID
Configuration Server 0x0000
Configuration Client 0x0001
Health Server 0x0002
Health Client 0x0003

153 ava2459L—>a>vETIL
a7 4% L— 3 2ET/L(Configuration Model)(x/ — FOBMEFHRTET 5=HDDETITT, /—F
EILAVMDEREBEFAV I« L—V 3 Vv AT—FELTERSNET,

aY 7449 L—3 3 Y —/N—FF)L(Configuration Server Model)[da > 2749 L—Y 3 Vv AF—+
(Configuration State)##FDETILTY, —A. A>T 45 L— 3295472 ETIL(Configuration
Client Model)lZa > 745 L= a3 v AytE—CI2&2T, AV 749 b—YavY—N—DREFEET
BETILTT, Av 745 L—Y a3t yvtE—CIETF /N1 A5 —(Device Key)IZ& > THEE{EEShET, T
NARFX—[FR/ —FRIZE>TERY, TOEDIZVIBICERINET,

154 ALRETI
A JLRE T )L(Health Model) &/ — FOYEBTIKEBZERT H5-ODETILTT,
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A JLRH—/3—F T )L(Health Server Model) [ B LG EFTFERERIFT5-HOD T+ —IL R T—F
(Fault State) #HDETILTYT ., —AH. NILRY 54 7 2 bETIL(Health Client Model)[ENJLRA Ay —2
[C&2T. NLAY—N—DOEEFREERTIETILCT . NLARAYE—DEF7 T r—avFx—
(Application Key)IZ& > THEBILEINET,

155 NRIYr—2a3vEHTRHYYToay

ETILD A vt —TFEESEF/NT ) 5 — 3 2 (Publication), * v E—UZEBEFIY IR T3
> (Subscription) EFE[ENFE T, ETILIE. ILFFXF YR RTZRLRZERBET7Z FLRELTERETSHI LT,
BHILADKIHLTAYyE—2%/T )y a(Publishy§52EMNTEET, FEETUETILFF v
A7 RLRBEBDA Yy —UFBIRMIZYH TRY 54 J(Subscribe)F B EMNTEET,

B 1-3ICETINZEKBAYE—2DDIRT) a2 b TRISATHERLET, FETUIEETILIATY
=23 AT—rDIRTY a7 FLRIZESDTAYE—CFEELET, NATUY a7 KLANT
LWFFXY R LT RLADGE, FAvtE—CRF>Y TRV YTV VYR MNRATF—= DY IR ) Tav7
RLRIZEDTHEHRDET IO Y TR SATENET,

IKTYwa7Z LR NTYwsa7RLR:
TILFEXFYRET FLRA ILFXFY AT RKLRB
ILAVE ILAVE
ETIL ETIL
KTy 91\ / RIYysa
IILFXFYRLT FLRABD A vE2—2 TILFXFY AT FLABREDA vE—
/\\\ ‘/

/

A e

YILFFXYRLT FLRABBDA vE—Y TILFFYRLT7 FLABREDA vE—

45'777')7’*‘/3‘// "1-7‘;('7')7’/3‘/\ J&j‘x'yujf/ap \ﬁjxauj’f/ap

ILAVE ILAVE ILAVE
ETIL ETIL ETIL
HITRY)Toa 7 RLA: YITRHYToa 7 RLR: HITRY Y TLarvF7RLA:
TILFFv AT ELRA IILFHEY A7 ELRA TILFFY AT ELZRB

TILFFXFYARTFLZRB

B 1-3 EFTNZEBRAvE—SONRTY S tYTRISA4T
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16 *Avt—o
FYRT—ID/—FIZK>TEZESINDEZT—RIE A vE—(Message) EFFIENFE T,
Ayt—TT+—< v b&E LT, Unsegmented * wt— & Segmented A v 2—UMNERINET,

e Unsegmented » yt&—%
Unsegmented A v tE—2 &, 9 A MESNRTWEWT—2 ZFEiET 50D A v E—D T,
11byte & T® Access PDU %852 TEFE T,

e Segmented * yvtE—
Segmented A v E—UlE, RR2ET AV METEI AV MEESMET—2 #8EETH-HDA Yt

— 2 TY, 380byte FT®D Access PDU ZE5 X TEE T, 3Bk / — RIEZETD Segmented * v—T %
RER. TREEHEELET,

1-4 12 AccessPDU DTS A2 MEEB#HEEZEZRLET ., £/ — FIX Network PDU % Mesh * vt —
DELTERELEY,

Access PDU |Opcode ‘ Parameters

(I

St B

Upper Transport

Access PDU Encrypted /j\\ccess Payload TransMIC ‘
’ (U A I N I
o2& #EE N HE fEE N AEl ‘FE’E\: )
Loxvcecre'l;rsal;fgg“ ‘ Header‘ Segment 0 ‘ “—ieader‘ Segment 1 ‘ ‘ﬂ?ader‘ Segment 2 ‘
I ¢+ 7 | 4 I B |
et 85 S ES{ 'S St 1’2%
Network PDU ‘Header‘ TransportPDU ‘NetMIC‘ ‘Header\‘ TransportPDU ‘ NetMIC‘ ‘Header“ TransportPDU ‘ NetMIC‘

B 1-4 Access PDUDEY A MeLBHES

Network PDU D~ FIEFETTLT F L A(SRC)WIET FLRX(DST)., o—7 VRABEB(SEQ) & LV-1=7
1 —ILFEEHFT, Network PDU [FH v kT —7% F—(Network Key) THEBIE SN b=, R—DH* v k
T—=2128ML TS/ —FEIRA v E—VFBERTEHIENTEES, £, RETT FLADLEE
7 R LR IE#FL(Obfuscation)En 518, Y I —IF—aHLLEVTNA XIIThLEHESNDC
EEHYFEA,

Lower Transport PDU DA v & (& Segmented A* Unsegmented M™% R3 SEG ®t 5 A > MeEhfi=-F—
A EBIEET H1-8D SeqZero. SegO. SegN &E WV > T4 —ILFEEHFT,

Access PDU (7 75— 3 04 Ra— K(Opcode) &7 T ) r—= 3 /RS + —4% (Parameters)D 2 D
DT 4—)L FTERINET, £z Access PDU (F7 T ) r— 3 > F—(Application Key) EFzIE T/ 1 X
F—THBEEINET, ThITEH>TT7 IV —2 a3 oF—FLETNARF—2HEFIT S/ —FHETD
H. T—RERBFSTHIENTEFET, 7TV r—2avF—RFavI«JL—2avi34F7 v MI&o
TERK. BREINET,
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RX23W %' JL— 7 Bluetooth Mesh X & v 4 BA&EAHA K

1.7 Mesh R75—

Mesh X7 5 —(Mesh Bearer)l&, Mesh Y b T—J[2EWVWTA v E—CFERT HFETT,
Bluetooth Low Energy i ZFIA Lz 2 DDA T S—MNEEINFET,

e ADVRF7 S5 —
A7 S —I[% Non-Connectable and Non-Scannable Undirected Advertising TH* v t—C %2 ELET,
ADV A7 S—HFEELzA v E—DIERFICERD/ — FHARETEET,
BRETOEDI=ZJTITOED 3=V S PDU ZEWT H55HE. ANT7 5 —IL PB-ADV &EMEIENF
ER

¢ GATTR7 35—
ARF7S—FGATTH—ERZBLTAYE—VEEELET, 77472 MDD/ — FIE Write
Without Response [C& 2 TA vy E—UFFEL. —/\—fID/ — FIE Notification [Tk > T A vt —
CHEEELFET, GATTYH—EXRZE L TRIET DHIIC, BGEEHILTILENHY FET, GATTAT
F—HEELIAvE—CVEERINEHA/ — FOADRRIETEET,
BRETOEDI=ZUJTITAED 3= PDU BT B8, ANT 5 —IF PB-GATT &EENFE
E

Advertiser / Scanner
GATT Server (PeripheralA@ —)L)

non-connectable and non-scannable
undirected advertising it . .
Notification
// \\ (ADV_NONCONN_IND) lI Write Without Response
—

GATT Client (Central@ —)L)

Advertiser / Scanner Advertiser / Scanner
ADVAR7 5 — GATTIR 7 5 —

15 ADVR7 35 —& GATTRT7 53—
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RX23W %' JL— 7 Bluetooth Mesh X & v 4 BA&EAHA K

1.8 FmEYa=v¥
JREDIZ TRy bO—TI28MY 5 ODNETY, JRECI VI TRIRES I =TT
—ANBAEEINET, TOES I VI T AL TROEREEHET .
o RYLT—VF—ERYIRNT—VF—AVTIIR
o XF—UYIJLYLaIIFTENTYIT—rITY
e ALVERINVAUTYIR
o TS3ATYILAVIDAZF VYR FF7FLR

Y bT—=7128MLTWVEVLWTNA RIET > TBE Y 3 Y K734 X(Unprovisioned Device) & IS
9., 87 TOED I Y RTINS RIL128 Ev hT/34 X UUID(Device UUID)IZ& > THAM SN ET,

TNARERY FI—VICBELTIRED 3=V I T2 52BATEHT/NMRIE, TARED 3=V )
54 7 > k(Provisioning Client)& 7=1& 70 E 2 3 +—(Provisioner) L FEIENF T, —fkMIIC, TREY 3=
DDA T U MERI— b T+ VERLIFENCIVIHETT,

TOE A=V T3 %2 FTRMoTHRY I—JIZ8MTE5TNARIE, FOEDa=2iH—/—
(Provisioning Serven)E =170 E ¥ 3 ——(Provisionee) E FEIENE T, XY FT—OADSMAET L1
TINARIE/ — REFENFET,

1.9 avr47L—>3y

J—FNETILEFEALTH/ — FERIET H=0HIZIX. 32T 144 L— 3 > (Configuration) "B ET
T, AV T4 T L—2aIC&2T, ZFVr—2a30F—0ONTYy a7 RKLA, TR YToay
7 RLREVWS-ETILEEICKHRELGFERIA/ — FIZERESNET,

X161/ —FORBEMES A ITHAIIILERLET,

FHEASINETNANSARETOES 3+ —I2&>2TTOES I =S ENBIET, 2y FI7—2128M
LET, SoICavI4FL—>3 095470 MI&k2Tav245Lb—2a3vE&nsdET, i/ —F
LD Mesh ETILIZK ZBEMNAEELGYET, —MBMWIC. 3274 9L—2309F4F7 2 MERT—F
T4+ VFEEITENMILERTT,

aAYI749L—232954F7 > ME/ — FIZH LT Config Node Reset * vt —2%%{E9 52 & T,
J—FREXYRI—=UDhBBRALET, a7 L—23 95472 ERY FI—Y THERASA
PEERERHT S0, By Eht/ — Rt/ —RFEDBEATEEEGYET,

FHREA
FUIFRESavER
FTINA R
/ N
TRoEY 3= ¥ —iN— BRA BE
(FaEY3=—) /
JneEva=vy
RKaAvI4TL—

avm/—F

avI4L—v3ay :y?47b—>3> :D?47b—>3> avI4L—v3ay
D347k Y—n— \ / H—n— D347k
avIJq4JL—3

avIqdL—vay J =Ry L=\
VEHD ) — K

th/ —REDA Y1 ETIVAER

B16 /—FOSA4I7H914I)L
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RX23W %' JL— 7 Bluetooth Mesh X & v 4 BA&EAHA K

1.10 # 7Y 3 V#kE
TEOBEENA TS a Ul E LTESSNETS,
o UL —#e

o  TOFHEE

o«  TLYRHEE

o  O—/\T)—#4EE

J—FRBA T a UBEEEAMETH LT, BHG Mesh Ry FT—V EBHTEEY.

X o547k Jr—

J—F
')b— Joxy/—F
Ul g
JL—+ 7EI1\'—/'H'—/\— )L /\ N \

'Jl/—+7l/./P Jvvk/—F
/le—

a—/N\J—/—FK

O T— — GATTR 7 5 —§Z R
O—/8— — ADVAR 7 5 — i

B 1-7 Mesh Ry F7—%

1.10.1 ) L—

1) L—#8E(Relay feature)lX ADV X7 S —IZxiEd 5/ — KA, ADVARTFT S —TRELIEAvE—D%
BEET AL THMT HHEETT, TNICKYUIEE/ — FAKE/ — FOERIZEHEHEITH-TH. A
yE—UFEMD/ — FRNRLAEFBLTHRY FT—VBRITHBRT S ET, REMITA Y E2—TFFEE —

ICEIZETHIENTEFET,

AvtE—TFh#Ed 5/ — KRiEk. ) L—/ — F(Relay node) EE[ENFE T,

WD EERE

(BE/— 1) / @5/ — )

_— 5

Ui?\\\\‘

| —> ADVART7S—#F8 |

18 AvE—T L—
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RX23W %' JL— 7 Bluetooth Mesh X & v 4 BA&EAHA K

1.10.2 7axy

7 Ox #EE(Proxy)ld GATTR7 S —& ADV A7 S—OmAICKET B/ — KA, GATTR7S5—&
ADVART S—RITAvE—DZERET HHETT,

GATTRT7 S5 —D#HIxT 5/ — FlE, EHRLEzdm/ —FELMBETEEFHA, TITR/ —FIE
TOFXFOBEEICHIET D/ —REERERILET., ChITkY, K/ —KAZELEAvE—TF, 0O
F/—FNADVART7S—IZERiE L. BEMIZIBE/ —FICEIFETHENTEET, 51T/ —FH
BEELAYE—DEF, TAXFD/ —FAGATTRT7S—ICEEL, K/ —FICEEFETEHIENTEET,

GATTRT7 5—& ADVART7S—TA Yy —U%E#ET 5/ — FIE T O x4 —/3—(Proxy Server) & i
FhFET, FLTOF Y —N—LEHRLTGATTIRT7S—TAYE—J2#ERETH/—FETOxL )
>4 7> b(Proxy Client) & FE[ENF T,

TOX oY —N—ETaXTI95AT7o MDY TR )T I VT RLRAEEBTH-HDVR 25
L5, COURMITAFLITILNFAYRMEFIENET, TOFT T L2 24 TELT, RTA YR L
TANBFERIFTIVI VRN IANFAEERTEET, TAXLTANE A THERIA RIJR T 2L
ADFE, TOFIH—N—IFY R MIBBREINE=T RLRARD A vt—SDHETOF IS4 T M
BRELET, TAXVTANEEALATHRITSY I YRR ITAILADIGE, TAFIH—/IN—F ) X FZEER
ENFET RLRBBDA v E—2ETAXFOISAT U MIEGELFEE A,

TaXxIISA4T U

~_ ////
—
,/// ju$>;t;:\\\‘

PAEE A E A

—> GATTR7 5 — &
—> ADV A7 5 — 8K

E19 Foxd
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RX23W %' JL— 7 Bluetooth Mesh X & v 4 BA&EAHA K

1103 ZLYEFEYy T

BE. ADVART7S—[IRETE/—FlE, *vtE—C & Advertising /87y FEZIET 5186, EIC
Scan #X{TLFT ., B—/\T—HE(Low Power)l&, D Scan DERITRREZAIBT 57-ODHAETT ., O
— /N —HBEICRIG L=/ — RIE, Scan 2Kt T 3 ETHEBBNEZER TSI ENTEET,

A—/XT—#EEFRITT 5=HIC1E. 7 L2 F#EE(Friend feature)[CxtisLiz/ —F&ET LY RV y T
(Friendship) # LT 2 ENHY FT, JL Y FEEEEFO—/1T—/ —FREOA v E—CFREFL, O—
INT—/ —FHERT BEAM4 I Tk T HHEETT,

FFAO—NT—/—FEFILUR/—FIZRLT, LU RERBIEFEERLET, JLY K/ —KR
NERDBTSHIET, JLVRDYTHREILILES, JLY ROy TOMEILEZ, O—/\J—/ —FIE
Scan ZFILT B ENTEE—AH, FLU R/ —FRIEO—nR7—/ —FhABELTEAvE—UEFREL
BIFNIEHEY £ A,

LR/ —FIE. =D —/— KDY TRHY YT a3 VoF7 FLRAEEEBT 5EHD IR MEHL,
DYAMEIZLYERYTRIYTLI VIR MEFIENET, JLY R/ —FRIETLY Ry TOMELE.
DR MZBEEINEILFIVYRA M7 RLRABDA v E—C2FFLET,

A—/TJ—/—FRlE, LYK/ —FRIZAyvtE—CAREIA TS ERIRMICEAVADE., BLEh
BOEARMZIT Scan #BHALFET, JLU R/ —FEREBELTVWSE—NT—/ —FBEDAvE—DFID
ALV TEHRELET,

O—/\J—/—F

(3E%k/—F)
BiE/—P) Fri:W
P, 4
\ BEIA TV A Y E—

Ly R/ —F , .

| —> ADVAR7 5 —#Z§% |
B1-10 FJLYRIy T
R01AN48753J0130 Rev.1.30 Page 13 of 67
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RX23W %' JL— 7 Bluetooth Mesh X & v %

FFAA ~

2. Bluetooth Mesh R & v H I\ —

AZE (L Bluetooth Mesh A2 v I I\ r—I2E8FENBY T F O 7OBEEHBALET,

Bluetooth Mesh R & v /Ny r—SF Mesh 7 T r—o a9 FuadsALlcma, Yo7

A5 35 L0OEIL RIZWHEZ Bluetooth Mesh X 4 v 4 | Bluetooth X7 5 —_ Bluetooth Low Energy 70 k3

IWRAEYY  FOMDFRTES 12— ILEEHFET,

tbrx23w_mesh_client:
tbrx23w_mesh_server:
tbrx23wmodule_mesh_client:

tbrx23wmodule_mesh_server:

ILICFEOTFEIOAS Y FEEHET,

Target Board for RX23W [+ Client EF7/L 7R ¥ b+
Target Board for RX23W [ 1+ Server €7/ 7Oz b

Target Board for RX23W module [ I+ Client E7/)L7RY x4 b
Target Board for RX23W module [(+ Server EFI/)L 7B 2 4 +

rsskrx23w_mesh_client: Renesas Solution Starter Kit for RX23W [d [+ Client E7/)L7BY x5 +
rsskrx23w_mesh_server: Renesas Solution Starter Kit for RX23W [E [+ Server ET7)L 7O 4 k

TEIOD Y FOBREUTICRLET . AETERFETRIVI MDD TIZCONTHEHELET, &
FITED2—IILOFEMEIE7TVr—ay/ —bESBLTLESL,

{project}\
+--=-src\
| main.c
mesh appl.h
mesh core.c

\
\
| mesh model.c
\

+---vendor model\

| vendor api.h

| vendor client.c

| vendor server.c

+---smc_gen\
+---r mesh rx23w\

+---Json\

+---1ib\

+---src\
+---bearer\
+---drivers\
+--—include\

+---r ble rx23w\

| +---1ib\
+---r bsp\

+---r byteqg\
+---r cmt_ rx\

+---r flash rx\
+---r gpio_rx\
+---r irqg rx\
+---r lpc rx\
+---r sci rx\
+---r config\

+---r pincfg\

Mesh 3> FnrFods A
Mesh 3> FiLAy &
Mesh A7Z7ESa—IL
Mesh EFILED a1—)L

Vendor ETFILAY 4
Vendor Client €¥a—IJL
Vendor Server €& a1—JL

Mesh FIT £ a—JL (R0O1AN4930)
- QE for BLE @I+ Mesh GATT H—E X E=
- MeshRE9954T5Y

- BluetoothRPS5—

- Mesh FS41

- MeshREvH~AyHs

BLE FIT £ 2 —JL (RO1AN4860)

- Bluetooth Low Energy 70 b3 LR B VS S4 TS5
BSP FIT ¥ 1 —JL (RO1AN1685)
BYTEQ FIT €Y 2 —JL (R0O1AN1683)
CMT FIT £ ¥ 2 —JL (RO1AN1856)
FLASH FIT &< 2 —JL (RO1AN2184)
GPIO FIT £ 21—/l (RO1AN1721)
IRQ FIT £ 2—JL (RO1AN1668)
LPC FIT ¥ 12—/l (RO1AN2769)
SCIFIT £ 2 —JL (RO1AN1815)
FITES1—ILRE

MCU i FE% €

Ho7ILTasSLOE) FBE#EBEIZDOLTIE,

TRX23W 4'JL— 7 Bluetooth Mesh X # w4 X4 — k

7w THA Kl (ROIAN4S7TAD 6 EEXSBLTL &Ly,

RO1AN4875JJ0130 Rev.1.30
2022.12.22

Page 14 of 67

RENESAS




RX23W %' JL— 7 Bluetooth Mesh X & v 4 BA&EAHA K

2.1 VRATLIER
2-11Z Bluetooth Mesh R 2 v O I\ r—S DR T LERERLET .

Mesh7? 7 r— 3>
MeshX % = 7 API — K35 A4/ API—
Bluetooth MeshX 4 v & ‘
Bluetooth X 7 5 —API E— JEliD#EE
Bluetooth X 7 5 — ii?/r/\
Toa—)b
R_BLE API
Bluetooth Low Energy 7 0 k3 LR &2 v &

RX23W MCU J

2-1 Bluetooth Mesh M R F LR

Bluetooth Mesh R 2w /Iy H— (X TFEDY I bz 7 TREERIhET,

e Mesh7FU4Hr—3Y
Mesh 7 1) ¥—< 3 UI&. Bluetooth Mesh DERBEEHEELXFIRTH7 IV yr—2 3> TATS LT
¥, 1—H(E Mesh X4 v~ API % Bluetooth N7 5 —API DLk & EfEL. Mesh7 T r— 3%
HRETILENHYET, BEMesh 7 TUr—2 3 00H > F)ILT RS S LA Bluetooth Mesh X4
Gy —=SIZEFENET,

e Bluetooth Mesh R4 w4

Bluetooth Mesh X & v 7 (LA, "Mesh R & v ¥ "& F&REL)I&. Bluetooth Mesh Networking fH#k(ZZEHL L
2N EORGBEREELT TV r—2aVICREBETEY T DT TY, Mesh X4 v I1E Mesh % v
FO—YBIEFFRIT H-HDMeshRE2 v Y APIZHLET, BH Mesh R4 v I [E RX23W ¥ )L—
TRt Mesh FIT ED a—JLIZEENFET,

e Bluetooth R7 55—

Bluetooth X7 5 —[%. Bluetooth Low Energy 7B FJILRAZ YO DS v/S—BEE%E MeshR2 v &7
T —2a VTR 2% 1E L4 Y—T9, Bluetooth R7 S5 —% Ff= RX23W 4 )L— TR+ Mesh
FITESa—)LIZEENET,

e Bluetooth Low Energy 70 FaJLRE vH

Bluetooth Low Energy 7R b3 JLR A v 4 (KA. "Bluetooth LE X4 v & "& FKEE)(E. Bluetooth Low
Energy E#RICER L - BIGEEHEFZ LML A VY —IZRETSHY T FI 7 TY, Bluetooth LE X2 v
4 1% Bluetooth Low Energy :BIEZFIRT 51=6D R BLEAPI #8 LE9 ., 4 Bluetooth LE X2 w4
[ RX23W Z')IL—J@I+ BLEFIT EY a—LIZEFEINFET,

o FAMEERSANED2 -
FFVH5—a>, Mesh R4 w4, Bluetooth LE R A2 v Y ET A 2V OEBEEEZFALET, RXT
A43a>MY 7 bz 7HH TIE Firmware Integration Technology(FIT)EY 1 —JL & LTRSS FA
BEEFSANEFIATEZET,

RO1AN4875JJ0130 Rev.1.30 Page 15 of 67
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22 Mesh77UHsr—3y

Bluetooth Mesh DEHBIEMEEZRAT S Mesh 7 TN 5r—>a Vi, A—FHHERETIHRELHY F
9, Bluetooth Mesh RZ w2 /8y 5 —21E, Mesh 7 TS —S 3 VBREDY I 7 LUVRERBYUTILT
OJ5LNDY—RA—KREEHFET,

Mesh 7 U —>a3a ¥ FNTOog 35 LREK. "Mesh 2T L7055 L"EKRER)IE. Mesh R 42
v APIZFALT, 7REY 3= & Mesh / —FELTOEARMEGEHEZEITLET, L. Mesh
BTN TOTSLIZDODWTHEEHELET,

MeshH > 7L T700S LOELEEERLET,

e Unprovisioned Device E1k:
e Configuration Server Ej{E:
e Generic OnOff Client E{k:

e Generic OnOff Server Ei{E:

e Vendor Client E1/k:
e Vendor Server E1{E:
e Low Power E11E:

e Proxy Server E{k:
e |V Update BtAHERE:

e Mesh =% #gE:

PB-ADV X7 5 —¢& PB-GATT X7 S —DMA IR G

VT4 L= aviERET IV AAEYICRE

RX23W [ FBAFEAR— RD R A v F# T T Generic OnOff Set * v+ —
D EEE

Generic OnOff Set * v — L N Z{ET RX23W [ ITFAFEAR— KD LED
% il

UART #HTA N SNT=XF%|% Vendor Set A v t&—2 THEE
Vendor Set A v t—U TRIEL=XFF|% UART #HTH B

Friend / — K & Friendship Z#3Lf# . Friend Subscription List [Z
Subscription 7 K L X & & &%

Proxy Client L1 # I H#. GATTR7S—BHTA vE—C %%
BEZEAYE—PDO—4T U RABEEZERL. BEEZEBAEEIZIV
Update # BAgA
EZEAYE—DFE=ZF2)VY LTUART TR HA

KU TNTATSLIERD 2 DODDES 12— ILEEHET,

e MeshaZEVa—I

AED2A—LFTRED 3=V iy —N—¢LLTTRED I =V %2ETL, JREDa=ZVIDORET
BETOFIH—N—L LTGATTRT7S—2FMELLFET, &= Low Power / — & L T Friendship

EHRIBMLES.

e MeshETIED 21—

REDa—)Far 72459 L—2a3 0 —N—FTFILEANILRY—NN—FTILIZMZ . Generic OnOff £
TILEIEB Vendor ETILICEET 3EMEZEITLET,

RO1AN4875JJ0130 Rev.1.30
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22.1 MeshaF7EZa—L
MeshH > TILTATSLIZEEND MeshaAT7ED 2 —ILIEROUEBEEITLET, AED 21 —LIE
mesh_core.c [CREINTWET,
e JROEY 3=/
o TOXHEE
o O—/\7J—HgE
e |V Update ##E
e Mesh E= 4 ##E

222 MeshETILEDa—I

MeshH >IN TATSLIZEEND MeshETFILED 2 —I)LITRDODUEERITLET, AED 21—
mesh_model.c [CEEINTUNET,

e Mesh ETI/ILOHEK

e AVI4HTL—2aVETIL

e Generic OnOff ET /)L

e Vendor ETI/L

2.2.3 Mesh ETIVIER
RKYUINTOTSLTIEIROETILEFEALES,

Configuration Server €7 JL
Health Server €7 JL

e Generic OnOff Server €7 )L
e Generic OnOff Client £ 7 JL

e Vendor Server ET /L
e Vendor Client E57/L

B 2-2(CMeshH > TNTOTSLDZETAC LY FOETMEHERLET, T5A4TUILAYMIF
Configuration Server €7 )L, Health Server €7 JLIZHIZ Generic OnOff Server €7 )L, Generic OnOff
Client €7 /L. Vendor Server €7 /)L, Vendor Client ETILAEREINFET,

J—FK J—FK
ILAYV K ILAYV K

Vendor Sener® 7 )L Vendor ClientE® 7 JL
Generic OnOff SenerE 7 )L Generic OnOff ClientE 7 JL

Health Sener® 7L Health Sener® 7L
Configuration SenerE 7 )L Configuration SernerE 7 JL

tbrx23w_mesh_server7B x5 k tbrx23w_mesh_client < x4 k
rsskrx23w_mesh_server 7B H b rsskrx23w_mesh _clent7o <z 4 b

B 2-2 Mesh B> F7I7ATSLOETIVIEER

RO1AN4875JJ0130 Rev.1.30 Page 17 of 67
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FFAA ~

2231 aAYI7459L—La>ETIL

AT T L= aVvETLE/ —RERETHEHDOETILCE, VT4 Lb—Yav¥—n~—ix/
—FRILAVKR ETILOBEREEZREFTAIERDOIVIAIL—YaVvRAT—rEHELET, Chb
DRAT—REFAVTAT =23 954 T Vo bhoDAvE—VITEoTERESLET,

AVITATL—YavETAREET HDAT— FOA YE—UDEEMIE Mesh Profile {£#Z D Chapter 4

"Foundation models"#ZB L T &Ly,

£21 aAvI7249Lb—LavEFILODAT—

ETILA SIGETFIID(16 EY )

AF—F

Configuration Server 0x0000

Secure Network Beacon
Composition Data
Default TTL

GATT Proxy

Friend

Relay

Model Publication
Subscription List
NetKey List

AppKey List

Model to AppKey List
Node Identity

Key Refresh Phase
Heartbeat Publish
Heartbeat Subscription
Network Transmit
Relay Retransmit
PollTimeout List

0x0001

Configuration Client

V74T L—2aVRT— REBMT DA T MEEIE Mesh R vV ICHERESNET, MeshRE2 v Y
FaAv T4 L—2a3 v AYtE—CFERETHEQAV T4 L—Ya v ART— FEBEBMIZEHT 570,
FIVT—2a oo 2BBTIBEBEEIHY FRA, £7TU5—avE Mesh RE v APl 1§
BT52ETRAVIA T L=V IV RT—MIFTORRTEET,

RO1AN4875JJ0130 Rev.1.30
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2232 AJLRETIL

ANLRAETIVIE, — ROYEMNTIREZERT 5-ODETILTT, NLRAY—I—(F/ — FOYEMLL
EEREFZRETLIEODITA—ILERT—rEELET, CORT— MNIESRAERBICEHINET, F
EANWRIDSATURDOBDAYE—DIZE2T, /—FOEILITITRAMNEEFTTHIENTEET,

FEANRY—N—FADTEZLZSI EM T HEHEA(LED DRBO/ 1 ADERG E)EEESEH-HD
FTooavEARAT—rbHEBET,

ANRETIDNERT DA T— R4y E—DFEHMIE Mesh Profile {£#kZ ® Chapter 4 "Foundation
models"ZZB L T &Ly,

#£ 22 AILRETILORT— b

ETILA SIGEFNVID@A6 Ev ) RATF—F
Health Server 0x0002 Current Fault
Registered Fault
Health Period
Attention Timer

Health Client 0x0003

ANILVART—FEBRMT AT EEIEI Mesh REZ vV ICHEREINET,

2.2.3.3 Generic OnOff EFIL

Generic OnOff & 7 /LI Bluetooth SIG NEET A ETILTY ., Generic OnOff Server £ On £7-1% Off &
B9 5 Generic ONOff AT— +Z&#EHHET, KXT— kX Generic OnOff Client Mo DA v tE—U 12k -
TREEShET,

Generic OnOff ETILMNEERT 2R T— b P A v E—TDFEMIE Mesh Model {£4#Z @ Chapter 3
"Generics"ZZHB L T =&Y,

% 2-3 Generic OnOff ETILD R T— k

ETIA SIGETIID(16 Ew M) AT—Fk
Generic OnOff Server 0x1000 Generic OnOff (0x00: Off, 0x01: On)
Generic OnOff Client 0x1001 -

Generic OnOff A 77— F & REFT A-ODAEVEEIFT7T T U5 —> 3 o THRETIVENHY FF ., Mesh
A2y I1EZIELT- GenericONOff A wtE—CZaA— NNV IBE#BTENMLET, 7IUyr—> 3 vida—
LNy BB TRIMENT-A vE—I20E > T Generic ONOff A 7F— FZEIH L TL &L,

RO1AN4875JJ0130 Rev.1.30 Page 19 of 67
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FFAA ~

2.2.3.4 Vendor EFIL

d1—H(E Mesh R4 v O MR T B Access LA/ Y—D API 2FAL T, HMEDETILEEETSLL

-6335?—0

CCTlEMeshH o770 d5 LICEEShT- Vendor ETILIZDULNTHEEER L E 9. Vendor Server [&
FEDAERT—42%&HT % Vendor A7— rZ#HLFET, AXT— kid Vendor Client W5 M A v+ —

DIZE->TREShET,
£ 2-4 Vendor ETILDAFT—

ETILE Vendor EF/ILID (32 Ew k) RTF—F
Vendor Server 0x00010036 (T 7 # /L ~E) Vendor state ((FEDAIERT—4)
Vendor Client 0x00020036 (7 7 # JL ~ 1) -

#+& 2-5 Vendor * v&—

AT—F Ayt—T4 ARa—F 7R
Vendor Vendor Get 0xC10036 (T 7 #+ JL ki) Client > Server
Vendor Set 0xC20036 (7 7 # JL M) Client > Server

Vendor Set Unacknowledged

0xC30036 (7 7 #+ JL iE)

Client > Server

Vendor OnOff Status

0xC40036 (T 7 A JL ~ &)

Server - Client

RO1AN4875JJ0130 Rev.1.30
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2.3 Bluetooth Mesh X4 w4

Bluetooth Mesh X & v 4 (& Bluetooth Mesh Networking {£# [CH#E#L L -2 5 % T/34 A CHEEBIEHEE
EFF7TVT—2a ICRBLET, MeshRE2 v IDSA TS VIR Tr—YICRBENTEY . Mesh R
299 APIIZE>T MeshiBEZFIAT A EMNTEET,

2-3 |Z Bluetooth Mesh R 2 w49 ONERERERLET .

MeshRX & w7 API

Mesh¥® T JL

Generic models Time and Scenes models

Lighting models Sensors models

| Configuration models Health model

Mesha 7

Access layer |

Upper Transport layer | Provisioning

Lower Transport layer | layer

I
|
|
I Network layer |
[

Bearer layer

® 2-3 Bluetooth Mesh X % v %4 O AERHE R

Bluetooth Mesh R &Z v & (FxDTO Y Y THERINET,

e Mesha7
Mesh 37 704 & Mesh Profile t# &  TEZSN=-& LA V—IHIET HED1—IILTHER SN, 70O
EazZyvdéMeshy FI)—VEMEEEITT 20D HEEEZT7 T r—a VIR LEI, Mesh
Profile {£#kI%. Bluetooth SIG ) Specifications List IZT Mesh Profile £#Z%#SBL T E &Ly,

e Mesh EFIL

Mesh ET7/)L 7B v 7 (& Mesh Model t# CERSNZZETILICHIET HED 2 —ILTHERA S,
Mesh &2y F T —Y TOEKREMEZEE L= MeshETILE Y HR— b T B-ODMEET TV r—a Y
21t L E 9. Mesh Model {£#k(&. Bluetooth SIG @ Specifications List [ZT Mesh Model {t#:Z% S8
LTLEELY,

Mesh X% w4 APl D{1#k(E. Mesh FIT €2 2 —JLIZREHE & 1= Bluetooth Mesh R 2 v 49 APIY=217F
JU (blemesh_api.chm)Z&HB L TL &Ly,

RO1AN4875JJ0130 Rev.1.30 Page 21 of 67
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RX23W %' JL— 7 Bluetooth Mesh X & v %

FFAA ~

Mesh X % v 7 [ Bluetooth Mesh Networking t# M E&T 570 L L EFRBRT H5-HDEP21—ILT
BRENET, MeshRE2 Yy APIFEED 2a—LIZHRELETROBBIL I v I REHELET,

Mesh 7 FUr—2 3 @7 TV r—2a oD YFITH LT, Mesh R% v 9 APl #E17T 2 EN

HYET,
% 2-6 Mesh R4 v o EH%
EVa—- B#ILIsvHR
MeshE T/l
Generic OnOff MS_generic_onoff_*()

Generic Level

MS_generic_level *()

Generic Default Transition Time

MS_generic_default_transition_time_*(),

Generic Power OnOff

MS_generic_power_onoff_*()

Generic Power Level

MS_generic_power_level_*()

Generic Battery

MS_generic_battery_*()

Generic Location

MS_generic_location_*()

Generic Property

MS_generic_property *()

Sensor MS_sensor_*()
Time MS_time_*()
Scene MS_scene_*()
Scheduler MS_scheduler_*()
Light Lightness MS_light_lightness_*()
Light CTL MS_light_ctl *()
Light HSL MS_light_hsl *()
Light xyL MS_light_xyl *()
Light LC MS_light_lc_*()
Configuration MS_config_ *()
Health MS_health_*()
Mesha 7

Access Layer

MS_access_*()

Transport Layer MS_trn_*()

Lower Transport Layer MS_ltrn_*()

Network Layer MS_net_*()

Bearer Layer MS_brr_*()

Provisioning Layer MS_prov_*()
R0O1AN4875JJ0130 Rev.1.30 Page 22 of 67
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2.4 Bluetooth RF7S5—

Bluetooth X7 5 —I[&. Bluetooth LE RZ v D5 v/\—E#%E MeshR 2 v 7T ) r— 3 V2R
#LFET, Bluetooth R75—DYV—Xa—KRIEN\yr—JICRBES N TULVET, Bluetooth R7 5 —API D
E#R(X. Mesh FIT £ 2 —)LIZRE## & 1= Bluetooth Mesh X 2 v 4 API ¥ = 2 7 JL (blemesh_api.chm) %
SBLTLIESLY,

Bluetooth LE X % v 7 [&. Bluetooth Low Energy {t#k (ZHEHL L - IR BEMEZ LML A VY —ITRELF
T FATIVIT7ANENYT—DICRBESNTILVET, R_BLE API D4k, BLEFIT EY 21— /LIZE
WE - R_BLE API 1£#Z(r_ble_api_spec.chm)ZZB LT &Ly,

2-4 |2 Bluetooth R7 S —DHREFERETRLET, A vE—TPEZEDFOHDORT S5 —EHIL. Mesh
A2y ORHALET . BEHEAEOF-ODRT7 S —E#KIE, Mesh7 TV r—L a3 UNREIZIECTHAT
BBLELRHYET,

Mesh7? 74— 3>

Bluetooth MeshX & v 4

BluetoothR 7 5 —API

BluetoothR 7 5 —

<

v
F— - GATIRN7 5 — GATINTY 5 —
EREEH HE o 80 B 2

R_BLE API

ADVAR7F

Bluetooth Low Energy 78 k3 LR A v 4

2-4 Bluetooth R7 S5S—DEIE

241 A yE—UFEREDQLHORT 5 —ER (blebrr.c)
R2TICAYE—CEREDEOORTS—BHERLET, NT7S—BHIEA v E—CDEZIEICM
Z. ADVART7 S—DEMEREZHIE T SHEEFIRIE L F T, X7 5 —B%IL R_MS_BRR_Setup()IT&-T
Mesh RZ WV IZEFEINFET, MeshR 29 VXN oDEHZEZFEALT. JRES 3=V PDUEB LY

Mesh A vt —TCHZEZEL, ADVART7S—REZHIELET,

K27 AvE—TCEREOLHORTS—EH

B % e
blebrr_adv_send() Ayt—UMiEE
BRIFE T ZEAvE—CONE
blebrr_adv_sleep() R75—OR1E
blebrr_adv_wakeup() R7S5—NEBEH

E RET—2AEBHULR_MS_BRR_Setup()RATa—J)LEN S MS_brr_add_bearer()IZ& T Mesh
ARy EHICERLET,
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FFAA ~

242 EHEHEHOROORT S5 —EH (blebrr_pl.c, blebrr_gatt.c)

Mesh A2 v I L GATTRT7 S—D=ODEFIREP GATTH—ERFXBELEFAL, D= GATTA

TI3—%&FATHEE. Mesh7 TV 75— a3 VIEREED-OOAT S —HEREERE

DO GATTH—ERZ2EBTHINELAHY FT,

% 2-8 ITEHHIEHDI=ODRT7S—EHERLET, CAODOBEBITIEHGEORILLUBFICMA, Y—EX
% . Notification MEFAT & N> 1-HEEZIRHELF T,

£ 2-8 EHRFEHO-OOATS—EH

RITLT, #eR

Indication 58]

[, AnxE GATT Server GATT Client
(Peripheral) (Central)

R_MS_BRR_Register GattIfaceCallback() | GATT a—JL/\v b D&} &/ /A
R_MS_BRR_Set_GattMode() GATT R7 5 —E— FOFKE &M %M

1
R_MS_BRR_Get_GattMode() GATTR7S—E— FOWRE =/ EHA

1
R_MS_BRR_Disconnect() B DY & fEF
R_MS_BRR_Set_ScanRspData() Scan Response T—% D& E /A TEMA
R_MS_BRR_Scan_GattBearer() EHEARLE TN ADRAXY Y | TMEA EHA
R_MS_BRR_Create_Connection() EHFOEKR MER £
R_MS_BRR_Cancel_CreateConnection() BHRERODFvy oL TERA fEHA
R_MS_BRR_Discover_Service() Y—ERT 4 RANYDET TEMA EHA
R_MS_BRR_Config_Notification() Mesh GATT H—E X ®D TMEA %M

Notification §F7l F 2
R_MS_BRR_Config_ServChanged() GATT Service Changed @ MERA Ed]

E 1
x 2:

GATTR7S—E—F&E7TREYaZ VI E—FFERETAFOE—F
GATT Server [ Notification A Fa] S =B m T MTU Y4 X% Mesh R4 v 7 |

~aX

EFLET., GATT

Clienth S MTU 4 XL ET 5154 . GATT Client & Notification & %11L 9 11 MTU
Exchange 7O —2 v #ETLTLEELY,

MTU DZEEIZDUVNTIE,

K1 (ROLAN5504)D 8.4 EiZxSH L T2 LY,

FRX23W %' JL— 7 Bluetooth Low Energy 7 75— 3 VEIREHA
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2.4.3 Mesh GATT —E X (gatt_db.c)
GATTRT7S5—I2& % Mesh A v E£—TCDEZIEIZIE Mesh GATT H—ERAFRAINFET, & 2912
Mesh GATT H—EXD#ERZRLET, Mesh TOEC 3 =5 —ERIEGATTR7S—[2&b70OE
CaZUIBICERAIN, Mesh 7OX O H—ERFTOES aZ U9 RTEO TOF VERKICERSIAE

T, MeshGATT H—ERDEE LD —EXF BT 5H &L R_MS_BRR_Set_GattMode() TYIYEHZ F

ER
& 2-9 Mesh GATT y—E X DR
H—ER XvIU98VRT4YY PA=VAC N |
(UUID) (UUID)
Mesh Mesh Provisioning Data In Write TJRE az= IS4 T7 v b TREDI VS
Provisioning | Characteristic (OX2ADB) Without H—N—A~ADTOET3=V45PDU
Service Response
(0x1827) Mesh Provisioning Data Out | Notify JOE 3=y —n"—mhoTFAEDI=ZVIIS
Characteristic (0x2ADC) A7 hAOTAES 3= 45PDU
Mesh Proxy | Mesh Proxy Data In Write TOFXFTI95A4T7 Y RS TAF O —IN—ADR Y
Service Characteristic (0x2ADD) Without kDJ—4PDU. MeshE—a > FE-Z 70X %FES
(0x1828) Response | s o+ ppu
Mesh Proxy Data Out Notify TAaXH—NR—D5TAXS IS4 T ADRY

Characteristic (0x2ADE)

kD—4PDU, MeshE—a v Ef-E7O0X8BFE:2S
£ 7n%PDU

Mesh GATT Y —EXE L UHDHF—EXAER S W1z GATT T—2 X—X (& Bluetooth X7 5 —0
gatt_ db.c [CEZEINTWLET,
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2.4.4 ADVRF7S5—EiE
Mesh 7 71) &r—< 3 A  R_MS_BRR_Setup() #E1T3 % &. Bluetooth R7 5 —[X ADV RT3 —D 4 v
t—UEZEERE Mesh XA v 7 I2&FEK L. Scan 2R LET .

Bluetooth LE X 2 v 2 Hh'%{5 L = Advertising /X% v kHYMesh X2 v Z @S NFE T, F£iz Mesh X
By Ay—FkERBEEITT S & T, Bluetooth LE 4% w7 [& Advertising /84w R EFEELE
ER

Mesh7 77— 3> MeshX & v & ‘ ‘ BluetoothR 7 5 — Bluetooth LER 2 v &

ADVAR T 5 — D&

L| R_MS_BRR_Setup()

v

MS_brr_add_bearer()
)y

R_BLE_GAP_StartScan()

_ BLE_GAP_EVENT_SCAN_ON 'H

BLE_GAP_EVENT_ADV_REPT_IND

R_BLE_GAP_StartAdy)

v

_ BLE_GAP_EVENT_ADV_ON

-

R_BLE_GAP_StopAdy()

>

BLE_GAP_EVENT ADV_OFF

2-5 ADVART7S5—EE
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245 GATTR7S—EiE

EHOMEIL% . Notification DEINMEMNTT T T B L. Bluetooth R7S—[X GATTART7S—D A vt—%%
ZIEMHE Mesh A2 v 7 IZ&BHBLET,

GATT Server & LTEIMET HBE. Mesh AR v I Hh Ayt —DEEEBEEITT 5 L. Bluetooth LE X
A 7 & Notification THA v tE—T%FEELET . Fiz Write Without Response TRIEL Tz A v E—U N
Mesh R A2 v I [TEMEINFET,

GATT Client & L TEMET H3H5E. Mesh R 2 v OB A v E—UEEBEMEETT S L. Bluetooth LE R
2 v 2 [F Write Without Response TA v t—U %&#ELFY ., F7= Notification TREL-AvE—IN
Mesh R & v JIZ@BHMESNFET,

Mesh? 74— 3> MeshRX 2 v & Bluetooth 7 5 — Bluetooth LEX & v 9

GATIR 7 S5 —®M:EM

BLE_GAP_EVENT_CONN_IND

P BLEBRR_GATT_IFACE_UPA XY k
L

[GATT Server] BLE_GATTS_EVENT WRITE_RSP_COMP
[GATT Clientl BLE GATTC EVENT CHAR WRITE RSP

i _(Notification® % %4 1k)

MS_brr_add_bearer()
'-.":
BLEBRR_GATT_IFACE_ENABLEA R k

i

GATTIR 7 5 —3&{E (GATT Server > GATT Client)
[GATT Server]

---
4

'H R_BLE_GATTS_Notification()

_ BLE_GATTC_EVENT_HDL_VAL_NTF

[GATT Client]

"[| R_BLE_GATTC_WriteCharWithoutRsp()

_BLE_GATTS_EVENT_DB_ACCESS_IND

GATIR 7 5 —DgE
[GATT Server] BLE_GATTS_EVENT WRITE_RSP_COMP
[GATT Clientl BLE GATTC EVENT CHAR WRITE RSP

i __(Notification® 3 1k)

. BLEBRR_GATT_IFACE_DISABLEA/ N |+

i

MS_brr_remove_bearer()

o

. T BLE_GAP_EVENT_DISCONN_IND
| BLEBRR_GATT_IFACE_DOWNA A > !:|‘
Ll-r 1
2-6 GATTR7S—EiE
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2.5 MCU [B0#5E

Bluetooth Mesh R & w4 /8y r— &5k 2-10 12579 RX23W B D#aE 2R ALET,

£ 2-10 Y % RX23W EDisaE

-  CMT2 8& U CMT3: Bluetooth LE X4 v o N EH
- CMTOZEF=ILCMTL: MeshH > FITagS L
Bluetooth R 7 S5 —m\HH

RX23W [AAH#E: AAME RS/ BRAREEEFAT SV I LT

AA /0 FR— k (GPIO) GPIOFITEYa—/)L | Meshy o )L7TRy 354

- P15, PBO & & U PCO: Target Board {3 FARF (RO1AN1721)

- P30, P31, P42 £ & U P43: RSSK £ FRF

SYFILaAZTazhr—i 3042487 —X(SCl) SCIFITEYa—/L MeshH >RG5 4

~ scis (RO1AN1815)

AVURTIYFRAT (CMT) CMTFITEYa—JL | MeshH>FLrad54
(RO1AN1856) Mesh R 2 v 4

Bluetooth X7 5 —
Bluetooth LE R & v 4

-  TMR2E&U TMR3

[Z 48 (RO1AN4930)

SHE T NEEM#EE (LPC) LPCRITEYa—JL | Meshyr7iLTATS5 A
(RO1AN2769) Bluetooth LE X% v &

E2T—42 75w a1 AEY (FLASH) FLASHFITEY 21— | MeshR& v %

- JAvY1~5 JL(RO1AN2184)

8Ev k247 (TMR) MeshFITEYa1—JL | Mesh R&Z w4

e A /0 FR— k (GPIO)

MeshH > 77055 LITROMIBIZGPIO #FAT AE=HIZGPIOFITE a—I/LEZFEALEY,

o FAFKR— KLd LED il
o HFEAR—FEDRAS vFORTEM

o VYFPIAZSa=H—aA R T7T—R (SC)
MeshHS > 770455 LIFUART #8HBELE-aVY—ILOABAIZSCIFTESa—IILEZFEALET,

o AURTIYFHAT (CMT)

BLEFITEYa—ILICIECMT D 1 Fr RILEEHONEBETHEETELZY I NI TEAX
(R_BLE_TIMER)AEI# SN TWLVET, R BLE TIMERI[ZCMTFITEY 2 —/LZFERALTCMTD 1 F ¥ 1
ILEEBELET., £F/=-BLEFITEY a1—/L0 Bluetooth LE XA v 9 [£ CMT2 &£ CMT3 5B LET .

Bluetooth R7 S5 —IE TN IZ R_BLE_TIMER 2R LE T,

e ADV A7 S5—[Z& % Advertising 0% {S &1

MeshH > 770455 LITTEEONEIZ R BLE_ TIMER 2R LET,

o FHEKR—KLDLED 5K
e FHAEAR—FLEDRAYFDOF¥AE) 5 EE

e Config Node Reset Z{EFFD MCU ) v MEIE

e IVUpdate 7RI —S v DIRT
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o HEEBHIEREMEE
Mesh ¥ > FILTOY S5 LIEMCU DEEENEBHMAEEZENLETS-HICLPCRATE S a—ILEFEAL
*9,

e 75w atEY (FLASH)

T—R2I759DarE)EFERTEILODT—2I75 92 RF54/N[EMeshFITED 2—)LD
mesh_dataflash.c ICEZE SN TWVWET, KFSA/NEFLASHRTEYa—ILEFERALTT—4273va
79X LET. KSANMNMERTET75 vy aAE) OEEIELMESH CFG_DATA FLASH BLOCK_ID ¥4
O & MESH_CFG_DATA_FLASH BLOCK NUM ®7 OIZ&K YBREIT B ENTEET,

0010 0000h BlockO
Blockl
Block2
Block3 MESH_CFG_DATA_FLASH_BLOCK_NUM
Block4
Block5
Block6
0010 1FFFh Block7

MESH_CFG_DATA_FLASH_BLOCK_ID

2-7 T—875vvarEY OERAEE

Mesh RA Y I ET—2 759 a1 AEYICTROEREZREFLET .
e JREYI=ZUIT—4
A=ZF¥RA M7 FLR
2y bT—0F—
o VT4 L—L 3 UIFRH
ETILER
ETILEE
e WAVTYIRET Y TT— MKEE
o J—HIUREE

V= ABSERC LEDBERIFEAEEREENDGCLRFHYEREA, VTV RABSEAvE—D
EREETIBICTAVI VAV EENET, AV VAV MBICVO— T VRABEEZEZTALE, 75y at
T IEHR TESAARYAORFICEZELET,

ZITITYDAATR)DEETAHABEEFRBEAT 51=6H. O—7RBFEETayv s L LTH DL, ¥ —
TORBENRDTOAVIICEELLZEEZDHT TV AICEZTRAEFNET, DTV XBBORITHS
70w Y H A X(XMESH_CFG_NET_SEQ NUMBER BLOCK SIZE ¥V OIZKYRETE., TDTIAIIL FH A
X% 2048 T,

e BEYF2A7 (TMR)
BEY MR AIXEFEATEZVRATLRA LS A/3E mesh_systemtime.c [CEREEShTWET, KSA4N
E8EYREIATID2F v RILEMFEALT, ImsecHELE 32 EY MED VA TLRALEFERLET,

Mesh R 2 Y DV AT LR A LEFERALTIV Update 70— v DER/IMBGEIEITH S 96 B £ B4R
LFEF,
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26 Mesh¥>F)L7TO0535LDETE

2.6.1 EXBNERTE
Mesh B> L7005 LICIFEREEEXZERTETHEHDAVNRAILASYFRHYEST, a2/( LR
4 v FIE mesh_appl.h IZREIATLET,

mesh_appl.h

J**

* Monitor SEQ of Incoming and Outgoing message.

* If SEQ is greater than or equal to threshold, initiating IV Update procedure.
*/

#tdefine IV_UPDATE_INITIATION_EN (1)
/x5

* Low Power Feature

*/
#tdefine LOW_POWER_FEATURE_EN (9)
/**

* Monitoring Mesh Layer
* Combination of the following macros can be set like "(MS_MONITOR_ACCESS PDU |
MS_MONITOR_NET_PDU)".
* - MS_MONITOR_ACCESS_PDU
- MS_MONITOR_TRANS_PDU
- MS_MONITOR_LTRANS_PDU
- MS_MONITOR_NET_PDU
- MS_MONITOR_GENERIC_LOG
* To specify all layer, MS_MONITOR_ALL macro can be set.
* To disable monitoring, set MS_MONITOR_NONE.
*/
#define CONSOLE_MONITOR_CFG (MS_MONITOR_NONE)

* % ¥

*

/** Logging Console using SCI (Serial Communication Interface) */
#define CONSOLE_OUT_EN (1)

/** ANSI escape sequence - CSI (Control Sequence Introducer) */
#define ANSI_CSI_EN (1)

/** SCI String Reception */
#define SCI_RCV_STRING_EN (1)
#define SCI_RCV_STRING_BUFFER_LEN (8x100)

/** Monitoring CPU Usage */
#define CPU_USAGE_EN (0)

o V7Y IT— FRRLEDOERIE

IV_UPDATE_INITIATION EN ¥4 O %(1)IZRET 5 Z & T. IV Update BIRLEAFNE LY FT ., AL
BEEZETIAVE—DDO— T URBEZERL. O RBENRREZEZ DL IVUpdate 7O
—CYERITLET., hICKVB/ —FFEEEMM/ —FOL—47 o RBEDOHBEHLLET,

®EI/0O HEE A&
IV_UPDATE_INITIATION_EN 0 IV Update B3z ALEE % EX1L
1 IV Update FA3RALEE =B
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° D—lﬁ'j_mﬁ&wﬁ;a”b
LOW_POWER_FEATURE_EN ¥V B #(1)ICRET S LT, O—N\T—H#EENEHELYET, TRED 3
ZVUUNETHR., LYK/ —FRETLUY Ry TEREIL, O—NJ—/ —FELTEELET,

®EYSH/O HREE NE
LOW_POWER_FEATURE_EN 0 O—/RTJ—/) — KADEBEBRFEDL
1 O—/\D—/ —F~DEBEH®L

e Mesh E=A2HRE

CONSOLE_MONITOR_CFG ¥V AICE=AHRENVOZEHRET 5L T, Mesh EZAHENEMELY F
o MeshRA VI DELAN—DNEZELEAVvE—SEE—arDOIBRHEAESNSzH, Mesh 7T
Jar—L a3 OREIZEWLWT Mesh 2y FD—Y DBEEEBTTEET .

®BEY/0 HEE NE

CONSOLE_MONITOR_LOG MS_MONITOR_ACCESS_PDU Access PDU
MS_MONITOR_TRANS_PDU Transport PDU
MS_MONITOR_LTRANS_PDU Lower Transport PDU
MS_MONITOR_NET_PDU Network PDU & Secure Network Beacon
MS_MONITOR_GENERIC_LOG Mesh X2 v DAL N2 k

e OVY—ILHAKE

CONSOLE_OUT_EN ¥4/ B % (V)ICH/ET S LT, avV—iA0RTHALERELZY FF, Mesh B>
TNTOTSLNDEFTTSHAPIOMesh RE2 VI DBRHTEZARU EFL—RATEET,

®REYT/O EfE RE

CONSOLE_OUT_EN avy—)LoSHAhEEDEE
avy—)LadHAEEML

| O

e OVY—JLAM ANSICSI HAKRTE
ANSI_CSI_EN ¥4/ B%#(1)IZERET S & T. a2V —JLA®D ANSI CSI (Control Sequence Introducer) A’
AHERYET, Mesh YU TILTATSLIXCSIZEDATDEMITEITOTWET, FEHTSHUTIL
—3FJLY 7 A ANSI CSIZxHE L TULVELMES. ANSI_CSI_EN T2 BIX(O)ITEREL TLEZE LY,

®ETH/O BEE A&
ANSI_CSI_EN 0 a2y —)LagAm ANSI CSI HH hEEh1t
1 avy—iLaOg~d ANSICSI HAEA®E

o OVY—ILXFIIRERTE
SCI_RCV_STRING_EN ¥V AZ(VDICHRET S LT, aVV—IHhbDXFIZENENELYET, 2
ELEXFIEa—AANy I/ ERTEISNET,

#EY/ DO BEME AE
SCI_RCV_STRING_EN 0 VY=L EDOXFIZIEEEME
1 aAVY—IhEDXFIIREEZEME
SCI_RCV_STRING_BUFFER_LEN 0x0001~O0xFFFF XFHZENY IT7HA4X
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e CPUEARRTEOAZEL

CPU_USAGE_EN ¥/ O %#(1)ICERET S & T, CPUBAFEAENEDEL Y ET, MeshH>TLTny
SLIEFAA VIL—FIZHE T CPU A RUN KB & SLEEP IREED FNFN DRI ZBIE L. CPUERZED
Sg%&avy—J)LIcHALET,

®ETIA % 5E fiE A&
CPU_USAGE_EN 0 CPU {EFAZAIE & 83t
1 CPU ERERAEZHIE

2.6.2 Provisioning Bi{ES&E
Mesh 4> 7L F 04 S LIZIEL Provisioning B2 ET 210 DHREX Y/ ONHY £9, HEYY O
mesh_core.c ICEREINTUVET,

mesh_core.c

/** Public Key OOB Flag (@:unavailable, 1l:available) */

#define CORE_PROV_PUBKEY_OOBINFO (0)

/** Static OOB Flag (@:unavailable, 1l:available) */
#define CORE_PROV_STATIC_OOBINFO (0)

/** Output OOB Actions Supported (bit@-bit4 specified with PROV_MASK_OOOB_ACTION_*) */
#define CORE_PROV_OUTPUT_OOB_ACTIONS ()

/** Output OOB Maximum size supported (@:not supported, 1-8 digits supported) */
#define CORE_PROV_OUTPUT_OOB_SIZE (8)

/** Input OOB Actions supported (bit®@-bit4 specified with PROV_MASK_IOOB_ACTION_*) */
#define CORE_PROV_INPUT_0OB_ACTIONS (0)

/** Input OOB Maximum size supported (©:not supported, 1-8 digits supported) */
#define CORE_PROV_INPUT_0OB_SIZE (0)

/** 00B Information (bit®@-bit6 and bitll-bitl5 specified with PROV_OOB_TYPE_*) */
#define CORE_PROV_BEACON_0OB_INFO (0)

/**

* Encoded URI Information (payload length is up to 29 octets)

*/
#tdefine CORE_PROV_BEACON_URI_INFO {.payload = "\x17//www.example.com", .length = 18}

e OOB Public Key
CORE_PROV_PUBKEY_OOBINFO ¥ % B % (1)IZE&ET 5 Z & T OOB Public Key BE# &Y £9, OOB T
B9 5 PublicKey [Fa >V —ILIZRFRENET,

BEY/ O E fiE nE

CORE_PROV_PUBKEY_OOBINFO OOB Public Key # #&%h1t

]

OOB Public Key Z8&%11t

e Static OOB Authentication
CORE_PROV_STATIC_OOBINFO ¥ % A% (1)IZERE T % Z & T Static OOB Authentication BAEXI & % Y &
¥, OOB THEH T 5 AuthValue (TR EZ a = OMBALEREICI VY —ILIZRTRENET,

®E</s o BEME A&
CORE_PROV_STATIC_OOBINFO 0 Static OOB Authentication % #&3xh1t
1 Static OOB Authentication Z&%h1t
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e Output OOB Authentication
CORE_PROV_OUTPUT_00B_SIZE ¥ % B (< AuthValue D #T134(1~8)%E’ET % = & T Output OOB
Authentication AAE$ &4 Y £33, OOB TH T % AuthValue [ Provisioning l2a > Y —JLIZR RSN FE

?—O

CORE_PROV_OUTPUT_0OB_ACTIONS ¥# OIZI& AuthValue #HHH3 5 00B 7o > avERELET ., &
D Output OOB 7V 2 3 VEH/RET S EMNTEET . HlZ (1L Blink EifE & Beep BIEICRIET 5155
(PROV_MASK_000B_ACTION_BLINK | PROV_MASK_OOOB_ACTION BEEP)ZH/REL XTI,

®EY/0O HEE A&
CORE_PROV_OUTPUT_OOB | O Output OOB Authentication Z &1t
_SIZE 1~8 Output OOB Authentication &%t

AuthValue Q& IGHTE % X E

CORE_PROV_OUTPUT_0OB
_ACTIONS

PROV_MASK_000B_ACTION_BLINK

Blink BiE (3 {E)

PROV_MASK_00OB_ACTION_BEEP

Beep E11E ($11E)

PROV_MASK_0OOB_ACTION_VIBRATE

Vibrate E1E (${iE)

PROV_MASK_000B_ACTION_NUMERIC

Numeric &7~ (${E)

PROV_MASK_0OOOB_ACTION_ALPHANUMERIC

Alphanumeric &R (E#¥)

e Input OOB Authentication
CORE_PROV_INPUT_00B_SIZE ¥ % O AuthValue D1 (1~8)%#E%E T 5 Z & T Input OOB
Authentication AEZ &Y F£9, OOB TEEfH Stz AuthValue (a2 VY —ILIZAB L TL &L,

CORE_PROV_INPUT_0OB_ACTIONS ¥% O[ZIX AuthValue ZAHNT 5 00B7H L avERELET., Y
D INputOOB 79 2 avEH/RETHIENTEET, HIZIL Push BfEL Twist BIEICKIET 5B E.
(PROV_MASK_IOOB_ACTION_PUSH | PROV_MASK_IOOB_ACTION_TWIST)ZHREL ZT,

ZEZ/ D BEE AR

CORE_PROV_INPUT 00B_ | O Input OOB Authentication % &34k

SIZE 1~8 Input OOB Authentication &%k
AuthValue DHT# % 3RTE

CORE_PROV_INPUT_0OB_ | PROV_MASK_IOOB_ACTION_PUSH Push E/E ($UE)

ACTIONS PROV_MASK_TIO0B_ACTION_TWIST Twist Ei{E (1)

PROV_MASK_I00OB_ACTION_NUMERIC

Numeric A1 (&)

PROV_MASK_TIOOB_ACTION_ALPHANUMERIC

Alphanumeric A 71 ()

e OOB Information

CORE_PROV_STATIC_OOBINFO ¥ % HIZI& OOB Information %

HELZFET, H/ELT= O0B Information I

Unprovisioned Device E— > TEHAINFET . HED OOB Information Z{_ETHZEMNTEET, Hlx
[ URI £/8—a— F#HRET SBA. (PROV_00B_TYPE_URI | PROV_OOB_TYPE_BARCODE)ZHRELFET .

®EY/ 0 el HE

CORE_PROV_BEACON_OOB_INFO | PROV_OOB_TYPE_OTHER ZDih
PROV_0OB_TYPE_URI URI
PROV_0OB_TYPE_2DMRC i BIRIBEA 2D 0 — R
PROV_0OB_TYPE_BARCODE N—a—F

PROV_0OB_TYPE_NFC

Near Field Communication (NFC)

PROV_OOB_TYPE_NUMBER

BB

PROV_O0OB_TYPE_STRING

XF5

PROV_OOB_TYPE_ONBOX

Ry XA LEER

PROV_O0OB_TYPE_INSIDEBOX

Ry o ARNER
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PROV_OOB_TYPE_ONPIECEOFPAPER #Rm Lt
PROV_OOB_TYPE_INSIDEMANUAL <T=a7IL
PROV_OOB_TYPE_ONDEVICE FINA ANER

e Encoded URI Information

L@ CORE_PROV_BEACON_OOB_INFO ¥ % HI[Z PROV_OOB_TYPE_URI %#:RE L =1&54E.
CORE_PROV_BEACON_URI_INFO ¥ 4% OIZ Encoded URI Information 2% T3 2L EAHY ET, FELE
Encoded URI Information £ AD % 4 FM<<URI>>THE# &4, Encoded URI Information @ Hash fi (&

Unprovisioned Device E—a > TEfmINET,

®ETHIO EfE RE

ﬂg

CORE_PROV_BEACON_URI_INFO %K 29 octets Encoded URI

URI R & — L% Bluetooth SIG @ Assigned Numbers CEZ
ff="URI Scheme Name String Mapping"TL>a—F

RO1AN4875JJ0130 Rev.1.30
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2.7 Bluetooth R7S—MDHE
Mesh FIT EY 2 —JLIZ&E N B Bluetooth R7S—DHFEICDODLTRLET,
blebrr.h

/** Enable GATT Bearer Client Role */
/* ROM/RAM used can be reduced by disabling GATT Client functionalities */
#define BLEBRR_GATT CLIENT (1)

/** Specify Device Address Type
* Either Public Address or Static Random Address can be set by the macro below.
* - BLE_GAP_ADDR_PUBLIC
* - BLE_GAP_ADDR_RAND
* Device Address is obtained from BLE Protocol Stack via Vendor Specific API.
*/

#define BLEBRR_VS_ADDR_TYPE (BLE_GAP_ADDR_RAND)

e GATTV3547 v DAL
BLEBRR_GATT_CLIENT ¥V B %(1)ICERETSH LT, GATIRT I —DV 4T bEENEELY
EX IR

&EY/ 0 BEfE RE
BLEBRR_GATT_CLIENT 0 GATTRT7S—MD GATT V54 7 » FEItEEEMIE
1 GATTRT7S—D GATT 4 547 +EiEEH1E

o FIARF FLREA THE
BLEBRR_VS_ADDR_TYPE XY OIZT/INNA A7 FLRAA TI Y O%ERET 5 & T, Bluetooth X7 5 —hiE
RIBTNNARF7RELREA TEIBETEET,

#/EY/ D REME nE
BLEBRR_VS_ADDR_TYPE BLE_GAP_ADDR_PUBLIC Public Device Address
BLE_GAP_ADDR_RAND Random Device Address
blebrr.c
#define BLEBRR_QUEUE_SIZE 64
#define BLEBRR_ADVREPEAT_RAND_DELAY 10

e ADVART7S—XERTE
ADVAR7S—MEERTELE LTTRORETVONEREINET,

J|EYID R E(E RE

BLEBRR_QUEUE_SIZE 4Ll E EEX1—HYaX

BLEBRR_ADVREPEAT_RAND_DELAY 1k RIES VS LT 4 LATE (Imsec Bfi)
R01AN4875JJ0130 Rev.1.30 Page 35 of 67

2022.12.22 RENESAS




RX23W %' JL— 7 Bluetooth Mesh X & v %

FFAA ~

blebrr_pl.c

#define BLEBRR_CON_ADVINTMIN OxAQ

#define BLEBRR_CON_ADVINTMAX OxAQ

#define BLEBRR_CON_ADVTYPE BLE_GAP_LEGACY_PROP_ADV_IND
#define BLEBRR_CON_ADVCHMAP BLE_GAP_ADV_CH_ALL

#define BLEBRR_CON_ADVFILTERPOLICY BLE_GAP_ADV_ALLOW_SCAN_ANY_CONN_ANY
#define BLEBRR_SCAN INTERVAL 0x0060

#define BLEBRR_SCAN_WINDOW 0x0060

#define BLEBRR_INIT_SCANINTERVAL 0x0060

#define BLEBRR_INIT_SCANWINDOW 0x0060

#define BLEBRR_CONN_INTERVAL_MIN 0x0040

#define BLEBRR_CONN_INTERVAL_MAX 0x0040

#define BLEBRR_CONN_LATENCY 0x0000

#define BLEBRR_CONN_SUPERVISION TO 0x03BB

GATTRT7S—EGD=HDARI A TILT BNEALSUTRE
GATTR7S—#&HEDEOHDARI R TILZ ENEA OB EE LTTROFZREY 7 ONEESINE

ER
#/EY/ D BEE AR
BLEBRR_CON_ADVINTMIN 0x20~0xFFFFFF w=INT KNNBAD54 208 —nN\)L
(0.625msec Hifi)
BLEBRR_CON_ADVINTMAX 0x20~0xFFFFFF BRK7ZENBAL 0542053 —1\)L

(0.625msec i fi)

BLEBRR_CON_ADVTYPE

BLE_GAP_LEGACY_PROP_ADV_IND

TFRREALASUT84T
Connectable and Scannable Undirected
Legacy Advertising

BLEBRR_CON_ADVCHMAP

BLE_GAP_ADV_CH_37

7 RIRZ AP U5F w2l 37ch

BLE_GAP_ADV_CH_38

T RINE 4225 F v 2L 38ch

BLE_GAP_ADV_CH_39

7 RIRB A P25 F w4l 39ch

BLE_GAP_ADV_CH_ALL

ETFRENEAL U TFvRIL

BLEBRR_CON_ADVFILTERPOLICY

BLE_GAP_ADV_ALLOW_SCAN_ANY_
CONN_ANY

TRNZALADUT T4 LERY —:
Process Scan Requests and Connection
Requests from All Devices

ADV RF7S5S—DAX ¥ VEETE
VHREELTTROREY 7 OAEESINET,
s : Advertising /37y FDZERREEFBT 50D, 12— nNILED 1V FH A X ERCIEEHRTE L

ADV R7 5—DR ¥

TLZ&Ly,
BEZ/A BREME NE
BLEBRR_SCAN_INTERVAL 0x0004~OxFFFF A¥x w4 23—V (0.625msec Bifir)
BLEBRR_SCAN_WINDOW 0x0004 ~OxFFFF AF¥xw g4 FyH A X (0.625msec Hii)
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e GATTHYSA 7Y FAITD GATT R7 S5 —EHKHRE
GATT Y5472 FAITD GATT N7 5 —1E4RHRTE

ELTTROEETIANERINET,

®EZT/0O HEME A&

BLEBRR_INIT_SCANINTERVAL 0x0004 ~O0xFFFF AZTI—TFTAVTDEHDAF YA 22—
(0.625msec Bifi)

BLEBRR_INIT_SCANWINDOW 0x0004 ~O0xFFFF AZTI—TFTAVTDEHDRAFY2oD 020 KoY
4 X(0.625msec Hifi)

BLEBRR_CONN_INTERVAL_MIN 0x0006~0x0C80 =/NESA 2 —/3L (1.25msec Bifi)

BLEBRR_CONN_INTERVAL_MAX 0x0006~0x0C80 IKRIERA > 42—\ (1.25msec Bifi)

BLEBRR_CONN_LATENCY 0x0000~0x01F3 RYZIINLAToo—@ARIT D IVARNY M)

BLEBRR_CONN_SUPERVISION_TO 0x000A~0x0C80 RA—NR—EPavi A LT+ (10msec Bfi)
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2.8 Mesh FS A /\DE&E
Mesh FIT EY a—JLIZ&EN S Mesh FSANNDEFIZDODNWTRLET,

mesh_dataflash.h

#define DATAFLASH_EN (1)

o T—AI75vLaRSAN\DELE
DATAFLASH_EN Y7 B Z#()ICERET A ET. T—E2I7F9a RSANBEHELGY . R4 \BEHEN
Mesh R 2 vV IZEERINFET,

®BEY/0 BEE AE
DATAFLASH_EN 0 T—RI59yaT7 I EREENL
1 T—RI759aTIEREBEME

mesh_systemtime.h

#define SYSTEMTIME_EN (1)
#define SYSTEMTIME_STRING_EN (1)

o VRATFLBALRSANDOEMIEL
SYSTEMTIME_EN RV O%(1)ICHRET A ET, R EY M RTFLIALEERTEBVATLEIALERS
ANRNDBERNELRY . FSA /B Mesh R vV IZETFINET,

®BEZ/0 BEE AE
SYSTEMTIME_EN 0 DATLEA LEKEEME
1 DATLAA LEREEMIE

o VRTFTLBALIFIIERRE
SYSTEMTIME_STRING_EN ¥ ¥ B % (1)IZRET S E T, 2EY O RTLAAA LEXFITERT HE
BHABEMELYET,

®EY/0O BEE AR
SYSTEMTIME_STRING_EN 0 DARATLAA LOXFH|H D EESIE
1 DRATLAA LDXFIIEAEEF I
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3. FFVHr—a %

ARE[F Mesh Yo T)ITOTSLOREFSE LML, BluetoothMesh 22 v o2 ZFBELET7 T 45—
CAVOREAFEERLET, K31 MeshH o T TOFSLDEE7O—2RLET,

AyviaygrILFassha

BLEZO FaJLARAZ v %, BluetoothR7 5 —5 w/8—,
Ay aRE Yy DOMEAE

Aya/—F. ILAVE, ETLEROERE

GATTA V5% 7z —Z3— LNy I DER |

Provisioner7 /8 A X

PB-GATTR 7 5 — & #i D ®EL
F£1-1X PB-ADVY v 4 DL

JneEvaz=ronE

| FERMAEI~AOTOES 3=V I T—20BRE |

PB-GATTA 7 5 — &t O LN &
F1=IX PB-ADVY > 9 DT

Configuration Client/ — F

Vendort v £ — U@ 1{E

[ FERMEAEIAOI VT4 TL—2 3 VEROBRE |

opt | (7 0% SRR

Proxy Client/ — K

Proxy ¥ #t O §E 31

——weTo

opt | [B—/37 —HEENE ]
‘ Friend/ — F ‘

Friendship® #& 3L

Friend Subscription List® & 7

Generic OnOffETJIL/ — K

Generic OnOffA* vt — @I

VendorE 7L/ — K

Vendor* v+ — U@ (s

B 3-1 Mesh¥>7i7a4sdsSL0EE720—
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31 AAMIIN—F2
Mesh R4 v % [d Bluetooth LE RZ v ETEIMMELE T, D=, 7TU5—>av(E MeshRE v
##H16 9 BHTIZ. Bluetooth LE X% v %4 & Bluetooth A7 S— % #HL T HAHENHY ET,

Bluetooth LE X% v 49 MALIE(L, Bluetooth LER A Y I RF Va1 —FI2K 2 TEITEINFET, CDT=6H.
7 7V r— 3 vl Bluetooth LE R 2 v I Db, X721 —SB#TH S R_BLE_Execute()ZF A A
UN—TTRYBRLETTILELAHYFET,

Mesh B> TILTAGTSLDAL VIL—F v EUTITRLET,

o AAVI—F 2 (main.c)

R_BLE_Open() & R_MS_BRR_Init() T Bluetooth LE R % v % & Bluetooth N7 S —##HALL T2 &
W BDEICIHELTEDMD FITED 2 —ILEWEE L TLZE L, A A 2V I)L—T Tl Bluetooth LE R 2 v &
DA 1—F5ThHHD R BLE_Execute()EREETLTLIEELY,

Bluetooth X7 5 —D AL LEE (L Bluetooth LE R R vV DR 7 a—F TETSN, HFIEDOETIED
— LN\ VBEBTEMINET,

int main(void)

{
/* Initialize Bluetooth LE Protocol Stack */
R_BLE_Open();

/* Initialize the Low Power Control function */
R_BLE_LPC_Init();

/* Initialize Timer */
R_BLE_TIMER_Init();

/* Initialize underlying BLE Protocol Stack to use as a Mesh Bearer */
R_MS_BRR_Init(blebrr_init_cb);

/* main loop */

while (1)

{
/* Process Event */
R_BLE_Execute();

e Bluetooth R7 5 —D#HELSET I —JL/3v Y (main.c)

Bluetooth R 7 S —DHMEAILTE TRHMZZITMAI—INY VBB EEEZEL TS, Ka—LN\v Y
BT Mesh R 2 v O BMERT S YV —X WML L. MS_init_ext() TMesh X2 v ##HEL.
R_MS_BRR_Setup() T Bluetooth R7 5 —% Mesh X2 vV [ZEEFL TS, ChoDO#MEALE. Mesh
TIVr—2avERIBLTIESL,

static void blebrr_init_cb(st_ble_dev_addr_t * own_addr)

{
API_RESULT retval;
MS_CONFIG config;
/* Initialize Mesh Resources */
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mesh_section_init();
mesh_mempool_init();
mesh_storage_init();

#if SYSTEMTIME_EN
mesh_systemtime_init();
#tendif /* SYSTEMTIME_EN */

/* Initialize Mesh Stack */
MESH_MS_CONFIG(config);
retval = MS_init_ext(&config);

if (API_SUCCESS == retval)

{
/* Registers ADV Bearer with Mesh Stack and Start Scan */
R_MS_BRR_Setup();
/* Start Mesh Application */
mesh_model_config(&gs_mesh_model callbacks);
mesh_core_setup();

}

o Mesh RE VI DRTIE
Mesh v k0 —9 TOBENTE L HIGEIE MS_shutdown() TMesh R 2 v U 8T LET,

Light LC Server Model Z{£H L =354 . MS_light_lc_server_deinit() T Light LC Server Model % #&
TLZET, MS_health_server_deinit() T Health Server Model Z#T#. MS_shutdown() T Mesh X %
v %&# T LET, R_MS_BRR_Close() T Bluetooth Bearer AAMERA L= Y —REERLET,

Bluetooth LE R 2 v IV AR E L 7 5 1-35E (& R_BLE_Close() THRTLET,

/* Deinitialize Light LC Server Model, if it was initialized */
MS_light_lc_server_deinit();

/* Deinitialize Health Server Model */
MS_health_server_deinit();

/* Terminate Mesh Stack */
MS_shutdown();

/* Free the resources allocated by Bluetooth Bearer */
R_MS_BRR_Close();

/* Terminate Software Timer */
R_BLE_TIMER_Terminate();

/* Terminate Bluetooth LE Protocol Stack */
R_BLE_Close();
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3.2 J—F#R

TIVr—o3viE, TILAVRRETILEWVL S/ — FBRERET ILENHY FT . COERKIL.
MEEDESITHELI-LDMNEWNDT=, FTUT—2a vBRITIRELFVFICE>TELYET,

MeshH > T TATSLD/ — FEBRDEEZLUTIZRLET,

o /—F&XIL A2 (mesh_model.c)

MS_access_create_node() T/ — FZ4mM L. MS_access_register_element_ext() THEEDHO T
LAV REEBFGLTKESWD, REBELBBZILAVOHIE. 7TV —23 0D FYAIZK>TERY
F9, TSATRUILAVFDILAY b2 KJLIZIE MS_ACCESS _DEFAULT _ELEMENT_HANDLE ZERTE L.
BEI LAY FIZIXMS_ACCESS_DEFAULT_ELEMENT _HANDLE 21§ DMELEZHZRELTLEEL, HIZ
X3DDIL AL FEEBFETHIHEE. 8T LAY b2 FILIEMS_ACCESS DEFAULT_ELEMENT _HANDLE.,
(MS_ACCESS_DEFAULT_ELEMENT_HANDLE+1). (MS_ACCESS DEFAULT_ELEMENT HANDLE+2)T9Y, &I L *
VRN FILIE Mesh ETILOEMICERLET,

API_RESULT mesh_model_config(const mesh_model_callbacks_t * callbacks)

{
API_RESULT retval;

MS_ACCESS_NODE_ID node_id;
MS_ACCESS_ELEMENT DESC element_desc;

/* Create Node */
retval = MS_access_create_node(&node_id);

/* Register Element */
if (API_SUCCESS == retval)
{
gs_element_handle = MS_ACCESS_DEFAULT_ELEMENT_HANDLE;
element_desc.loc = ELEMENT_DESC_LOCATION;
retval = MS_access_register_element_ext(node_id, &element_desc, gs_element_handle);

}

return retval;
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3.3 JaEYa=y4

3.31 JOoEYa=—y4HHY—/n—

Fy bD—=UI12BMLTHO/ —FEBIET 2. 7TUr—aviE7oeE sy iy —n—&L
T7FREYa= VP %ERTL, FJREDAZVIISATUMNSLTAED I VI T— 352 TMELE
n"HYET,

MeshH >IN TATSLIETOES 3 =59 —N—¢ELTEELET, TRED 3=V FH—/1—0D
MBEYUTICRLET,

e JOEVIZVIEMLETIOES IV Ta—RyHBEBOEE (mesh_core.c)
RAAELENTOE S a3/ EMETAEY 3 =S a— LNy Y %% MS_prov_register() T
Mesh R 2 v 7 IZEHF L TLFZELY,
MS_prov_register()DERAMIEL. MeshH > F)L T 04 S5 L(mesh_core.c)d
mesh_core_prov_config()DEEEZSHBEL TS,

e FOEY 3= Y5 DBt (mesh_core.c)
MS_prov_setup() & MS_prov_bind() T Unprovisioned Device Beacon E AR 2 TILT KNZA DT
DEFEERAIBL TS,

MS_prov_setup() & MS_prov_bind() D{ERA|X. Mesh ¥ > 7))L T 0SS L(mesh_core.c)d
mesh_core_prov_setup() & mesh_core_prov_bind()ZZNZNSEBLTL &L,

e JOEYa=2Fa—uNy 7 B% (mesh_core.c)

TOESazZ UM R M EZTRAEOHDI—ILAyVERERZELTEEWL, FOEC 3=V 5 s
SAT7U ML REESNE-TRES 3 =25 T—4(E MS_access_cm_set_prov_data() T Mesh R& v ¥
[CEHRTILENHYET,

JoEPa=oda—uNy VBEROEEFIE. Mesh > FILT OS5 S L(mesh_core.c)®
mesh_core_prov_cb()DEEEZSHEL T LY,

JREYa=Z Y —/IN—DO MeshRE Y9 APl o—4F U R ERBLUBETRLET,
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332 FREY3a=— Y9 —n—ni—42R
(1) FrEYaz=yintyr7yvF
AU TNTAYTSLIEPB-ADVARTS—& PB-GATTAR7S—DEAIZHELTEY. PB-ADVATS

—I[Z& % Unprovisioned Device E—a > &, PB-GATT A7 5 —®M1-&H® Connectable Undirected
Advertising #XHIZEFELET,

FUTAEDIVRTNRAR

Mesh7 74— 3> MeshX & v & | | BluetoothR 7 5 —

JoeEYazZyvinoty b7y T

R_MS_BRR_Register_GattlfaceCallback()

A 4

R_MS_BRR_Set_GattMode()

MS_prov_register()

MS_prov_setup() !

A
—
L1

MS_prov_bind()

A 4

loop

t--4-

'LJ Unprovisioned Device Beacon
; >

m
I

>

'J Connectable Advertising

for PB-GATT

32 FOEYCaz=yinotwy by

(2) PB-ADVARF7S—I2&btya DRI

PB-ADV TOEC 3= B EETTSEE. JAESa =i —nN—E70ECa =595 4
FobEty avaEHILET, T-T7OESa VS NEOKRTE, £y avadE®TLET,

FUTAEDIVRTNAAR

Mesh7 T 45— a3y MeshX & v & | | BluetoothR 7 5 — ‘ ‘7°D ECar—T1N/1 R

PB-ADVY > % ORI
Unprovisioned Device Beacon
P Link Open
> Link Ack
JoEYa=v S uE
PB-ADVY > O#T
' ml »
| g Link Close -
3-3 PB-ADVIC& bty a VORI
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(3) PB-GATT A7 S —IZ &k BB DOFEL

PB-GATT TJREY 3= U5 2E[FTHEE. JAES I 8995470 ME7aE S 3= o5y —
IN—EEHEEEILL, Mesh 7AOE Y 3 =255 —E XD Notification B8t LET ., -7 AEC 3=y
JAEBDO# T %. Notification &ML L. EHEEVIHLET,

FoFOEYI VRTINS R

MeshZ 74— a3y MeshR %2 v & | |B|uetooth&‘75— ‘ ‘7“DE~>‘37-——?‘/W7\

PB-GATTA 7 5 — &t D HEIL

Connectable Adwertising
for PB-GATT

\ 4

BLEBRR_GATT_IFACE_UPA R > k Connection Request

A

}--1

Enable Notification by
MS_brr_add_bearer() Write Characteristic

A
Y.

BLEBRR_GATT_IFACE_ENABLEA XY |+

MS_prov_bind()

g

Lr

| Joeva=voum

PB-GATTA 7 5 — ik O Y
Disable Notification by
BLEBRR_GATT_IFACE_DISABLEA R k Write Characteristic

A

MS_brr_remove_bearer()

BLEBRR_GATT_IFACE_DOWNA N> + |_| Disconnection Indication

<

B 3-4 PB-GATT IZ &k A DR
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(4) FoEYaz-rynE

TAED 3=V IRT7I—IT&b vy avELEIEROBEILIE. 1 VET—YavhsTdAEY 3=y
JTF—AnBRAhETnIOE S aZ v INENAERITEA, JOEDIZ VS PDUNKBRENET, JAE
a3z 5 NMETILPB-ADV THH>TH PB-GATT THo TCHRI—DNMENETEINET,

FUTFAEDa Y RTFNAAMR

MeshZ 74—y MeshR 4 v & | | BluetoothR 7 5 — ‘ ‘71:1 Ear—7/1/4 R

i
JonEYaz=r el

| PROV_EVT PROVISIONING SETUPA XY | Provisioning Invite
(m) * o] <

Provisioning Capabilities

Provisioning Start

< <
<

Provisioning Public Key

<

\ 4
\ 4

Provisioning Confirmation

A

\ 4
A 4

Provisioning Random

< <

v
A 4

1
PROV_EVT_PROVDATA_INFOA N> k Provisioning Data

A

MS_access_cm_set_prov_data()

P

v

T
PROV_EVT_PROVISIONING_CQMPLETE4 Ny bk Provisioning Complete

<
<

— 4
A

35 FOoEvaz=v5nE

TJOESaZ U JMEBTOEX )T VRIDERED=H, TEAHRERINET,
e Public Key & X T v FIZH LT, OOB(Out Of Band)Z T 5 Z &

e Authentication 27y FIZH T, 128 EyY FTRYBZIREROIY rOE—#HDEHKME. T-IIES
PRIt X 17 HEEESE AuthValue & L TEIRT B2 &

OOB T Public Key #Et#i9 5 I1ZI&. Public Key & Private Key % MS_prov_generate_ecdh_key pl()T
L. £RE N1 Public Key # MS_prov_set _local_public_key() T Mesh RAZ v Y ([ZERELET, Xt
MO TAEY 3 F—TF/\4 XA~ Public Key DE A AL, PROV_00B_TYPE_*< 4 AT MS_prov_setup()
D354 pdevice->00b IZTERTE L TL 20N,

OOB Authentication 0 AuthValue & L TEARIBEA: 128 E v FELEIE R_BLE_VS_GetRand() THERKT 5
ZEMNTEFET, Static OOB Authentication ZF|FA3 515 E. £/ L 1= AuthValue (&
MS_prov_set_static_oob_auth_pl() T Mesh R % w7 IZ8%FE L T =& LY, Output OOB Authentication
#HMAYT BBE. £ LT AuthValue (X MS_prov_set_authval() TMesh A2 v ZIZRELTLES LY,
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FFAA ~

FUTAES IV RETNRAR

Mesh7 75— 3> ‘ MeshR 2 v & ‘

BluetoothN 7 5 — ‘ ‘7“12! t“ﬁaf—?/('fx‘

JoECaz= oty bTYT
MS_prov_register()

opt | OOB Public Key

MS_prov_generate_ecd h_key:pl()

(|
MS_prov_set_IocaI_pubIic_ke&l()
>

opt | Static OOB Authentication

MS_prov_set_static_oob_auth_pl()
>

MS_prov_setup()

A\ 4

MS_prov_bind()

A4

loop J

[---1-0---O

'|_| Unprovisioned Device Beacon
1

Connectable Advertising
for PB-GATT

1

v

JoEYa=vinE

[P

Provisioning Invite

i PROV_EVT_PROVISIONING_SETUPA R >
[

() > | <
J Provisioning Capabilities
B [] Provisioning Start
alt J with OOB Public Key '
ut OOB Public Key
‘ alt Output OOB Authentication
i PROV_EVT_OOB_DISPLAYA
MS_prov_set_authval() R
>L
“ T input OOB Authentication
PROV_EVT_OOB_ENTRYA R ¥ k
|
MS_prov_input_authval() R i
11 >
'L_l Provisioning Input Complete
) [I Provisioning Public Key
S % v
i Provisioning Confirmation
tt >Ll >
i r-l Provisioning Random
it >Ll 2 >
PROV_EVT_PROVDATA_INFOA XY |+ _ Provisioning Data
MS_access_cm_set_prov_data(
. PROV_EVT_PROVISIONING_ “OMPLETEA N> k Provisioning Complete R
< iy »

K36 OOB AT IAES 3= JiuE
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3.4 7Aaxy
ARETIHETOF LY —N—FETAXFI 9547V FELTEET BEODEEERLET,
341 FJaoxiHY—/—

Mesh# 2 TLTATSLRETOFIH—N—E LTEETEHIENTEET, Mesh 4> TULTBRTS
LOTOF I H—N—REBELUTITRLET,

o TOXTa—L\yHEEDEEE (mesh_core.c)
R_MS_BRR_Set_GattMode() T Bluetooth A7 5 —E— K% BLEBRR_GATT_PROXY_MODE [ZEREL TL £ &
W T, FOFSa—)L/N\y % MS_proxy register() T Mesh R4 v Y IZ&F LTS,

R_MS_BRR_Set_GattMode() & MS_proxy_register()DERAHIX, MeshH > T ILT0O5 35 A
(mesh_core.c)® mesh_core_proxy_setup()DEEZSEL T,

o OARVATILT FIRAA 2T DR (mesh_core.c)
TOX 0S4 TF7o DT OX BB EMEILT 518, MS_proxy_server_adv_start()Taxo 427
W7 EREA DU TERIBL T ELY,

MS_proxy_server_adv_start() DEMAHIE. Mesh > F)L T 045 S L(mesh_core.c)®
mesh_core_proxy_start()DEEZSHBL T,

e JOXTa— )Ly E¥ (mesh_core.c)

TOF AR FEZITRSE00a— LNy HBEHERELTLESL,

TAXTISA4AT U MEEREHIL, GATT 70X Y —EXDNEHEEIh B L.
MS_PROXY_UP_EVENT MEHMIENET, TAFXFLIFA TV MIF—YITL Y22 ITFT, VTV ITTF—F
739, AL bVAUTY Y REERHT H1=6H. MS_net_broadcast_secure_beacon() T Secure
Network Beacon Z#i#{E L TL fZ& LY,

JOoxa—inN\y EHOEZEHIEL, MeshH > )L T4 S L(mesh_core.c)®
mesh_core_proxy_cb()DEREZSHRL T ZELY,

o FOXIEHEOUIN
TOXS 95470 FEDEHRETINT AIZI1X. R_MS_BRR_Disconnect()Za—J/LLTL &L,

retval = R_MS_BRR_Disconnect(gs_proxy_client_conn_hdl);
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342 FOx HS54F7 bk
MeshS >IN0 S L TOXFLHSATUORELTEETRZIENTEET, MeshH > F)L70O
J5L0OTaXx oS54 T7 U MUBELUTIZRLED,

o FEFLa—RyIEBDER (mesh_core.c)
R_MS_BRR_Set_GattMode() T Bluetoth A7 5 —%# JOF L E—FIZERL TS, £z, TaXS
a—)JL/\y 7 BA%i%E MS_proxy_register() TMesh A2 w7 IZ&FFLTLEELY,

R_MS_BRR_Set_GattMode() & MS_proxy_register()DERAHIX, MeshH > T ILT0OT 35 LA
(mesh_core.c)® mesh_core_proxy_setup()DEEEZSHEL TS,

o THRXIEHOMEIL

TOFXFSH—N—LDTOXFVEHKEZHIT 51-8. R_BRR_Create_Connection()Za—/ILLTLESE
LW TAFIH—/IN—% XX+ T BIZIER_MS_BRR_Scan_GattBearer()Za—/LLTL &Ly, FOF
B —/IN—DT /N4 X7 KL RAIL BLEBRR_GATT_IFACE_SCAN TEHIENZET,

st_ble_dev_addr_t remote_addr;
retval = R_MS_BRR_Create_Connection(&remote_addr, BLEBRR_GATT_PROXY_MODE);

e FOFXLa—jL/8yHE# (mesh_core.c)

TOF AR LEZITRSE000— LNy BHERELTLESL,

TOX I H—N—LEGEMHIL GATT JOX o —EXNEMIEEI NS & MS_PROXY_UP_EVENT AV&
MENFT, MS_proxy_set_whitelist _filter()FE7=[L MS_proxy_set_blacklist_filter()Tr/HF
DH—N—DTOXL T NE A TEHEL, MS_access_cm_get_all model_subscription_list()
T7OX oY —N"—0TaF T4V EYRAMIB TR YT a7 RLRAZFEMLTLEEL,

TOFxa—IN\y ZEHOEZEHIEL,. MeshH > F)LTFO4 S5 L(mesh_core.c)®
mesh_core_proxy_cb()DEEZEZSHEL TS,

o FOXIEHKOUIM
TOF Y —N—LDEHKEYIMT B(ZIX. R_MS_BRR_Disconnect()Za—/LLTLEEELY,

retval = (API_SUCCESS == R_MS_BRR_Disconnect(gs_proxy_server_conn_hdl);

TAFx Y —N—D MeshRZ2 Y9 API O—7 o REREUBETERLET,
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3421 FOxP0I—452R
(1) Faxs#eEEnty r7v T

AYoTLTATSLFTOFOMECHIGELTEY., GATTR7S—IZOHRBTHaAT45L—2
AVISATURE GATTR7ZS—TAY VTN TOTSLOHEEZRET A ENTEEFT, S BITK

BTN TOT I ALK, GATTRT7S—IZDHRET S/ —FIZH LT, GATTR7S—& ADVRT7 5 —
BITAYE—DFEBRETDHIENTEET .

TaFoHY—nN—s— K

Mesh7 74— 3> MeshX 4 v & ‘ ‘ BluetoothR 7 5 —

Taxi Yy —nN—ntyt7TvT

| —

R_MS_BRR_Register_GattlfaceQallback()

R_MS_BRR_Set_GattMode()

MS_proxy_register()

MS_proxy_server_adv_start()

loop

A,
-0

v

Connectable Advertising
for Proxy connection

»
>

H3-7 Fox oty b7y S
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(2) F7aFXIEBOMEIL

TAXTI9SAToMITAF IO —N\—LEHEEEIL L. Mesh 70F L4 —E X® Notification &%
IELET, Chiz&Y, TOXFSHS5A4A 7 MEGATTRT7S5—[2& D Mesh * vE—CDBENTEE
ERS

TaxiH—nN—/—F

TaXxT o547k
Mesh7 T4 — 3> MeshZX & v & ‘ ‘ BluetoothR 7 5 — J—F

SO*CEROEST

Connectable Advertising
for Proxy connection

Y.

BLEBRR_GATT_IFACE_UPA RN Connection Request

A

}--1

Enable Notification by
MS_brr_add_bearer() Write Characteristic Descriptor

MS_PROXY_UP_EVENTA R > ||~

1

MS_net_broadcast_secure_bechC)n0

1

\ 4

v

i Secure Network Beacon
BLEBRR_GATT_IFACE_ENABLEA X > +

A 4

<
<

| GATTR75—I12£ 54 v &—2 BiE

EA=EDZ 3 ook

Disable Notification by
MS_PROXY_DOWN_EVENTA N > k ‘Write Characteristic Descriptor

Il

BLEBRR_GATT_IFACE_DISABLEA R |+

MS_brr_remove_bearer()

\ 4

TOxH—N—(2 & B

R_MS_BRR_Disconnect() Disconnection Indication

BLEBRR_GATT_IFACE_DOWNA N> k | |

TOXT 54T MS& DU

BLEBRR_GATT_IFACE_DOWNA R ¥ k [| . Disconnection indication

&
< <

K 3-8 FAXIEFOHE LR
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35 ZLYEFYvT
ARETEILY R/ —RFFEEFEO—RT—/ —RELTEFT 2-ODEEZRLET.
351 ZLYEF/—F
TJLU R/ —FELTEMETBICIE. LY FEBENEMMESNIBENHY EFT, T FHEEEILTR
DVWITNIDFERIZCK >THEIMEESNFET,
e OAVIT4TL—2329 54T kA Config Friend Set * v — %%E
e 74— 3 hMS_ENABLE_FRIEND_ FEATURE() %34T

TLY FHEEEOEMNEE, JLY ROy TORIOA vE—C0FRE. O—/1R"T7—/ —FADIEE L
2oL FHEEICEES 2B Mesh R 2 v I BNBEITETT 20, 7TV 75— a oy 0%
FHYEEA,

352 A—/I\J—/—F

A—/NJ—/—FRELTHETBICIK. FTVr—Savhho—nNo—#gEsEasmiL. JLV KK/ —F
[ZHLTILUY ROy THRIEERTDIDLENHYET, JLU KOy TOREILE. MeshRE2 v I(ET L
VR —FADOBWEbhtE L Scan DKL EEBRZBEHTEATLEY,

MeshH > 7L TOSSALIFA—IRT—/—FRELTHERT A ENTEET, MeshH o F70ssS
LDO—/INT—/—FELTILU RV Y TE2HATH-ONREFZUTICRLET,

O ABBERTIOAIICTRHEMELGS>TUVEYT, KEREEZEMET SHICIE. 26 8ESHLT
LOW_POWER_FEATURE_EN ¥V OMDEZZEE L T ZE LY,

o A—N\DJ—HEEDFRE (mesh_core.c)
MS_ENABLE_LPN_FEATURE() TO—/N7—#REZHMIEL TS E &L,

#if LOW_POWER_FEATURE_EN
MS_ENABLE_LPN_FEATURE();
#endif /* LOW_POWER_FEATURE_EN */

e JLYEFYy THIDER (mesh_core.c)

A—/IRJ—/—FELTILY R THREILT 5128, MS_trn_lpn_setup_friendship() T Friend
Request A v E—UFZEEFEL TSV, ABEHOSIHZIETLY ROy Ta—n\y V@HIZMZ, L
YR/ —=FIZHTEBVNEDEDI A S UTICET NI A—F2EFR/ELTLLEEL,

MS_trn_lpn_setup_friendship () DERAHIX. MeshH > 7))L T 04 S L(mesh_core.c)dD
mesh_core_lpn_setup()DEREFSHWL T LY,

e JLYEYyTa—NyHE# (mesh _core.c)

Mesh 2 v I BT D ILU ROy TAARY L EZITMAa—ILN\Y VEABEREL TS, 7
Ly Koy IHHELS D& MS_TRN_FRIEND SETUP_CNF A EBEIENE T, FH-ITLUV ROy TNETTHE
MS_TRN_FRIEND TERMINATE_IND M@ EhFE I,

A—/N7—/—FRIEIZLY R/ —FDILY R TR T3 V)R MY TR YT a V7 RLRE
BMFEREIBRETEIZENTEET, MeshH o TN TOTSALRFILY RV Y TORELE.
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MS_access_cm_get_all model_subscription_list() TH IRV VT a YR HALETODYITRY
)T a7 FLRAZEB L. MS_trn_lpn_subscrn_list add() TIZLY K/ —FDIL Y KFHITRYY
ToarvyRMZEMLET,

TLY Ry Ta—inN\y VBEHEOEREFIEL. Mesh ¥ > T)LF 04 S5 L(mesh_core.c)®
mesh_core_lpn_cb()DEEFSHBL T LY,

353 O—ND—/—FDI—7 R
(1) A—RO—HEOAMELETI LY FLy TOER

AU TLTATSLFA—NT—#EEICHELTEY., JLY R/ —FETLU Ry TEENT 51
& D Friend Request = EZ#FR L E TS

O—/i7—/—F

Mesh7 T 4r— 3> MeshZX & v & ‘ ‘ BluetoothR 7 5 —

O—/\J—H#EDEHILETI LYYy TOER

MS_ENABLE_LPN_FEATURE()

=

MS_trn_Ipn_setup_friendship()

loop

'H Friend Request

v

B39 A—n7—#EOEMELEILYELYTDER
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(2) ZL2FYy TOREILEVIM

TJLY K/ —EMSD Friend Offer #Z{EFT A ETILUY ROV Y THAMEILENES, FLUY ROy TD
B, AU TLTOYS5LIET LY K/ — KE® Friend Subscription List (T2 TDHTRS Y T 307
FLREEHLET., ChickY, ShoDYTRI YT a7 RLRAEDA Yy E—C%TILU K/ —F
MNMRFLET, —A. MeshREZ VI EEHMIZA v E—UR—) VI EEFTL, JLUE/—FKhib Ay
t—CEZELFET,

TJLYERE/—=FRADAvE—UR—1) VT DORBAER L. Friend Poll Timeout DFEEIZE>TIL UK
Dy ThHIEND E, AYUTLTOTSLEFTI LY Ry TEHILT 5= Friend Request X {E%
BRLEY,

a—/)\J—/—F

Mesh7 74— 3> MeshZX &2 v & ‘ ‘ BluetoothR 7 5 — ‘ | JLYEK/—F

Z LY Ry JOREIL & Friend Subscription List® 5 #

Friend Request

Y.

____qr________
v

E b Friend Offer
E ) Friend Poll -
MS_TRN_FRIEND_SETUP_CNFI{ Ak q ) Friend Update !
MS_access_cm_get_all_model_glubscription_list()
MS_trn_Ipn_subscrn_list_add() T

Friend Subscription List Add

1
»
" >
1
1
1
1

»
>

Friend Subscription List Confirm

<

1

P MS_TRN_FRIEND_SUBSCRNLISAT_CNF*f Nk

O—RT—BEEAvE—SHR—1) 05

T LY Ry T O

[1

y

E Friend Poll T;meouta)%i H Friend Poll R
EA MS_TRN_FRIEND_TERMINATE!_IND»f Rk
H
TLY Ry TOER
| | MS_trn_lpn_setup_friendship()
g

loop

'H Friend Request

3-10 2L Y Ry TDFSI &Y
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A—/RTJ—/—FhB LY ROy TEBRMICYIERT 5154(&. MS_trn_lpn_clear_friendship() T
Friend Clear A v £—2&#FEE L TLFZELY, YIBTDSE TIEX MS_TRN_FRIEND_CLEAR_CNF 4/ N> F TR
nEY,

O—nN\J—/—FK

Mesh7 74— 3> MeshZX &2 v & ‘ ‘ BluetoothR 7 5 — ‘ | JLY K/ —F

JLYRYy Togk

MS_trn_Ipn_clear_friendship()

A\

i Friend Clear

\ 4

MS_TRN_FRIEND_CLEAR_CNFA ~ > k ﬂ Friend Clear Confirm

A

311 2Ly EFYy 7ol

354 JLYF/—FDOY—4H2R
(1) ZLr F#EDERIE

AVI749 =23 95470 oI LY FEENESIEENDZET, AY TN TOTSLIEED
LYK/ —FELTEMET B ENTEET, MeshR A2 YT IETLY ROy TOHEILIOUHAEED T LY
K/ —FEMEICEAT 24/ R FE2EBHLEE A,

JLYR/—F

avI4TL—vay
Mesh? FU’r—a > MeshZX & v & ‘ ‘ Bluetooth" 7 5 — DS54F ) —FK

IJLYKR/—FDty b7y T

A

v

l Config Friend Set

Config Friend Status

K 3-12 70LY FigenERE
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2 ZLYEFYy T ORI & Ui

IJLYR/—F

Mesh7 75— 3> MeshZX &2 v & J ‘ BluetoothR 7 5 — || | O—//nNJ—/—F

L2 Ry FOHESL & Friend Subscription Listd B #7
i Friend Request

<

it

A

Friend Offer

Friend Poll

<
<

>
>

\4
\ A

Friend Update

Y

i B Friend Subscription List Add

ol
'[J Friend Subscription List Confirm

A 4

T LY REME

Ly Ry T ouE

Friend Poll Timeout® ¥ 4
]

3-13 2L Y KLy TDHESI &

RO1AN4875JJ0130 Rev.1.30 Page 56 of 67
2022.12.22 RENESAS



RX23W %' JL— 7 Bluetooth Mesh X & v 4 BA&EAHA K

36 AYI24JL—vay

AETIEAYI4 L= a v —N—DREFEERLET,
36.1 aAYvI247L—> 3 Y—iN—

TJOECaZ U DETHR, /—FDRERETIVIZE-TEETAICIE, o749 Lb—>3 29547y
ST TV —2a30F—0NRTY Y a7 LA HYTRI YT a7 FLREVSRERHRER
TERZBELAHYET, ChODBREERIE. 30749 L—2aVETIIZEK-2>TaAY I« L—a Yy
RT—hrELTHEDODNET,

FI)r—>avhaviqdL—oavd—NnN—EFIEERTDE AV T4 L—2 3V RTF—F
DA E)FEEI Mesh RE2 VI IZHERENET, MeshRE v HIF, av T4 59L—>3avd9S5SA4F7 0
HAVIA4TL—2avrAvt—CEZETRE, AV IO L—V 3 VAT FEBEBMICESHLES,
DS, 7FVr—23oMarIqhL—YarvAT— L 2BERTAREREIHY FHA.

Mesh RZwI&, A—ALDAY T4 T L—2a v ART—RIT7IRTSH=00 API ZRELET,
FI)—a EINoDAPI ZERATAIET, AV T4 L—Y a3V RT—MIEET7VERT S
E3TEFET, AV T4 T L= 3 VRTF—HMITIERTS1-8D API (&, Bluetooth Mesh X2 v 9 API
Y= a7 )L (blemesh_api.chm)®[Modules]>[Mesh Core]>[ACCESS (Access Layer)]>[API Definitions]IZ
EEMNT-MS_access_cm_get *()ESEHBL TS,

MeshB > L7055 LIFaAY I« L—>30P—N—¢ELTEMELET, MeshH o7 7Oo4v5
LAV T4 Lb—2avY—N—FEFILOEEERLET,

e AVI 4T L—Ya Y —NR—FEFILOEEHE (mesh_model.c)
MS_config_server init()Ta v 7449 L— a3 Y —N—FTFTILEILAD MIEELET,

MS_config server_init()DEAHIX. MeshH > )L T 045 S L(mesh_model.c)D
mesh_foundation_model register()MDEEZSHBL T &L,

e OAVI 4P L—YauY—R—a—L/AyH B (mesh_model.c)
A4 0L—2a3 54TV MMBRELEZAVvE—DEZITMSO—IN\Y VBB ERELET,

AVI74 L= 3 oY —N"—a—L/\y Y BEROEERF L. Mesh Y > F)LT OS5 L(mesh_model.c)
® mesh_model_config_server cb()DEREZFZSHBL T &Y,

AVI749L—3 oY —N—0DMeshXREvY API o—4 U RERBEITRLET,
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362 aAYI4TL—aY—nN—0I—4TR
Config Node Reset * v+ —C%2ET5HE. MeshRE v Y IEL2TNaAY T4 L—YavART—+%E
HELET, FAYUTLTAYFLEMCUZYYEYy L, TRED 3=V 2BEERTLET,

aAvI4L—varvY—nN—/—F

Mesh7 74— 3> MeshZX 2 v & J ‘

avIqL—yarvdy—nNn—nty b7y 7

—| MS_config_server_init()
|

avI74L—v3ay
954TF7 2/ —F

I T4 Lb—vavive—U%E

 3—J)Ls\y 7 B% (Configuration Server) ] Configuration * v £ —

[ av74FL—vavthgnEs |

Configuration Acknowledgement A v & —

A4

Config Node Reset* v+ — 2 %15

3 — )L\ v 4 B (Configuration Server) ] Config Node Reset

<
<

| 3v74UL—vavBEO#E

Config Node Reset Status

Y

MCUY v +

3-14 Mesh 4> F)LFA 45 5 L0 Configuration Server BifE
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3.7 ANILRETIL
ARETIEANLRY—N—DEEHEERLET,
3.7.1 AJLRY—/N—

ARG —IN—[IANILR I SA T2 M EHD Health Fault Test A v tE—JIZ& UL ITITFR REEITLE
To EEANILRYSA T A DD Health Attention Set A v E—UIZ& YT T av3A(IERBELE
7,

MeshH > TN TAT S LIEAILNAY—N—LLTEMELET, MeshH 2T TOTSLOEILTTR
REeT7Tooa VB4 TBADEEZRTLET,

o AJARY—N—FETILOZEE (mesh_model.c)
MS_health_server init() TAIARH—N—FETILEIL AV MIEHELET,

MS_health_server_init()DEAHIX. Mesh > F)LFO 45 S L(mesh_model.c)d
mesh_foundation_model register()MEREFSHBL T &L,

o TAKIIDDERE (Main.c)
Health Fault Test A vt — U DREICKYETT I EILITRAMDTRARMIDZEELTLIEELY,

TR K IDDOFIE, MeshH > F)ILFTO%S S L(main.c)® e_mesh_health test id t DEEZSMEL TL
&Ly,

o TR FMEABDESE (main.c)
Health Fault Test A v t— U DREICK YETT I RILITRAMOTRA MEBHIZEEL TS,

TR FEBOEREFIL, Mesh ¥ > FILT OS5 L(main.c)d mesh_health_self test_00().
mesh_health_self_ test 01()DREZESHBL TL &L,

e FAKMIDETFR FEAKDEEE (Main.c)
EFEZLEZTAMIDETRA MNEMOMEEZERHRL TIZEL,

TAKID ETR FEABDEEBIEL. Mesh ¥ > FILTO4H S L(main.c)dD
gs_health_server_self tests DEE#SHBL T &L,

o BITTRAIMERMDEMEEH (mesh_model.c)

T+ —IL FRT—RIANLRTR MERZIEM L T Health Fault Status * v E— 2 %%{ET 516,
MS_health_server_report fault()Z#ZE{TL T ZELY,

MS_health_server_report_fault()DEAHIEL. Mesh %> T)LFBO 4 S5 L(mesh_model.c)d
mesh_model health_server_ fault status()DEZEZSELTLEELY,

o T7TiavAAIa—)L/Ny Y BE% (main.c)
Health Attention Set A v EZ—UICK YETINZTTooa 34—\ VBEEEERELET,
TTrirarBA4IDFIBEEMS_HEALTH _SERVER_ATTENTION_START 4 XY+, BEBIZ
MS_HEALTH_SERVER_ATTENTION_RESTART 4/ XY FABEHIENFET, TN DAI N2 MK Y LED RiR%
EDT T a vEMEERRIRLTIEESL,

FTToarvAAINEIEEFIEL MS_HEALTH_SERVER _ATTENTION_STOP A N kM BHIESNFET, DA
RUMZIEYTToavEEEFELELTLLEEL,
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TToaviA4Ia—)L\y VEBOREH L. Mesh > T)ILT B S5 L(main.c)d
mesh_health_server cb()DEEEZSHE LTI,

3.7.2 ANRY—N—DI— 2R

ANILRY—N—/) —F

| Mesh7? 7Y 4r—ay ‘ ‘ MeshRX % v & ‘|

1
ANLRAY—NR—Dty Ty T
['] MS_health_server_init()
1 gn|
ANVRISATU M/ —F
Attention TimeriZ &}
alt | Health Attention Set Acknowledged% 5 %
MS_HEALTH_SERVER_ATTENTION_START Health Attention Setx v t—o
| Health Attention StatusA v tz— < R
Health Attention Set Unacknowledged 3% 15 B
MS_HEALTH_SERVER_ATTENTION_START Health Attention Setx & —
< ¢
Attention Timer & #2 &
alt
opt J Health Attention Set Acknowledged3z 15 i
MS_HEALTH_SERVER_ATTENTION_RESTART Health Attention Setx vt —
| Health Attention Status* v t— R
Health Attention Set Unacknowledged s {5 B
B MS_HEALTH_SERVER_ATTENTION_RESTART Health Attention SetA v t&—<
=
Attention Timer{Z 1t
 MS_HEALTH_SERVER ATTENTION_STOP Health Attention SetA v t£—
< 1]
TILT TR MET
alt Health Fault Test3 {5
L't')l.«77_-7\ + BE%k . Health Fault TestA v £—2
MS_health_server_report_fault() R
" Health Fault Status A v £ — R
Health Fault Test Unaknowledgeds2 {5 B
_MS_HEALTH_SERVER_ATTENTION_START _ Health Fault Test Unaknowledged X v £ —3
| MS_health_server_report_fault() R

3-15 Mesh 4> FILFTRA4H S5 LD Health Server Si4E
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38 ZFVHr—LavETIL
FI)r—2avhFRIREETIVE. 7TUS—2a3 0DV F)AIC&>TERYET, 7TV 45—
aviE, —DODETILNFELIZEHOETILEFRT S ENTEET, Mesh X4 v (X, Bluetooth
Mesh Model T CEESN-ETIEFRT 2=HDAPIZT7 TV r— a3 VIZRBLET,

AREITIEX. MeshH > F)ILFO5 S5 LD Generic OnOff ETILDEEFZSRB LENSL, PIUHSb—3 Y
ETILDREREZERLET,

Mesh H > 7))L 7045 S Lld Generic OnOff ¥ S5 4 7 > kE1=1& Generic OnOff H—/\—&L L TEEL F
94, Generic OnOff ¥ 54 7 > k. Generic OnOff 4—/\—® Generic OnOff X 77— k% ON F f=1& OFF
IZZEHEFT B ENTEET, MeshH > FILTASS LA Generic OnOff ETILDEZEFZLUTICRLET,

381 Y—nN—FETFI

o RAT—FEHDOEE L#HAIE (mesh_model.c)
AT—rDAVRAVRETA—NLVEHELTEEL, AT FEHRZMHEL TS,
Generic OnOff R 7— FDEEHIIE. Mesh 4> T)L FT0%4 5 L(mesh_model.c)® gs_onoff_state ZE#k

ESRLTCEZELY,

Generic OnOff - 7— D #EALHIIE, Mesh ¥ > )L T O %S S5 L(mesh_model.c)dD
mesh_application _model states_init()ZZBBL T &L,

o HY—/X—ETIILDO&EEE (mesh_model.c)
H—N—FETIEZDILAVMNYEFIL, =Ny BEBOEREERELET,

Generic OnOff —/N\—E T I)LZEEFZDFIL. Mesh Y > T )L T A4S S L(mesh_model.c)D
mesh_application_model register()MDEEZSHBL T &Y,

o H—/—EFJLa—)L/\y B (mesh_model.c)

DSATUMDLDAYvE—CEZITRY., JA—NILERELTESZESINERAT— FERBET 500
=Ly VBB EERELTLZEL,

Generic OnOff —/N—FEFI)La— )L/ Y BB OREH|X. Mesh Y > 7))L T 045 S L(mesh_model.c)
M mesh_model onoff_server cb()DEEZSHBL TS,
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382 U9SATFUERETIL
e V54 F7Y FETILDEE (mesh_model.c)
DSAT U RETILEFDILAY RNV ERIL, A=y BHROBHZEEZEELET,

Generic OnOff ¥ 54 7 > b ETILEEZDOHIIEL. MeshH> T )L F 04 S5 L(mesh_model.c)d
mesh_application_model register()MEEESHBL T LY,

o Fyt—CFZ(TMBa—IL/Ny 2B (mesh_model.c)
Y—N—DDoDAYE—CERITMAI— LNV VEBEEELET,

Generic OnOff 7 54 7> bETILA—IL/Ny JEBOREHIE. Mesh Yo TLTO5 5 A
(mesh_model.c)® mesh_model_onoff client_cb()DREZSEL T LY,

o Fyt—UMEEEM (mesh_model.c)

GETXSET LW\ o A w— VR ETHEBERELFT, oI, 7TV r—2aviETyoaxr
AY9FEVNLERYHIZHST, ShODERERTTILENDYET,

Generic OnOff A v E—C DEERF L, Mesh > FI)LTO%5 S L(mesh_model.c)dD

mesh_model onoff_client_get(). mesh_model onoff_client_set().
mesh_model onoff client_set unack()DEEZSHEL TSN,

Generic OnOff ETJLD Mesh R w49 API —4 U R ERBEIZRLET,
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3.8.3 Generic OnOff EFILDS—H VR

Generic OnOff Client / — & LTEMET D Mesh o FILTOS S ALIE, R—FEDRA vy FAETEH
% & Generic OnOff Set Unacknowledged * v — 2 ##{ELE T, —A. Generic OnOff Server / — k&
LTEMET S Mesh ¥ > FILF04 S LlE. Generic OnOff Set 4 v+ — T F1=1E Generic OnOff Set
Unacknowledged * v t— 2 %259 5&. R— FEDLED 24 U FIEA TICHIEILFT,

Generic OnOff Client/ — F Generic OnOff Sener/ — K

Mesh7 T r— 3> | MeshX &2 v | ‘ ‘ ‘ MeshX & v 4 ‘

[ 24vy58@F

Mesh7 FUsr—> 3>

MS_generic_onoff_set_
unacknowledged() _ Generic OnOff Set
[] Unacknowledged * v £ — a—JLNy IR

" [] (Generic OnOff Server)

L

X EPEEE
T

3-16 Mesh 4> FIILFA4HY S LD Generic OnOff ETILENE

3.8.4 Vendor Model ®¥—4 >R

Vendor Client / — F& LTENMET B Mesh o FILTOSSAIK, avy—IhbAAShiE=-XFEHN%E
Vendor Set Unacknowledged A v &—2T#EELET, —A. Vendor Server / — R & LTEMET 92T
L7455 Alk, Vendor Set * v +t— T F =1 Vendor Set Unacknowledged * v+ —C % 2EF 5 &, O
UY—IVIZXFEHERALET,

Vendor Client/ — F Vendor Sener/ — K

Mesh7 74— 3> | MeshX &2 v & | ‘ ‘ ‘ MeshZX &2 v & ‘

Mesh7 7 r— 3>

| avv—nAn

MS_wvendor_set_unack() Vendor Set Unacknowledged

Auk—2 . a—LR v R
[] (Vendor Server)

>

BEERREE

B 3-17 Mesh 4> 7N FA4S S5 LD Vendor ETIVEIME
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3.8.5 Mesh E=4 ##t

MeshH > FILTAT S LIk Mesh R 2 v I DE LA v—h#% 3215 L 1= Protocol Data Unit(PDU) & Secure
Network Beacon(SNBYZa >V —)LEIZOSH AT HIENTEFET, ThiZkY Mesh7 T 5r— 3>
DB, BERREZRBICEBT LI ENTEET,

Mesh 3> FILTAYTSLD Mesh E=Z R EFEREEZLUTIZRLET,

F O ABBEET O P TIEEMELGO>TUVET, AEEEZENMELT HICTIE, 26 HEZSBL T
CONSOLE_MONITOR_CFG YV OMEEEE L T 2& LY,

e Mesh E=4#EEDHZIE (mesh_core.c)
MS_monitor_register pl() T Mesh EZA#EEZAHMEL TS,

MS_monitor_register pl()DfERAIX. Mesh+ > 7))L T 0SS L(mesh_core.c)d
mesh_core_monitor_setup()DEHEEZSHBL TLZELY,

e Mesh E=4a—JL/\y Y BEA# (mesh_core.c)
Mesh E=Z2 3— LAY BRIV Y —ILADHAREBEERE L TLIZELY,

Mesh E=4 a—)L/\y Y BBOEEHX. Mesh B> F)LFO5 S L(mesh_core.c)D
mesh_core_monitor_access_pdu(). mesh_core_monitor_trans_pdu().
mesh_core_monitor_ltrans_pdu(). mesh_core_monitor_net_pdu().
mesh_core_monitor_generic_log()ZSHRL T &L,

Mesh E= S #EED Mesh R4 v 9 APl o—4S VR EREIZRLET,
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3.8.5.1 Mesh E=-42HEED—H VR

AYTNTOT S LIEMesh R2 v D Mesh E— 2 #EEFEAMELET ., MeshRE2 VI DE LAY
—h&%ESZ{E L 1= Protocol Data Unit (PDU) & Secure Network Beacon (SNB)I&a—)L/\y VA TEEM S h
7,

Mesh7 74— 3> MeshZX 2 v &

MeshE= 42Dty b7y T

1
—| MS_monitor_register_pl()
|

*yu—SBE

Ayt—o
3 — )L/ 9 B %k (Newtork PDU) <
: a—JLs\v 8% (Lower Transport PDU)
3 —)Ls\y 7 B% (Upper Transport PDU)
: a—J)Ls\y Y BE% (Access PDU)
A yt—T%E

_ 3—J)LsNy 7 B% (Newtork PDU)
_ 3A—JL/Ny 7B (Lower Transport PDU)
3= JLsNy 7 B8 (Upper Transport PDU)

a—J)Ls\y 9 BE% (Access PDU)
< Ayt—2 -

Secure Network Beacon® (s

<

Secure Network Beacon
_ 3—I)LNy JB%(SNB)

<

Secure Network Beaconi%{E
_ a—JL/Ny B35k (SNB) ]

Secure Network Beacon

>

3-18 Mesh =4 gt
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4. Appendix

4.1 Command Line Interface 7A4Y S5 A

Command Line Interface (CLI)I&. PCHhS ) FILA 22 7 —XEBHT Mesh R42 v API #E177 5
=DA% 7 —RXTT, Bluetooth Mesh R & w4 /Xy 4 —[Z1E Command Line Interface 704 5 A
(mesh_cl)yh&FENFET,

ATOTSLEFERTHZET, MeshRE VI DEBRBEDELZERTEET, S5HITMeshRE vy
APl ZFAFIE LT, ATOTSLOY—RO—FE2SBI I ENTEET,

4-1|Z Command Line Interface 7O 45 S LOFERFIZRLET,

RX23WRASER—
(TB for RX23W £ 7z £ TB for RX23W module % 7= [$RSSK for RX23W)

4-1 Command Line Interface 704 5 LD FERAH]

4-2 [Z Command Line Interface D> —4 Y APlIERLEFT, AT A4S S LI Provisioning Client &
Provisioning Server, Configuration Client & Configuration Server & W\ > =l ADO—/LEZER{TTEET,

mesh_cli mesh_cli

N ) Provisioning o
Provisioning Client Provisioning Server
root->core->provision->setup 2 1 root->core->provision->setup 11
root->core->provision->bind 10
[ Beaconing ]
root->core->provision->bind 10 )I |
Invitation

Exchanging public keys
Authentication
Distribution of provisioning data

) . ) Configuration Model . .
Configuration Client Configuration Server

root->model->modelc->config->
publishaddr 100

root->model->modelc->config->
compositiondataget 0

[ Composition Data ]

root->model->modelc->config->
appkeyadd 0 0 12345678

[ AppKey List ]

root->model->modelc->config->
modelpublicationset
100 c001 0 0 3f0 0 0 1000

[ Model Publication ]

root->model->modelc->config->
bind 100 0 1000 1001

[ Model to AppKey List ]
I I
| |

B 4-2 Command Line Interface @ < —4 > X
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FFAA ~

Command Line Interface 704 S LM E )L FIREEBEIZDUVTIE,

TRX23W %' JL— 7 Bluetooth Mesh

ARy RB—KT7vTHA K] (ROLIAN4S7A)D 6 EEXSHBL., 7T—V AR—X T4 LY bJIZERESH
fzmesh_cli 7By bEFEALTLLEELY,

Target Board for RX23W & RSSK for RX23W [&, PC E@IET 5=hD USB L I ZILEHEEEH L TL
* 9, Command Line Interface {9 512X, PCETI U TP EZ—ZFILY—ILEZFRALTLLEILY,

(5 : Tera Term)

% 4-1 12 Command Line Interface 7RSS L EBIET BN ) ZILR— FEEERLET,

g 41 DYTLR—MRE

|/A ;e
R—L—Fb 115200 bps
TF—A4 8 bits
AU L
Ay 1 bit
7 O—hilE] L

Command Line Interface ME#RIZ DLV TIL, Bluetooth Mesh R %2 v J /8Ny r—U IR E =
FITDemos\mesh_cli\mesh_cli_guide.pdf Z8B L T &Ly,
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Bluetooth® M7 — K< —% & & 10O J(& Bluetooth SIG, Inc AFFE T 2 EBEETHY . ILRYPRILY
FOZo ZABKXESHIFIINODT—9ESAEVRIZEDVTEHEALTLWET, FOMOBEES K UEEE
EBlIZNhZThORmEEIZEEBLET .

RX23W %' JL— 7 Bluetooth Mesh R 2 w7 (FRDA—T Y —RAY T bz 7H#FRLET,

crackle; AES-CCM, AES-128bit ¥ §E
BSD 2-Clause License

Copyright (c) 2013-2018, Mike Ryan
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,

OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.


https://github.com/mikeryan/crackle
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