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1. WG AREERXT L

1.1 Root of Trust MIEE

Rootof Trust . EEG ¥ T HEEZEETLHIEEREOEVVN—FKIT7. 77—LIxT7. B&
VYT RDzTICE>THEREENZaVR—> T (B8 hitps://csre.nist.gov/projects/hardware-roots-
of-trust) . BE®D loT ¥ X T L® Root of Trust [, T/AA ADN—F Oz 7ITHRESLI-BEAEREEERT
BREENET, 0T Ry FIDT—ORIZSTNA ADBFEET SOICIE. A=—I TRENDERHTELUVEIE
WREFERATILELNHYET,

ZLDEXF AT A VATLTERESASZY—ERO—HTHEIEX2T7I— K, 7TU5r—230m
RELICARREEZFERALET, X7 I— MIERAT HBEERIE S X T LD Root of Trust D—E T,
Ffz. TNNA AMEROT /N RAIBAETEREIND T/ REBAEHRE 2 X T LD Root of Trust D—ERT
ERR

EEBD Root of Trust DEREAMN D, BEEROFRIEREL VAT LEZRBIRKREICT HEREENAHZ N
bW ET, BESRELTLIZEEL. ATAVEENTELRVWESICTEIENEETT, BERDFEEL
FRITHEICIE. BEERATORAE~ADT I ERAZHATIHELADY FT,

WA ROBEEBERATLEES LT, COLILBERORELRET L ENTEET,

1.2 Renesas X1 )T« IP LEEET HEOHE

Access Management MCU Hardware Root

Circuit Key
Shuts down SCE in the . h Used for installing DLM

event of an illegal access
attempt.

MCU HRK State Keys and externally-
created user keys

Crypto Accelerators c?ié‘il?ﬁ‘;‘lf.e
RSA up to 4K, ECC NIST
and Brainpool curves up
to 512-bit keys, AES-
128/192/2586,
SHA224/256, GHASH,

HMAC

True Random Number
Generator
SP800-22 entropy source
with NIST-certified DRBG
SP800-90A.

Hash Engine

Access Mar. gement Circuit

TRNG
Secure Crypto Engine (SCE)

1.1 Secure Crypto Engine M#IE
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CPU MCU

o9 a1 ArAE!)

Wrapped Key

Unique ID

1.2 RX Trusted Secure IP D=

Renesas D+ ¥ 1) 7« IP T#H S Secure Crypto Engine(SCE). Trusted Secure IP(TSIP)%: 5 U< RSIP-
Exxx tXa)T4IToPUE MCURAT, D IP LXMW LY TR FLIZE>TVWET, BEIUD
ik, RS TILT) XL EFERMESIETZILIT Y XLDOEEDN—KIzT7T7I9E€5L—2B LU,
SEITFELGNY DA LEAYE—URMI—FICHLERAEETY, £, BELREOIV FOE—Y—X%
{29 % True Random Number Generator (TRNG) £ &FNTWWET, SCEGZLUIZTSIP L, 77t X
IRTAYPRIRICE >TRESNTVET, 7V EAEERKIG. FELNBT I X ERE LEZBEIC
EEIUOUEREIELFES,

HHR—FLTWAIBEETZILIVRL, EFXFaT7HBBOAOPI 30, B&UEFa2T7HEBOTY TT—
FE. MCU/MPU [C&>TERYFET, FH#MIE. & MCUMPU D Web R—IMSFERL TLEE0N,

% 1-1 MCU/MPU B8EH A1 k

MCU/MPU Category URL
RA Family MCU driver https://www.renesas.com/eu/en/software-tool/flexible-software-
package-fsp
Application https://www.renesas.com/eu/en/document/apn/installing-and-
Project updating-secure-keys-ra-family
RX Family MCU drivers | https://www.renesas.com/software-tool/trusted-secure-ip-driver
and example
RZ Family project
Synergy Platform MCU driver https://www.renesas.com/eu/en/products/microcontrollers-
microprocessors/renesas-synergy-platform-mcus/renesas-
synergy-software-package
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1.3 Renesas X a1!) T4 IP ZFRALItXa7HBOAI 30

TXATHBEOA D3 ETVTT—ME BEIUDVIZKETyTENE=#DOYR—~EME
HEHET, FXRBEZFERATIERICRETIZELORBEICHNTEET,
IXEETI7SYVIROMIZEMLERFA.,. 7OJTLNARRLIZGETH., #EHOSVVRIEHRERE

LET,
c EXRZERAMICEBMLEREA, VATLETERDHSI—FARTEINBETH, HEHOS B
FHRERELET,

e BIFO—FITyPa, T—ERIFTYDACREICRETE, FLAMATVIZERMT LI LETE
5128, HIBGCBRERSICEET DI EMNARETT,

I, UTTHRBAT HL5IC, Renesas DEDS v EVIEMEFERTSHIET, T/NA RORELREE

IoRETHZENTREICHY FT,

1.3.1 BOSYE IO R

100101
110401 No
101011

indication

l

100101
m1-»...ﬁ—»
Encryption

>

that the
data was
corrupted

000000
111111
000000

100101

110101 H i

101011 AN/ Indication
that the
data was

corrupted

000000
111111
000000 4

A
100101
Toi01 | EEEE) =)
101011

Wrapping
Encryption plus Integrity

X 1.3 EELETVELTDEN

RELEBEEDRED:=HIC. SVEVT LBBIEDENERBALET,

T—ANBESIEENTHDREZBICEEEINSEEIC, TOREEVPRLBEF >TLLEHEER. TORE
BIT—2ZESTEEY, ChikY., BEFEBRLIZMEINES, LAL. BSIEShET—-20EEIC
BMENHSOHZEBEESITLEIN? ZEENERHDS LICHBLEFERERELELSE. 57T
ALBADT—FHBEL TSI EETRT LU, EDT—RRAR—DT—RLLOTLEVET,
SYEVI TR, BERFIvIDEBOICESIEINEAICA v E—URBAaI—FEEMTH LT, C
DEEEBRLET,
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1.3.2 HUK #FRLE=BOSYETDRIA

Benefits of MCU-unique Key Wrapping

v" Encrypting provides confidentiality

v" Wrapping adds integrity

v' Special wrapping techniques add authenticity

v" Wrapping with the MCU Hardware Unique Key adds
protection against cloning

Only this
MCU
can
unwrap
the key

HUK Wrapping

Encryption plus Integrity
plus Clone Protection

14 HUK #FRLE=BDSvyES

Hardware Unique Key(HUK)ZERA L TRESNBZS v TT52 LT, £ 5—DODREMETHD /O
— U REBENSEBMESNET,

Ty TEINEAMO MCU [CEREFEIFOE—SN-HEE. TOMCUDHUK XS v T#EBRT 5 &
HOE—ShhE=RBEFERTEIEELTEFEFRA, LFEAMCUDE2OYTUYNMBOT/NA RIZOE—ShH
fzeELTH, TORZFEALLZY. BTOLOEZMYHLEYTEILIETEEREA,

1.4 SyTEhERBOA T2 a FIEDOHBE

SYTEINERBOA DI a3 VFIBIZOWTEHBALEY, Security Key Management Tool Z{EfH L T
SyTENEREERLET, Y R—FLTWSREOERIZDOLTIE, MCUMPU IZL>TEHYVET, &
1-1MCU/MPU B8 EH A FZSEIZETNAADT TNV r—230 /) —bFORSANESBLTLESL,

1.4.1 X1 TLEROAOT I3 VDFIE

EXATHBOA Dz avik, TTUS—a VR, JOEYaZ S O ARICEXXENE
HLEWKSICTEHZELEEZEVET, COTOLRDFEMEAZEIE. MCUMPU ITIRFELET ., T/81 RIC
£oTE, TATSIVIA VBT I—RENLTEFATHEBOA ST IVaVvEFR—FLTWVSS
DEHYETL, TNARAETEFTEINE I7—LIz72FRALTEXFAT7HEEDA OV avEY
R—rLTWBEDEHHY FI, Security Key Management Tool & L-BOEBFIEIL. FXRIERE
W=, EFATHRETEITLTLEZEIL,

R20UT5349JJ0106 Rev.1.06 RENESAS Page 12 of 181
Mar.29.24




Security Key Management Tool 1. LR GRABREERXT L

X aTHBEOAS OV aVIE UTO3DRATY I TEBLET,

1. EXa7H8BOALPTI L3 DRNDAT Y FIE. Renesas Device Lifecycle Management
(DLM) Server T. Hardware Root Key (HRK) #{#F L TEE® User Factory Programing Key
(UFPK) #5 v 7LEY, UFPKIZ, 2—H¥hERLIz256 EY FDIETT, BEL UFPK T, &
DEDF—F%A 2093V TEET,
Security Key Management Tool #f#H L T, DLMY—/I\—2J 74 )L 74— v FDUFPK 27 (/L%
HALZET ., Security Key Management Tool GUI /13— 3 U DB & [E[Generate UFPK]Z T2 FEHAL E
ER
[Generate UFPK]% 7D {E AR %L 34[UFPK /(]2 T#SBLTL &L,

T / ™
{ User ™ Renesas
e e e e e S "
urpk | PGP Encryption |
& : *( I
N /' \Key Wrap Service /

Wrapping the UFPK

15 DM H—N\—Z%FEHLI=UFPKDOSvEVY

2. RiE, 2—H#% UFPK T3 v FLEJ, Security Key Management Tool (&, £T—2 F1=1F/31 F
DEI7AILTHRESNZI—TRESYTL, BRLETNAARIZ&E X2 T7HEBOAIUD)
VAVICHERATED I 7ANEERT A ENTEET, IRXTOHEAT7AILEA TH, §XTDH
TNARIT7 I —THR—FINTVWEIDITTIEHY FHA. HlZIE. RenesasRA 77 2 1)
SCEQ Protected Mode (704552054 V3 71— ABBATHAHAEF 2 T7HBOAMOC I3y
HR— kLTS8, Renesas key file 24K T 2HENHY ET,

i

UFPK

User Key Encrypted
User Key
1.6 UFPK 2B L2 —Y8#D>vE>S
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3. mEIZ, A—HFRBIE, BIRLETNA AP R— 2400930 TawRICELT, U7
LA SI 094V T —RFLEFTNARLETETENE T 7—LI9 I T7OVWTANENLT
Aoz vavEnEzd, COTAERAADAAIZIE, 5vTEht=UFPK (W-UFPK) &, BID R
Ty ITEFEIN=Sy TEhz2a—FBOMANEENET,

Code or Data Flash

X 1.7 DYTNTRTSII T4 T —REFERALELA—YROA VO30
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1.4.2 X1 THBOTY TT— FDOFIE

TA4—ILETOEF1THEEOA DOV 2avETIEOHICE. TREY 3 0TRTS5225/78E
Tz DUEDBT Y T T—FD=HDE : Key Update Key (KUK) 242293 >vd b
ENHYET, ZJ4—ILRIZBVWTHLWMBEDA VS /2 aVdEE. aVREBEEMZ 5-0I121T7bh
518 BEOO—FT—2a FEEBOBER) . COTOvRIE TEO7 Y FTF— b : Key Update] &4
EEhET,

KUK &, thpa—HRBERBRIZ, 3— KI5y oaFzkFTF—475v>a (MCU CHEATRELRIES)
DVFTNNREETEET, KUKE, HILWRBZA VD23 0/5SyTTEDH—DAHDZXLTHD
1=, THBHAEZTAAEFICEROKUKZA 219230352 2@ BEOHLET., ThIZL Y.,
KUKZA—T—2 3 VERIFBEERETAIENTE, A2T7Z0EFaT4R)—FF ALY, BOE
HIZKStEFa2 T4 RBEIIHELEZYTEET,

THEEHICTATSIVIA U T —RAEZEN LRI, BIMOKUKZSA P2 HL 30 TELRND
CEITFELTLEEW, RIS VIA VA T — AN BEHINEESN T4 —ILFIZEASNS &,
HLOVBEIBRED KUK ZNLTOHRA DI a3 vTEET,

KUK &, £EBICEEDI—FEFRET 27539 allRBETEHIIENTEFES, HiLLWI—VHEE
A0z T 5E=DICETNAATHESNTWABEE RFSA/1\OR7Y IT—FHAPIZZDT—
AFEFERALT, Z4—ILETHLWEZA DV 30TEFET

BOTyvTT—HMIF 3D2DRTYITNRHYETS,
1. RIDRATYTE 141 EF2THEBOA D723 VDFIE ITRBESNTODEESI1T, KUK EE

L. 1202z 9230952ETY, KUKIEKey Type ‘KUK ELTA VD2V a3 T HRENRHY F
EE

AES Encryption

Encrypted
User Key

1.8 UFPK 2B L KUKDS v EVY
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Code or Data Flash

1.9 KUKDA ooz oay

22BBORTYIIE. KIKZFERALTHLLWIA—HFREKIKTI Y ITLET,

S

AES Encryption 0 P
Encrypted
User Key

User Key

X 110 KUK ZEARALEHLLWLA—YTBOSY T

3. BEBEODRATFYTIF. BFNARALRSANETTIZTAoS o avEankKUKEZFRLT, #HiLlha—
HREA DIV aVTEIETT, ILWEDA D232 APl EFDFERAZEIE. & MCU/MPU
DTNARARSAI/INDI=1T7ILECSEBLLEILY,
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' MCU HUK

Unique
ID

Flash, External Memory, or RAM Secure Crypto Engine (SCE)/

X 111 1—4Y¥BOT7YIT—Fhk
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1.5 Renesas ¥ a1 ') T 1 #E&E

Renesas M Tld, BOA PV avBLUICTyTT— RIS, Renesas X2 T« IP%EE
BALIEHRLEEX) T4 #EEZIRMHE L TLVET . Security Key Management Tool Tlk, 0¥ 7«
HEEZFERT 5-0DHEEEIR— ML TWET, HR—FLTULSHEEIZDULVTIE, MCUMPU IZ& 2T
ELHYET, & 1-IMCUMPU BEEY A FESEICERTNARADT T ) r—3 0/ — O RIANESHE
LTLEELY,

1.5.1 First Stage Boot Loader

EXATHEVRATLTIE, ETTE7TV5—2a VIO SLADFEREERANRELTLENI L
EHRTHzH. 7TV —2320T05 5 LADIE LRI % Bootloader ANEHE®R., 7T r— 3> 70
TS5 LNEFTEINIDENHYET, S5IZ. D Bootloader BB DE LM FRIAT ILENH Y.
Bootloader [(FEZMA TELWVWAEYICERET HH. ESWA TEL LA EYICEE L2510 Bootloader
T, ELMRIAET ILENHYET,

Secure Update
Secure Boot

First Stage Boot
Loader

b Second Stage
Authenticity Check Boot Loader
Secure Update  Rallil=ly
Program

Authenticity Check

X 112 +EFxa174EPXTLO Chain of Trust

Renesas M—&BMD MCU # R TIE, T/34 AA®D Mask ROM % L < [ OTP(One Time Programmable)
ROM #%E#(Z First Stage Boot Loader(FSBL)Z#&#; L TL &3, OEM_BL #RiF/L— FABRIE. &K T
O35 U5hIZTFINA RIZEESNFT, FSBL (X OEM _BL #R:E/L— FAF#%# A L T. Second Stage
Boot Loader D A ZEFE > MR ZTTLVET S

ZROEIE, OEM_BL #&iE/L— +2AFR%E & W (OEM_ROOT_PK £ & U OEM_ROOT_SK), OEM_BL #&
SF/ABISE & A (OEM _BL_PK &1 OEM_BL_SK) . OEM(£# > K - 257 —%) Bootloader (OEM_BL)
EERALE. PREETOI SISV EREDT IV r—a vETOMAICE ITS2EX27 - T—r 7
AEZAO70—%RLTLVET,
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Security Key Management Tool [&. C O#RFERFIZEA 9 5 HEEBAE (Key Certificate)?x 5 IZ 3 — REEERE
(Code Certificate)Z £ L F T, FMiL. MCUMPU D7 TS5 —>a >y / —bRURSANETSHEE
LY,

™
m Device

. Internal Protected Area
OEM_ROOT_PK - ]

Wrapped OEM_ROOT_PK Hash of OEM_ROOT_PK ,

Key Certificate

OEM_ROOT_SK Generate
Key Certificate.

[

signature Flash ROM
OEM_BL_PK Authenticity Check .
Key/Code Certificate H
Code Certificate :
OEM_BL_SK —h Generateand Write » 8
—l —_— Code Certificate and | &
\ — OEM_BLHMAC n 8
Generate j— . .
Code Certificate and : TS )
OEMBL signature — a
€ T Code Certificate .
Authenticity Check A

OEM_BL

| j OEM_BL :

- J

1.13 OEM_BL IiH&E FiAA KM Authenticity Check
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Internal Protected Area

gl | %

Flash ROM

? MAC value data . Compare
: Code Certificate E
: \ OEM_BL :

Mask ROM

X 1.14 T34 RFEBRFD FSBL E1E
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1.5.2 Decryption On-The-Fly

NEBAEICHEMT D7 TN r—23 0700 S LORET—2EWET 5-HICE. BEELEZ7TTY
=370 LENRATYICHEIRT D2BHENHY £F, Decryption On-The-Fly #gElX. #+EF ROM
ISz StShiz7 TV y—2 3070455 L% eXecute in Place TETY 5FRIZ On-the-Fly T
SLET,

Device

Other IP

Bus Decryption Pl P : External
Matrix On The Fly - Memory

B 1.15 Decryption On-The-Fly 322 MCU/MPU MO REB S X T La/ N R 4

Security Key Management Tool [%, Renesas Decryption On-The-Fly #8ETERT 27 T Ur— 3 Vi
HO(ETARED— FFERLEBET—4) OERICHIELTOWET,
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1.5.3 Secure Factory Programming
Secure Factory Programming ##El&. BEEEL=7TUSr—2a v TR S LEEEATHETT, 115

EZTAABICTENT TN r—230TATS LT 7ALNRELIZGETH, 77400 TOT S L%
LLBT—2DRBEH S ENTEFET,

P v e B oo |

]
w Device

Internal Protected Area
W-UFPK : | Secure IP i ‘ | -

e e g T
<] . 1 / .
i"j P s | E
9 . | = FlashROM  :
) DLM Key : ) 3
Key Wrap Service i N N
’=—> - P I = -
kT g I = :
Encryption Key & i H
—)C_'_ : ' pC ™
: I
: |
: | o : Application
icati Applicatio . . [ Application
: | i Poem Program
8 s L e e — . I

. J

1.16  Secure Factory Programming ¥#E3E % MPU/MPU @ & X 7 L5l

Security Key Management Tool Tl. Secure Factory Programming #8EZ R 5 - LU T DH#REE YR
—rLET,

cA—YTFTITYr—230705 5 LOBEL

-BEEICERALEZBOSYELY

- FERFIEARBELGTNARSA THA I LDBEDS v EDT

- First Stage Bootloader M % 5E

* ¥ DLM R T7— b~DEH

BEDTNARATHR—FSINTLIHEDI R RO, RBATYOHADOTATSI VT EYR—+T 5
% &, Secure Factory Programming D#IREIE(IZ DN TIE, MCUMPU DY =2 F7ILESHBLTLEEL,
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2. @M=

Security key Management Tool £, 7 71J 4 —< 3 >4 DLM (Device Lifecycle Management) M#%. t
XaT7ICA0o0z 923 H LLKETYTT—bEFTSEZODY—ILTT,
AKY—JILIE3DDN—=PavERELTLET,
-OT VRS A URR —Windows @YY F7AY T RO Lnux DE—ZFILY T b,
B—T U REEFTLEY., Ny FRETEHIIU FEEFTLEZYTS
CENFEETT . F—IR—V v —VOJIL—THEZYR— L3500
Y—ILTY,
- RBAURT7AVGUIRR - 77— LDz 7THBEEEZXET H-HICEGSN-ERNLG GUI Y—IL
T9, Y—FN\—FT 1 & IDE CTRHEIT HIESIZERTT,
- e%studio 754 14 UhR — Renesas # IDE e?studio TERTAREL GUI 4 42— = —AXY—IL T,
T77—LOz7THRREEORFEEYR—FLET,

21 BE
Security Key Management Tool THHR— b L TUL\5HEEE MCUMPU ZLLTFIZTRLET, -

211 X1 TF7HEBOA O3 VITYvTT—

EXATHBOA Dy TYTT—MEETHUTOREESR—FLTVET,
H#HR— kL TL S MCUMPU [EF 2-1 BB 22X,

@ UFPK &£ & Renesas Key Wrap Service ~NEFRIRER 7+ —< Y DT 7 1 ILER
@ tXxaATHBOADO I I D=HD UFPK ZfE>1- DLM Key D5 v E > 5 (DLM Key [£—
E8dD MCU/MPU TOH Y R— kS TULET)
@ EXFaT7HBOAUDIIIar arvDEHDOUFPK EEoa1—FROSYEVY
@ EX1T7HEBOT7YITT—EOEOHD KUK ZFE--1—HBOSvEDS
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£ 221MCUMPU 2731 BDA>2xH a7y TT— b HR— Mg

2731 HR— b HRE
@ | @ | ©) @

RA Family

RSIP-E51A Security Function v v v v

and Protected Mode

RSIP-E51A Compatibility Mode | v - v v

SCE9 Security Function and v v v v

Protected Mode

SCE9 Compeatibility Mode v - v v

SCE7 v - v v

SCE5_B v v v v

SCE5 v - v v
RX Family

TSIP v - v v

TSIP-Lite v - v v
RZ Family

TSIP v - v v
Renesas Synergy Platform

SCE7 v - v v

SCE5 v - v v

UTD 774N 74+—< v bDOHE %Y R— b(Renesas key file 3 XTH MCUMPU THR— kSN T

WEEA):
¢ Renesas key file
e C source file
e Binary data
e Motorola hex file
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2. BME

2.1.2 Security Key Management Tool 54 7R— k9" %t F 2 7 H#E

Security Key Management Tool Tl&, £¥a 7ROz o 3>, Ty TT— RS, TNAR

DEODUTOWMEETHERT 2T —2ZERT 5 ENAEETT,
HR—kLTLVS MCU/MPU R 2-2 #8BIEE0LY,

@ FSBL M= DHEBAEL S WICT— FEEAEDER

@ Decryption On-The-Fly CERAAEEGEI—Y IO 5 L/IT—2EE1L

® Secure Factory Programming #8E CERTIRER 7 7 1 ILERK

@ TSIPZEFEALIEXa77y I T— FCHERTTEELE T 7 ILERK

& 2-2MCUMPU 77 V) X aT7LHBEEQYR—

772 HR— MHEEE
@® | @ | © @
RA Family
RSIP-E51A Security Function v v v
and Protected Mode
RSIP-E51A Compatibility Mode | - v -

SCE9 Security Function and - - -
Protected Mode

SCE9 Compatibility Mode - - -

SCE7 - - -

SCE5_B - - -

SCE5 - - -

RX Family

TSIP - - -

TSIP-Lite - - -

RZ Family

TSIP - - -

Renesas Synergy Platform

SCE7 - - -

SCES5 - - -
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22 BFIRER

2.2.1 N— KT 7IRIE

(1) 7kZ k PC

e JO+wvH :1GHzUL
o AAUAEY 1G /A FUE
o TARTLAKRE : fiR{&E 1366 x 768 LIt
RRAT—IL 100%(HE)
F o BBEASTICRTAT—IHALEREUADEE, §XTOF TS avhRRTELAVEENHY FT,

222 YI YT T7IRE

(1) %is 0S

e Windows 10 (64bit ki)
e Linux (Ubuntu 20.04 LTS)

(2) estudio plugin kR e?studio BfERER/N— 3 >

e e2studio 2024-01
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3. GUI #8eskBA
ZDETIX. Security Key Management Tool GUI M EEERK & #REICDWNTHESRLET,
Standalone kit & e?studio plugin kIEZE U GUI DL TY . AL Standalone fRTITLVET .

3.1 A4 KD
BBROAA DIV FIEROEL S BERTT,

B security Key Management Tool — O bt

0 > ]

WE  UFPKER KUKER #05vEwJ TSP UPDATE FSBL  DOTF  SFP

Q) - LENESANAS

Security Key Management Tool

ZOY-ILE. FFUT-2388k DLM (Device Lifecycle Management) @01 FR@0OA izdvask
FyIT-bETIENOEE Y- T,
F7Ur-w3sk DLME(FUser Factory Programming Key (UFPK) T3y 7an T, tFa7(cf »¥Iivavengqd.
UFPK[FRenesas Key Wrap Service B EELTFTLET.
Renesas Key Wrap Servicel GWrapped UFPK (W-UFPK)EERIEL TR

FAT-2 320 EFTIKey-Update Key (KUK) ZrLTEFATIZITORET.
COEBKUKERFTICA Y F 173y d 2 ENBYET.

Hii- b AT RE0FEIOVTE. EMOWMPUDFFIAV S EL TR,

MCU/MPULEEET YTy | <Ay EERLT{ES N >

H179 28T ROMCUEEEMPURERL TS

5
®

3.1 RAURT7AVR AU 4 2R
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& 70074 ra8_blinky O X

|7"|r'5'l,*3 ‘ Security Key Management Tool (=R v 8
Uy-2
C/C++ ENLF BE UFPKERE KUKERL @M3vEw” TSIP UPDATE FSBL DOTF  SFP
C/C++ —7F
RENESAS
Security Key Management T
Task Tags
Walidation
El4-

FOTTI R R=Fo- Z0mY-IiE. FTUT-23 L DM (Device Lifecycle Management) RN EF27H @0 Y1730
FoyryrsE FyIT-FETIERDERY-ITY.

U:‘E’J_’ > - FFUr—3v82k DLME(ZUser Factory Programming Key (UFPK) T39 T30 T, t¥aF(f vuz7yavEnsd. UFPKIE
ETFITEE Renesas Key Wrap ServiceEEELTSYTLET.
Renesas Key Wrap Servicef!'SWrapped UFPK (W-UFPK)EEREL TS,

Security Key Management Tool

FTUT- 23 BOEF (I ey-Update Key (KUK) ELTEF2TICTDNET.
COEHKUKERFTIA YUYV T BN EYFT .

Fili-rEn a2 FAREDEHE IOV TR EMCU/MPUD FF1AY MESBL TN,

(2)  —p
MCU/MPUEES I3 | RA Family, RSIP-ES1A Security Functions and Protected Mode ~
ST 2l SOMCUELEMPUEERL TSN
3) > | 3752097 AT <+« ¥
¢ => |
< >

3.2 estudio 7S JA VR 21D 42K

No | Item Description
1) | A=a2—s— AR R7BAURO&HDHEEE,
HME 321 [77A NI AZa— ZBHBLTLESLY,
2 |2To14vF BRI, EXa7HBOAO O3 0ELUVTYyTT—F

TOtEAD—MELTHERAESNE I FINIVEERT H51=DDA >
27— RERHELFT,

B) | ART—2ROUT7 AT—BR74 VEJIZRRLTWAETHREZV VT LET,
RAURTAUIRIEAZ2—0 KRE > AT—RRY YT TE
BLET,

@) | ~ALF Security Key Management Tool®User's Manual+°
RenesasDPEE LA T LEZERT HDICHRGY A MERET X
~LET,

AR R7OVURRIEA Z2—®O ~NJLT > Security Key
Management Tool[ZDWVT... TERERLET,

(5) | RFT—=RRI4 VKD BRI TRITLIHERERRLET,
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3.2 A a—/\—
ABA U R7AOVROHDOMEREIZIEY T,

3.2.1 [T7AI]A=2—
BEOREICET ANEA 1 — 5 BRT B EATEET,

e [MEERTFTD..]

XML 7AW ERXD T 7AIIZ, KRFTTEHRELEABA 7 74 IVERERELET,
BERIRELEFEA,

o [BEZEFEAAD..]
[BREZRETS..|CRELEXREI7AMILEHZHAAT, EY4TITRBLET,

e?studio plugin fRD15E . [Apply and Close] RZ V& 2 & TRA JDREFERE estudodFTOTx
7 MIRELET,

3.2.2 [ER]A = 1—
GUI DXRRICEET S A=2—TY,

o [RTF—2RVVUT]
AT—B A4V FODRTHERZIIVTLET,

3.2.3 [NLTNAZa—

e  [Security Key Management Tool IZDULVT]

Security Key Management Tool®User’'s Manualt> RenesasDEEE L X T LAXEHET HDIC
BRLGYA MEBRERRLES,

R20UT5349JJ0106 Rev.1.06 RENESAS Page 29 of 181
Mar.29.24



Security Key Management Tool 3. GUI HgEEREA

33 [BE]|% T

CDBITTI, EATSHE2—7 Y FMCUMPULBES IO U EEIRLET . D% T TRET HHEIIC. &
FTE—TYRTNAREBRL TSN, DR TOHEEL. COFTTOT/NA RBERIZE>TRFEY
i—d—o

XENESANAS

Security Key Management Tool
Zmy=JLiE, FFUT-3088EDLM (Device Lifecycle Management) @OH 1 FEED A yizT w3k
Pyl T-FETSENO=EY-ITE.
T3 8 DLME(TUser Factory Programming Key (UFPK) T39Fa3nT. #FaFIc/ v vTivavengy.
UFPK[ZRenesas Key Wrap ServiceEEELTSYTLET.
Renesas Key Wrap Service 5 Wrapped UFPK (W-UFPK)ZERE LTS,

T -u 3 B0 E S IKey-Update Key (KUK) EfrLTER27ICITHRET.
COEBKUKEEFATICA v T vayd o BN Y ST,

#i-banatF2TAEEOESION TR EMOYMPUDFF1AY MESELTUSREL.

(1) —e— Imcu_rmpuaﬁé—lyiﬁy: <§-y MEBRLTGEN > vI

B9 2810 R OMCUEEEMPUERZER LTS

33 [ME2T

No | IEH B
(1) | MCUMPU(RES TV DY #FATEH42—47 Y AMCUMPULBES T VO UMERL TS
(AN
BREERFETDHE. MCUMPULRBS I VY VERARESNE
R
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3.4 [UFPK £m]% J

Z MDA T TI&. User Factory Programming Key (UFPK) 27 7 A JL&E/INAF ) * . keyZ 7AILE LTERLE
¥ ZD T 74 IL%ERenesas Key Wrap ServicelZEEL T, v TENF-UFPK (W-UFPK) Z#HET i
BERHYET, UFPKITZ7AIIE, EFaT7HERBOA 020z a v AOREEFET HDICERALET,

User Factory Programming Key (UFPK) [, TIES &4 F(IDevice Lifecycle Management (DLM) ¥
TRV r-wav@ntvsa TR viriyavinlcERLEY.
UFPK%Renesas Key Wrap Servicel_S2 T3 9 a2 T, vHaFa@0, Yoy vavErEiLEd.

User Factory Programming Key
O - CEEE = iE
ETEFERTS (32/(4k EyTIUFATY)
1122334455667 78899AABBCCDDEEFFO01122334455667T8800AABBCCDDEEFF Iﬁ(2)

3) AT (heey) :
| | =&..

I UFPKI7{ L E£ RT3 I<-(4)

34 [UFPK &RE]2 T
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No |IEH Bl
(1) | ANTBHUFPK®D | UFPKIEIZ2)DANEZERT 50, Y—ILADIEBERBEELERT HHE
74— v bk RLET,
ABERBEEEERT S Z&ERE
Y—IILADE B ERMEEFEA L TUFPKZEERLET . [IE)
BEEZMERYT S EIRE
UFPKZ 7 A LEERTHEZIZ, QICANSh=-EZFERALET,
(2) |EEEZERY | (1)THEEZERT 2FREIC. TR Ry 2 RICAH Shi-EEUFPKIE
) ELT. UFPKZ 7 A LEERLET,
T—BIEANXYT—ATEYIIVTAT7UDIBFETAALTLESL,
3) |HAZ7ZAL HATBUFPKIZ 7 A ILDIRRE T 7AINBENRRERELET,
(key) HAT7AIDIEEFIE* . keyERFELTLESELY,
REERETDHE. HAT7AIWNRRBREINET,
(4) |UFPKZ74AIL%E |UFPKIZ 7 A ILEERLET,
=305 ) [Overview]? J CTMCUELREE I VO U EBIRGT D EHMIHRYET,
EOY—ILRATERT 35 VA ABEE S RESMEERIT52HDTRHY T A,

ZDA T THER LIZUFPKZ 7 1 JL #Renesas Key Wrap Service(https:/dim.renesas.com/keywrap)|Zi%{5
L. W-UFPK#4£ R L 9, Renesas Key Wrap Service 2DV TI., Renesas Key Wrap ServiceWFAQ$
LLIE. EMCUMPUD 7 FUHr—2 32/ —rELKIERS A, Yo7y kb (R
1-IMCU/MPUBE:&EYH A k) TSR IEZELY,
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35 [KUK&ERK]Z T

ZMD% T TlE. Key-Update Key (KUK) 77 A ILEIINALF 1) * keyZ7AINELTERLET, CDT7A
WIE, KUKDEF1T7HBOA D223 EZFTHELS, EXFa78BOT7 v TT7—FOEHICHhORZE
EETSBDICLFERINET,

Key-Update Keys (KUK) BTG HE&IZ. PTUT-23a0@0EF1 75Ty T - MOEDICERLET.
KUK BEREF1T7ICA VI 2B ENBYET.

Key-Update Key

CEEE R
(M =T ERERTS (3200 k. By TYFATY) )
00112233445566778890AABBCCDDEEFFO011 22334455667 788208 ABBCCDDEEFF *

TN (key)

3.5 [KUK &RE]2 7

No | IHB B
(1) | ANTBHKUKD | KUKIEIZQ)DANEZFERT 5. V—ILNOEBERMEEERT 0=#
7+—< v bk RLET,
ABERMBEEZERT S ZERE

Y—ILNDE B EREEEEFEAL TKUKEER LET ., [F]
EEMEEMERYT S Z:ERE

KUKZ7AILEERTAHEZIT, QITANSh-EZFERALEY,
(2) |EEEZEAYT | (1) THEEZERTBREBIC. TXR FRY I RICAHSh - EEKUKIE
% ELT. KUKZ7AMILEERLET,
T—AEANFYT—EATEYIIVTAT7UDIBETAALTLIEZELY,
3) |[HATFAL HATBEKUKT 7 A ILDISRET7AILBENRERELET,
(.key) HAT7AILDIEREFIE. key ERELTLEELY,
REEREFETDHE. HAT7AIWNRRBRESINET,
(4) |KUKZ7AMIL%E |KUKTZ7AILEERLET,
/YD
EY—ILHRTERT 5T VA LMEFTAGEBEZRIETHLOTEHY FH A,
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3.6 [BOSYELTIRT
ZDAITT, A—HEL LIIDLMEZFRESIEL., EXa7HBOA 022023007y TT—MIBE
BI7AILNEERLET,

PRATREOAYIII VAV TEUFPKEEELT. 3175807y T7-FTRAKUKEERLT.
TIVr—2 3 @R L EDIMBESY TL TN

BOESE #7-4
(1) = o pLwysaL AL2_KEY @AES | 128 bits v| ()ARC4

O KUK CRSA | 2048 bits, public TDES

() OEM Root public (I ECC secp256r, public

(O HMAC |SHAZSE-HIMAC

2) > PRl

(®) UFPK  UFPKT7A )L : SE...

W-UFPKT 7 ) EE..

OKUK  KUKD7 )L SE...
3) ad giﬁé.ﬁﬁﬁéﬁﬁﬁ?ﬁ

O BEEEEETD (16/(1k, EvyJIITFATY) | 00112233445566778699AABBCCDDEEFF

v 7P|

Key name

3.6 BOSYELY)E T
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No IHH B
(1) BOEE] BOEE) 2 JTHEBILT 21— ROEHELZERE., BT —2]2 T TH
BT—42] T—2%EAALET,
27 [ROEH Y T DFHMIE3.6.1 [ROEFE] 2 TxsBBLTI 2L
BT—4212 JOFMIE3.6.2 [BT—42] 2TE2SRBLTIIESI,
(2) SyEVS EESLRICERTAROEEELET,
BREDFME363 SYEVITRBBLTLIESLY,
F%E LI=UFPK/W-UFPKZ 7 1)L % L K [FKUKT 7 1 LA R (FEEERET
RmEINET,
(3) vV EE{EBZER T Slinitial Vector(IV)DREZ LET .
BREDEEMIE3.64 IVESHBLTEEL,
(4) HA HH9 BEncrypted UserKeyZ 7 1 ILDBZREZEZLE T,
BREDEEMIE3.65 HAZSHBLTLLZELY,
BRELFE=74—< v b, 74X, 7 KL X, key name [FRERTE
THREINET,
(5) T7ANEERTS | Q) THEEL-74+—< v FDEncrypted UserKey 7 7 A ILEERLET .

R20UT5349JJ0106 Rev.1.06

Mar.29.24

RENESAS Page 35 of 181



Security Key Management Tool 3. GUI HgEEREA

3.6.1 [(BDIEE) 27

CDRIT, EXaT7HBOA DOV avERRT7YIT—rOEOOBOBEFIEELET., IR
TOROEBEEA TV IR, TRTOTNNARIT 7)) —THR—FENTVWEhIFTEEWNIEEZTE
BELESL,

P
BOEHE &7-4
() DLM7AL AL2_KEY (®) AES 128 bits - ARC4
(1) =»
O KUK (O RSA 2048 bits, public TDES
() OEM Root public (O ECC secp256rl, public
(OHMAC |SHA256-HMAC

37 [ROEHEST

No | IEH Bl
(1) | BoEELER BT RBOTILIYXLELVICRESERLET,
EiR

BOBELBRIIUTHIAERAETT, YR—FLTWSROBHELEBRIIMCUMPUIZE>TELGY F
¥, EORBUICERREYR—FLTLEMNE, EMCUMPUDT T r—a >/ —bEbURITRZ AN
DI =a7I(FR 1-IMCUMPUEEY A F)ZZTSBIEEEL,

%= 3-1 DLM EREFD R <EH

ERIEB B

DLM-SSD DLM?®OSSDR 7— ~DEREEHE
DLM-NSECSD DLMMONSECSD R 57— D EREEE
DLM-RMA-REQ DLM®ORMA-REQR 7— + MDFREEH
AL2_KEY DLM E2EELRILALEBH DR
AL1_KEY DLM ZEEELRILAL1BRRADRE
RMA_KEY DLM RMA_REQR T7— hERGERD#

& 3-2 AES EIRFFDRTIER

EREH A
128 bits AES-128bitD §#
192 bits AES-192bitD §#
256 bits AES-256bitd §#
128 bits, XTS AES-128bit XTSD
256 bits, XTS AES-256bit XTSD
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& 3-3 RSA ERFrDRRIER

EIRIER

FitEA

1024 bits, public

RSA 1024bit® 2> FAHE

1024 bits, private

RSA 1024bitD Fp 55 2

2048 bits, public RSA 2048bitd 2 B2
2048 bits, private RSA 2048bit i 7 i
3072 bits, public RSA 3072bit 2\ B
3072 bits, private RSA 3072bit) F8 % i
4096 bits, public RSA 4096bitd) 2 B
4096 bits, private RSA 4096bit®) i 7 f

RSA-2048-public-TLS

TLS APIFAMRSA 2048bit? 4> B i

& 3-4 ECCERFDKRTIER

EIRIER

FiBA

secp192r1, public

ECC NIST P-192(M 2 F#E

secp192r1, private

ECC NIST P- 192D Fi 2 2

secp224r1, public

ECC NIST P-224M 4\ BA s

secp224r1, private

ECC NIST P-224Df 282

secp256r1, public

ECC NIST P-256 (M2 F#E

secp256r1, private

ECC NIST P-256 D Fi 2 ¢

secp384r1, public

ECC NIST P-384M 2\ BA%

secp384r1, private

ECC NIST P-384Dfi 2 8¢

secp521r1, public

ECC NIST P-521(M 2

secp521r1, private

ECC NIST P-521 D2 i

brainpool P256, public

ECC brainpoolP256r1 M 4 B

brainpool P256, private

ECC brainpoolP256r1 D i 2

brainpool P384, public

ECC brainpoolP384r1®M /X B

brainpool P384, private

ECC brainpoolP384r1 D i %5 #¢

brainpool P512, public

ECC brainpoolP512r1 M4 B

brainpool P512, private

ECC brainpoolP512r1 D i %

secp256k1, public

ECC Koblitz curve secp256k1®M 4B

secp256k1, private

ECC Koblitz curve secp256k1 M F4 25 5

Ed25519, public

EJDSA Ed255190) /2 Rf

Ed25519, private EJDSA Ed255190 fz; 2
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% 3-5 HMAC EREFDRTRIER

EIRIER FitEA

SHA1-HMAC HMAC-SHA 1M ##
SHA224-HMAC HMAC-SHA224 M 2
SHA256-HMAC HMAC-SHA256 M
SHA384-HMAC HMAC-SHA384 M
SHA512-HMAC HMAC-SHA512M
SHA512/224-HMAC HMAC-SHA512-224 D
SHA512/256-HMAC HMAC-SHA512-256 M

ERDEREHT6.HEAFIZ CSRIIZELN,
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3.6.2 BT—%5]1 427

ESEENOBT—FEANTHRT B2 TOHRAZLET,
BT—2]2TT, EXa7LHBOA 02023007y I T—rOEBHICAET 2EXORT—42 %15
ELEY, ZOZTORTIE, ROEBEZ ITHEELLBOBRICKELET,

3.6.2.1 [ D7E$E]2 7 T DLM/KUK/AES/TDES/ARCA4/ECC private Z##REF
snES #7-7
(® 774 FE.| g=(2)
Olagl ok 00112233445566778899AABBCCDDEEFF
()
D?’Lﬁ&ﬁﬁﬁl HATFA = e=(4)

3.8 DLM /KUK / AES / TDES / ARC4 | ECC private 2 #:Z IR D[R T—41%2 T

No |IEH =i

(1) | AHEDER EEIET O T—42 ZEIR

(274)L] #REF: QICBI7AILEADLET,

EXT—45 ] ZREF : Q)ICBOFEXT—2ZEZANLET,

FELBZER) FIREF : QDICERSNE-BOHEN T 7AILBEEELET,

2 | 2741 MT I274)L] %:&8REF, BEILIT BT 7AMILERELET,
BI7AIIERK 4-52keyF T3y T7A4IWNAIDIT+—<y FOBEEIRER
BT,

() | FXT—4 MT MEXT—4] #E8RLZGE. FXORBT 2 F16EBMTAALET,

T34 XL, RBOBH S OTCHEEL-BOBHEITKELET,

4) |HAZF7AL (T MEL#EER] #E8RLIZGE,. YV—ILNTRT—2ZERLET, V—
LWATERLEEXRBT—2DHEAT7AILERELET,
HATHDIEXRBI7ANIE. TFRALIT7ANLBLLLENLAFT) T7AMILEEE
AEETY,
ECC private DB RFF L. AFRBEREBFICERL. BELI=7 714 IILEAICAH
B2l&_public. MERIE_privatezfH T 7/ ILEHALET,
ECC privatef[AMaeZEHR— F LTV WEOBEAHY FT., YR— kL
TWB 73 XLIFE 3-6 BEMEYHR— L TULSECC privatefit ZS 18
CIEELY,
F ARV TERSNDERBEIES VA LU ERIELERA. KY—ILTERLE
BIFFHMEL LLETRMERNTOMEAL TS,

= 3-6 BAEMEYR— L TLVA ECC private S2DiE%E

ROBERE
secp256r1, secp384r1, secp521r1
brainpool P256, brainpool P384, brainpool P512
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3.6.2.2 [B2DFEFE] 2 7 T RSA ARABEEIREF

goEs #7-7
(1) (2)
- [© 771 =3
Fﬁi?"«? 00112233445566775899AABBCCDDEEFFOD112233445566778899AABBCCDDEEFF AL (5
00112233445566776599AABBCCDDEEFFO0112233445566778899AABBCCDDEEFF
00112233445566778899AABBCCDDEEFFO0112233445566778609AABBCCDDEEFF
00112233445566778800AABBCCDDEEFFO0112233445566778800AABBCCDDEEFE v | ()
10007 fe—
39 RSAQNEHBZERFROBT—2]1%7
No | IEH 7 EA
(1) | ADEDER EHILT DO T—F &R
(274)L) FREF: QICBI7AMILEAALET,
EXT—4 ] &R : 3),@)CBOEXT—2E2ANLET,
2 | 72741 BEILT AR I 7AILERELET,
BIF7AIWIENAF YT 7AILT, HEFI* . keyD T 7 A ILHIEEAIRET
EE
(3) | Modulus(n) ()T TEXT—4 ] 5#RE, RSAmodulus nDEXT—2 Z16EHTAAL
FY,
(4) | Exponent (e) (1T MEXXT—%4 ] #IREE. RSA exponenteDFEXT—42 Z16HEHTA R
LF¥EJ,
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3.6.2.3 [BEDFELE])Z 7 T RSA MEZ S EIRES
goES ®7

(1) )

= [ 771 N5
D FXT-5 <
4)
F W
OFF (3t T4 sz | 4(5_)
310 RSAMEBEREZBRRFO@T 2127
No | IHH B
(1) | ADEDER ST DT —4 EER
(274)L] #REF: QITBI7AILEADLET,
EXT—4 ] BIRE : 3),B)IBOEXT—2EANLET,
FELZHEA] FIREE : B)ICY—ILNTERT S2BOEHT 7/ ILBEREL
EXR

2 | 72741 EELT AT 7FAILERELET,

BIO7AIIENAFY) T7A4ILT, ILEEFHI* . keyD T 7 A ILHIEEATEET
ER

(3) | Modulus(n) (NT TEXT—4 1 #IREF. RSAmodulus nDIEXT—F Z16HEHMTANLE
ER

(4) | Decryption (T TEXT—4% ] #iREE, RSA decryption exponent dDFEXT—4 & 165 %k

Exponent (d) TADLET,

(5) |[HAZF7AIL (1) TRandomZZER L1=15E. YV—ILATET—2FE/RLET, YV—IAT
AR LEEXRT—2OHAT7AILEEELET,
HATEIEXEI7AILIE. TEFR I 7ALELLLIENAFT YT 7AILEE
EREETT
BRAERMEFE, NFRABLRRICERL. EEL-T 71 ILAIC2REIE_public,
MERE_privateZ T2 7/ ILEHALET,

o ARY—ILTERSNBIEEEILS VA LEERIILEEA, RY—ILTERLT:
BIFEEL LLIFTRMNEMTOAMERAL TLZELY,
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3.6.24 [BBDFE%H) 2 7 T ECC public FEiREs

(1) snEE 877 )

00112233445566778899AABBCCODEEFFOD112233445566778899AABBCCDDEEFF (3)

00112233445566773829AA BBCCDDEEFFO0112233445566775899AABBCCDDEEFF (4)

X 3.11 ECC 2AREZHRBORT—42]127

No | IHH At BA

(1) | ADEDHEIR | BEETI2BDOT—4% FEIR
F774)01 BiRE : QIZBI7AMILEANLET,
MEXT—4 1 #IREF : (3),4)I2Qx. QyIcAFHT—2FAHLET,

2 | 72741 EEILT ORI FAMILERELET,
BI7AIIENAFT) T7AILT, ILERFHI . keyD T 74 ILHEERABET T,

(3) | Qx (T MEXT—4% ] #BIREF, ECC LAHBROAXDEXT—2 Z16EHRTANLE
EE

4) | Qy ()T MEXT—%] #BIREF, ECC AHBOQYOFEXT—REZ16EHRTANLE
ER
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3.6.2.5

[$2DFE%E] 2 J T OEM Root public 2R

(1) BDES &7

(2)
-> | @7 I 5. | &
O Fx7-5 00112233445566775899AABBCCDDEEFFO0112233445566778899AABBCCDDEEFF -
00112233445566778590AABBCCDDEEFFO01122334455667 735200 ABBCCDDEEFF (4)
G
O ageEs- whirdl SE.. @_
3.12 OEM Root public #ZiRED[BT—421%2 7
No | IEH B
1) | AFEDER EStT HEBOT—42 &R
FIo74)01 2R : QICBI7AMILEANLET,
MEXT—4% 1 #iREE : (3),4)I2Qx, QylzAFHTFT—2FAHLET,
IEL#FFER] ZBIRE : B)ICEREIN-BOBAT7MILEEZEELET,
2 | 2741 ESILT AT FAILEFRELET,
BIFAILENAF) T7AILT, HBEFA* . keyD T 7 A ILAEETEETT
(3) | Qx MT MEXT—4%] BIRE, ECC ARBOQXNDEXT—2 & 16ERTAALE
9,
4) |Qy (T TMEXT—4 ] #EIRFs, ECC NEHABDQYDEXT—2F16EHRTAALE
EIR
5) |HATZ7aI | ()T TELEFERHI 22BIRL-EES. YV—ILATRET—42Z4E/RLET, YV—ILA
TERLE-TEXET—2DODEAT7AILERRELET,
HATBEXEIT7AILIE. TEFRARI7AILELLIENAF) T7AILEIEER
BETY,
AV L TERSNDELERS VA L ERTLEFA. AY—ILTERLERIE
L LCETR FEMTOAERALTCES,
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3.6.3 SywEVTR

X ATHEOA OO aVTHLWEEZETNNA RIZEY FT 5548, UFPKTS v Fah, W-UFPK%
RAETHILEADHBYET, tXaT7HBOT7YTT—FrTHLWEZA VD023 0T 558, KUKTS
v ITTERERHBYET,

pp ) -
(1) =»{@ urrkf uFPKT74 L : )
W-UFPKT 71l : =6, 3)
O KUK = | = (4)

313 SvEVIT#

No |IEH SHER
(1) | Wrapping Key® | Wrappingd™ % 0 %EiR
858 TUFPK] 3EREEF : (2)ICUFPKZ 7 A )L, (3) W-UFPK7Z 7 1 JL %&IR

TKUK] ZIREF : (4) KUKD 7 1)L Z IR
(2) |UFPK Z74JL | (1)T TUFPKJ ZEiREFIZ. [Generate UFPK]Z JTEM LI-=UFPKZ 71 /L& A

hLZFEd,
(38) | W-UFPK 774 | (1)T TUFPK] #EiREFIZ. [Generate UFPK]Z JCAR LT=UFPKZ 7 {1 /L%
1% Renesas Key Wrap—E XTS5 v T LIzW-UFPKZ7 7/ LEAALET,
(4) | KUK 774 (1)T TKUK] #iREFIC, [Generate KUK]|Z T TERLTZKUKZ 7/ JLEAAL
£9,
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3.6.4 \Y

Wrapping key TUFPK$ L K IZIKUKE S 5 #EIR L =15E + . Initial Vector(IV)HHETY, IVIXIEET S
EH, Y—ILTERTHIELHAEETT,

v
® ALHE AL ERT 5 ]
@ EEEEERTD (16/(1h, :"ﬂl?ﬁ?lnl 00112233445566778899AABBCCDDEEFF I <=(2)
3.14 IV
No | IEH & BA
(1) |VOZ+—=vy |#BEIvET T HEIZHEAT Sinitial VectorfE % #iR
N FELBERMRE R T 51 BIREE . V—ILOEBERBEENSIVEER L E

ERS
MEEMBZEHEAT 51 BIRE : QICANEShIAFY T2 EFERALET,
(2 |EEMEZEAYT | (1) THEEZERT "EERF. C ZICAASIIEZESEEICInital

% VectorE LTHERLET, 168K, EVvIIVFAT7oI74+4—<y FTAAL
TLFEEEL,
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3.6.5 H A

ZDEYAVTIEH, EXFaT7HBOA OO a3 FET7 YT T—bOEOIZERTHHEAT AL
DIEFEBELET, IRTOF T arh, §XTOMCUMPUZ 7 2 YIZHIELTWSHIFTIEEWLNS
EISFELTLESL, flRIX, RATZ 7 2 1) DSCE9 Protected Mode DDA > o aVIETINART
AT S5IRATOAYR—FEINTEY., RFPEAT+—T Y bOADBYR—FShTVET,

-
Dy [73-vor: [re

Gy I 10000

X 3.15 WHh

No |IEH SR AA

(1 | ZA—<v b HATZ774L7+—< v FDEIR
BIRTEDHT74—< vy MIR 372SBL T,

(2) | 774 HAOTBI77MINBENRRERELET,
M EZREEEL. BRTOERT SI5E8. HAShEIBEEILBOTI 7ML
ZIZWZE T 74 ILIZIE" private ", BT 7 4 LIZIE” _public’hAAftmEnE

ER
3) | ZFLR (1) T"Motorola Hex ZiREFIZEIZEY £9,
Motorola Hex 7 7 4 JLIZEEE T A7 RLAZ AN L TLFEELY,
(4) | Key name (1)T"C Source” ZEREFICHEMICHYVET, CY—RTFAILPOAY T T7AI)L

TEEINTWLWSHEER., T, T—2 YA X{ED<keyname>EHEIHEL F
¥, <keyname>DENF DML, 4.5.4.2 filetyped T 3 > csourcesTER
#SRLTLSIEEL,

x 37 BRAEG I+ —<v b

EIRIEH NE
C source CY—RIF7ANEANYEERALET,
Binary NAF)T—2FHALFET,
Motorola Hex EFO—SAFHTF7AILEHAILET,
RFP Renesas Key File7+—< v FOBT—2FHHLET,
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3.7 [TSIP UPDATE]%Z 7
ZMDA I T, TSIPMSecure UpdateV ) 2 — 3 oDA—H 7055 LDOESILEITVET,

TSIPEERLT. ESELETr-AVIP A A-YETI ACEAT I LA TERT. ELF. RETSIP FTOF U -3/
—RESELTUZE.
(1) *I A4 A-2 | Secure Update ~ I
Tr-hIIPA A=t | | =8
(2) P - =30 S
ESLFFUASEE  Image Encryption Key IV RSUA S
3) =» I
BTTRLR |
Sk A-HAFFLA:
J4-Vyb: | K4FY v 77l | || 3R..
(5) . TrANEERT D
3.16 [TSIP UPDATE]% J
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No

1EH

FitEA

(1)

Hha A=

AT ET—231TOEREANTEIT7AILERELET,
[Factory Programming] : TIFZEERAARDA * —ERDOENE

T7—LITTFAA—DelEXaF7IT—rA—DERELTLESL,
'Secure Update ] D7 LTV T T— RO A—TERK

T7—LIOTTFAA—DEHEELTLES,

FEMIE3.71 HAZSRBLTSESLY,

()

TJ7—LoTTA A
-
X1 F7T— kA A
-

(D7—LIzT7A 2= IZREEETSHTAT S LOMot T 7 A ILE
AHBLFET,

TEXa7T—hA A=) 21X, HAT—4 T lFactory
Programming] &REC, BSIELI=77—LT7 v ITT—hA A—=2(2D
F5tX277— TGS LOMAtT7AINEAALET,

®)

EEILESRICHAT—RICETAREEITVET,
BRITDEHRFEIZDOVLTIL,

373 [MESILT FLRERH]Z T

3.7.4 [Image Encryption Key]% 7

37.5[V]% 7

3.7.6 [RSU~v %12 T

TSRS,

(4)

HAH

HAOTHT7MILDEEEZLFT,
BREDFHMEI377 HAZSHEL TS,

©)

J7AINEERT D

ATHEELEIZA—I VYD I7AILEERLET,
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3.7.1 HAOA A=
CDRTTHAT AT —EDT+—< v FEHRELET,

(1) e I H 1 A= |Secure Update w7 I

317 HAAA—D

No |IEH At BA

(1) |HAAMXA=D AAITTHERT D774V DIA TEBIRLET,

x 3-8 ih4M A—TCDOXRTIER

EIRIEH B

Factory THEEAHFEBREL, EX27T—FrTHEELEIZ7Z7ANIZ, 27—LDT7A

Programming A—TEBEBIELET 2 EEhE Mot 7 7 A LEERLET,
X217 T FBREBBIESINhFEFA, ESAADOEE. EF21T7HRETTE
EFALLEEHRLET,

Secure Update T77—LT7YvTT—hrEHEL, 77—LITTAA—=CIZANESh=motT 7 4
ILWDIEEI) 7 E#BEEIELIzmot7 74 ILH LIFRSUANY ZEFE LT=/A1F 1)
TJ7ANVEERLET,

3.7.2 T7—LITTA*A—/FaT7IT— b A=

ERILT 277 —LVITAA—CRLUIC, BHIELET—2IC2F5EFa7I— b A—DFEE
LEY,

O d BN s |
(2) = | era7T-Hx-: s8. |

318 TF7—LIITA*A=/FxaTT— b A=

No |IEE B
1) | Z7—4L9ox7 EEtTHTASSLOmMot T 7 A IILEREELET,
A A= BELEMotZ 7 A ILAD TRESIL7 FLREE] THRELE-EEOT—42 %

TSIP Firm UpdateV ') 2 —> 3 VADEESIEETWVE T, BESKIETSIPO
Application NoteZ S L T =& Ly,

(2 |E¥aF7I—b+ | HAT—% TFactory Programming’$§ ERFIZ, BEBIE LT 7—LD T 7 A *—
A A= CEEDhEDEXFAT I A—CEEELET,
X127 IT— b A—DEBELEINFEEA.

R20UT5349JJ0106 Rev.1.06 RENESAS Page 49 of 181
Mar.29.24



Security Key Management Tool 3. GUI HgEEREA

3.7.3 ST FLREE] S 7
TF—LYITAA—COBST EEERELET

ES{ETFLAEE  Image Encryption Key IV RSUM 4
M => mwroz |

ETTELR: ]
Q) =»=sto-vamroz] ]

3.19 [RESIE7 FLREH]Z 7

No |IEH At BA

(1) |HEBERB7ZE | J7—LOzT7A*A—CTHEELEMOt 7 7/ LHDESLT 28EHAEIRELE
LRMEEIERT | T, BEL3T 28ED LRIISMBTY,
7ZERLR

(2) HBBEAA—2 | HAT7AILIZMOTEIEERIC, BSILLITI7—LVITAA—VEHNTS
HA7 FLAR 7 RELRZEELFET,

3.74 [Image Encryption Key]? 7
T7—LIDITA*A—VEBHILT HLEEIHERTIRT—2EEELET,

ES{FFLAEE ImageEncryptionKey IV RSUAYY
Key Encryption Key
e 3)
3.20 [Image Encryption Key]% 7
No | IEH AR
(1) | Key Encryption | B§51t9 %8 (Image Encryption Key) %51t T 2B EIEELTT, 16EH. E
Key JIUTA4To74—< Y bTAALTLESLY,

(2) | Image T7—LOzT7A*A—DFBELT HRIEZER

Encryption Key TELBERBEEEFAT S EBIRE . Y—IILOEBERMENSBEERLE
N7+—<Iv bk |3,
TEEEZFAT 51 BIRE : Q)ICANSIhE=AFTHT—E22FEALET,

(B) |HEEEZHERT | (2 THEEZEAYT S EERK. CJICANShEEZESETIBELTE

3 ALET, 168K, EVIIUTFAT7oIT4A—I Y FTAALTLEEL,
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3.7.5 WEw4

(1) =»

@ AHEBMERERTD
OBE

EEEERT (6/(1 k-, EvIIUF1TY)

| « @

K321 [IV]ZJ

No | IEH B
1 | VOIZ+—3y | Z7—LITT7A A= %MESEEICEERAT Snitial Vectorfi %5&1R
N MELEERHEE AT 51 EIRE : V—ILOELBERBEEN SIVEER L E
ED

MEEMEZEERAY D) BRE : QITAANShIEAFY TR ZFEALET,

(2 |BEEZERT | (1) THEEEZERAT L EERE. CCICANShEEEZI7—LIZTA 4
%) — P OEEERF(CInitial Vectoré LTHEALET, 16, EVI/IVTA7
U7+ —I Y FTARNLTLEEELY,
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3.7.6 [RSUAYH2 D
DY aVTIE, RSBUNYSDHATEI774IL 74—y FERELET,

EEE{LFFLA8E  Image Encryption Key IV RSUAyS

(1) = | 435757 [TesTinG v RSUAY 5 Ver: |1 v <+ (2)

322 [RSUAvYH]ZT

No |IEH

B

1 | AA—=C255

RSUA v & MImage FlagsIZHRET HEEERLET,
)T2ZBRLIBE. A A—CITZTEBEFRENEO. BETETEFEA,
FBIRTE5EE & 3-9 283BLTLEEEL,

(2) | RSUAw A Ver

EEL LT 7—L9 T T A A—UICDFBRSUAYEDN—2 3 UFEELE
9, Versionld1t L IX2ZIEERRETT .
RSUAw #VerlZzDW\TIl&. 4.6.2ver #7323 v aSBLTLEEL,

R BIORSUANYE A A= TFY

EIRIEH £5 A

BLANK T7—LT v T A—=THE0,

TESTING T7—LT7YTA A= Ty TT— b, BREEH,

INSTALLING T7—LT7 IV TA A=A A —DF A VR M—=ILhTHY ., BREEF,
VALID T7—LT v TAA—=CHEH,

INVALID T7—LT v T A—=THNEN,

END_OF LIFE 77 —LT v T4 *— & End of Life,
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3.7.7 H A

DY AT BATHBI77A4LT7A— Yy FEHEBELET,

HA

(1) =p Ij»r—:wr: NS

v I??ﬁw:|

| sE@. |4- ()

323 A

No |IEH

FiBA

1 | 2+&—=v bk

HATBI774ILT4A—T v FOEIR
BIRTES 74—y FEXR 310FSHBLTLEELY,

(2 | 274N

HATHT7ANRBENRRERELET,

x 3-10 BRWHRELE I+ —< v b

EIRIFH AR
Av )] RSU 77 A IAY S EFFENRAF)T—2%52BHLET,
RSU (&, HH15—% T’Secure Update$§ E B D A5 E oI HE,
ErA—5~XY EFO—SAFHIT7AINEEALET,
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3.8  [FSBL4J

C MDA JT. First Stage Bootloader(FSBL)#EEZX B LIz /L R Y X T/AA A CHEATRELRIHRELI—F
SIBAZEDEREITVET,

First Stage BootloaderZ 7OV LNE S AMEIE LLFIEITEIIC, OEMT-+O-4-BL0OT7 U -vayd-ForeEs
SU/ELLREEEOTF I EITVET,
ERAEORARET I AORF 21XV MEEBL T,

(1) =) OEM Bootloader 44— : =8,
07 0% ERE (® Signature 1 A-J)N-J3
2) => ] -« 0
iIFAE OEMBLIRIEL-ME OEM BURIESE
1-E7599288 8 7 EL A (hex) :
SAS ST iR 2MB v
(ERTBTNAADHA ABENEE, — DT ZEEIRL AL, )
OEM Bootloader 14 :
(4) = OEEHE-!
(O HAAAT (hex)
SRR | | sR..
J-FirRE 208
(5) =»f IPANELRT B |
3.24 [FSBL]2 J
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Mar.29.24



Security Key Management Tool

3. GUI HaesRER

No

1EH

FitEA

(1)

OEM Bootloader/f » —<

FSBLAREIX R & T HO0EM_BLOE FA—FAFH T 74/ )LEIEE
LFEI,

()

PARRZAS PN - H1Yip:

[Signature] : ECDSAZ& Z#HAL-0— FEEBAE L RARAE 24/
LET,

FCRC] :CRCZEA L= SMRIEE 1T > =D 21— FEEEA
EDHEERLET,
FMIF3.81 Yo /T AEESEESRLTIEEL,

@)

A A—=DN=U3Y

70455 LREEAE T Signature”#iREFIZ, 00— FIIBAZIZREH TS
OEM Bootloader®/A—< 3 U #IEELET,

(4)

[REBA ]
[OEM_BLIREE/L— &)
[OEM_BLIRAE#2)

27

[REFAE]4Z 7 : OEM_BLIE#R & EBAE L 0 — FEIFAEDOH AT 7 4
LWEBERELET,

[OEM_BL#RE/L— @)% T & [OEM_BLIREI&) 2 T

70455 LRIEAET lSignature] sEZIRBFIC, BIFHREAHLET,
[EIBAE] 2 JDOFMIL382 FEAEIZ JE#SBL T &L
[OEM_BLIRRE/L— ~8#]% T DEE#A(X3.8.3 [OEM_BLIRFE/L— ] ¥
TEHESBLTLESL,

[OEM_BLI&EESR] 2 J D EE#AI%3.8.4 [OEM_BLEE#] ¥ 725 L T
CfZ&Ly,

©)

J7AINEERT D

(A THRELERBIIRE L SUICO— FIIAZEERLET,

R20UT5349JJ0106 Rev.1.06

Mar.29.24

RENESAS Page 55 of 181



Security Key Management Tool 3. GUI HgEEREA

3.8.1 PASRAS U - H Wb
OEM BootloaderD#&iEAiEZRELE T,

JO5LETAE: < (1)

<« (2)
325 oY 3 LRIAE
No |IEH B
(1) | Signature OEM BLOEZ #T 5= DHE(OEM_BLIREEHE) . OEM _BLIRFIBZ AT %

H(OEM_BLRRFE/L— MB)ZFEAL T, BIAAEL I — FIIAEZERLET,
[Signature] %:#iREF(E. [OEM_BLEREE/L— )42 JH 5 OEM_BLIREE/L—

#. [OEM_BL#FI#]2 JH 5OEM BLIRFIEDAANBETT,

SEBAE M Chain Of Trustigi& (L. FSBLIEREZFEE T 5T /34 XA MDUser Manuald &

R - AW

(2) | CRC OEM_BLOCRCIEZEE L. a— FiERAZE DA Z4ERMLEFEY, [F]

¥: TCRCl #IEEL CO— FIIAZEZERLT-5E. Signer DICA=—{EL LTCRCEZHEALE
9, FSBL EiffE— K T"CRC + report measurement” &R L. OEM_BL &L #2 % F L f= measurement report
ZHA LGS, [Signaturel Z:EBATIO— FEEBAZZARL T ZELY,
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3.8.2 [FEEAE]2 7

OEM Bootloader®1&$k 74 5 N, BHBAE LI — FIIBAED I 7M1 IILEEEELET,

SEEAZE  OEM BLI#EE)—HE OEM BLIREIE

(1) ->| J-FI7vVaRBTFLA (hex): 02000000
Q) mp| FHARIETTIVIHAZ: o v

(ERATETAZADYA TN BINGESR, —DhSHP A AEERL LI, )

OEM Bootloader 4 X :
@ aEEE
O H4ANA (hex)

3)

“4)
(%) P IR

©) _»I]—FEEEH% | | @H’n’l

3.26 [REBAE)% D

No | IEH Eili):

(1) |3—F23vy>a | OEM_BLOMIBT FLAZEELET,
FIR7 FLXR

2 | TNNARA—F7 |FHTEZTNANAADA—FIZTyaDY A XEZEELTLESL,
SyvatA4RX BUY A XMNEVMEEIX, BNV A XEFBEL TS,

(3) | OEM Bootloaderts | OEM BLY A ADEHAEFEHRELET,
4 X TEEEE] #IREE OEM BLA A —PTAASINIzmot T 7 A ILETFTIRA R
A—FI7259yYaY4ANH0EM BLOY A XEZEHLET,
OEM BLOY A XEHA*IF4.7.2 OEM BLOESRZ L L < [ICRCEE MR EBE
ESEBLTIESL,

T4 XAN) EIREF (Q)ICAHSNT-EAOEM_BLY A XIZHEY FET,

(4) | OEM Bootloadert | (3)T 4 XA A1 %:#IRKF. OEM_BLOY A XZAALET,

4 X H A4 XNF16DBEIZED2H A X 1DEEADLTLEESL,
(5) | BEEAZE BIAAEOH A I 7 IILEBEHRELET,
70455 LBIEAET ISignature] ZEREFICAHALTLESLY,
(6) | 3— FIIEAE O— FIBREOHR AT 7AILEEZEELET,
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3.8.3 [OEM_BL #5E/L— FE)52 D
FO455 LRIEH AT Signature EIRESIC. OEM_BLRIEL— FMEEAD LET,

i[fAS OEMBUI=ELI—H8# OQEM_BLEEEIE
OEM_BLIZEE)— =2

AABBCCDDEEFF N 4-(3)

00112233445566775599AABBCCDDEEFFO01122334455667 78899

OEM_BLESEF B8

(4) =@ 77111 =z || €5

O Fx7-% 00112233445566778899AABBCCDDEEFFO0112233445566778899AABBCCDDEEFF <6
00112233445566778899AABBCCDDEEFFO0112233445566 7 72599AABBCCDDEEFF

00112232445566778899AABBCCDDEEFFO0112233445566778899AABBCCDDEEFF «(7)
00112233445566778200AABBCCDDEEFFO0112233445566 7 TBE90AABBCCDDEEFF

3.27 |[OEM_BL #&fE/L— ]2 T

No | IEH AR
(1) | OEM_BL #3F/L | OEM_BLREE/L— FRZB O A DA EEER
— MpE B T274)L) BIREE: QITEI7AILEAALET,
ARAHEER EXT—4 ] iR : Q)ICBOEXT—2EAALET,
2 | 72741 OEM_BL#RFE/IL— FEEROB I 7 A ILERELET,

BIO7AIVIELHBERESOPEM 7 7ML, TFR T 7 A IILTHIRFN
*txtD I 7AW, HLLLIENSAF YT 7AILT, HEFH* . keyD T 7 A LI

fEEFBET Y,
PEM7 7 /4 JLZIEERIX. OEM_BLBIE/IL— FAMBOANIFETT,
3) | FXT—% (MT MEXT—42]1 #FBRL-EE. TXOBT—2 16 EMTAALET,

OEM _BLIZIE/L— FHZR R Msecp256r1 DI S, MERBDH A X, 32/34 +D
T—RZEAALTLESELY,

(4) | OEM_BL#2EE/L | OEM_BLAEGE/L— ~ABRE DA A A EZERR

— MARRRE F274)L] #REE: O)NBI7MILEADLFET,
ANAEER x5 —4%1 #REF: 6). NDNICBOEXT—2ZAALET,
5y | 274 OEM BLIRII/IL— FABBOBI7AIILEZRELET,

BIOF7ANLIE, TERRIFZAILTHRBRFN* .txtDIT7AILELL X, N1 F
)77 A ILTHIRFMN* . keyD T 7 A ILHEETRET T,

(6) | Qx 4T MEXT—421 ZFBRLBE. OEM_BLRRIE/L— F ARABQXDFEXXH#T—
BEIBEBTANLET,

(7) | Qy (4)T TEXT—451 #RIRLEBE. OEM_BLIRIEIL— FABRBQYDOFXH#T—
SEIGERTAALET,
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3.84 [OEM_BL #®RiEHE]% 7
70455 LI&EEAET [Signature] s#IREFIC. OEM Bootloader Key# AH L F T,

Z[EAsF OEM_BLEEEF)l -k OEM_BLIZARE
QEM_BLISEFE T

2
(1) =@ =l
D :E?—ﬁ' 00112233445566775800AABBCCDDEEFFO011223 3445566 778800AABBCCD A
DEEFF .| €03
QagrEE] 2nIr == | €=4)
OEM _BLESEH-EE
(5) =» -
@774l == ] +©

73800A ABBCCDDEEFF0011 667782309AABBCCDDEEFF <+=(7)
001122334455667 7 WA ABBCCDDEEFFO01122334455667 788998 ABBCCDDEEFF
00112233445566778899AABBCCDDEEFFO0112233445566778899AABBCCDDEEFF <+ (8)
00112233445566778899AABBCCDDEEFFO0112233445566778899AABBCCDDEEFF

3.28 |[OEM_BL i#iI#]> 7

No | IEH 5 EA
(1) | OEM_BL#&:F# | OEM_BLIZIMZRD A HAEERIR
i T774)L) BIRE: QIIBI7AILEAALET,

ANTERER TEXT—4%1 BRE: Q)ICROFEXT—2ZANLES,
TELBZEEA] BIRE : @)CERSIERBOEATFALEEEELET,

2 | Z7A41L OEM_BLIRFIMEROE I 7M1 ILERELET,
BO7AINVIELAHABEREZELCPEMI 7M. TXRA R T 7 AL THERFN
*txtDIZ7AI, HLLIE. NAMF VT 7AILT, VaRFN* . keyD T 7ML
AIEERRET T,

PEM7 7 4 L& $5E KX, OEM_BLIZEIABRBDOAHIIFETY,

3) | EXT—% (MT MEXT—4% ] #BRLI-EGE. FXOBT—FF16EHMTAALET,
OEM_BLIRIEFZ # hisecp256r1 DG & (X, MBEBOY A X, 32/ FDT—4
ZAALTLESLY,

4) |HATZ7AL ()T TELE=EAl 28RLIEEE. YV—ILATRT—2ZERLET. Y—IL
NTERLEEXRBT—IOHEAT7AILERELET,
HATEIEXRI7AIIE. TEFR I F7ANLELLENCFT Y T 7AILEIEE
ARET Y,

NHRBEEBFICERL. BEL=7 74 IILAICAREIE_public, MERX private
G274V ERALET,
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No |IEH B
(5) | OEM_BL#&:E% | OEM_BLRIEABIE DA DA EEER
R T274)L] BiREE : GBI 7MILEAALET,
ANFEER TEXTF—4 ] BN 7)EG)IBOEXT—2ZANLET,
6) | Z7AIL OEM_BL{RFEAFBOBE I 7 ILEZRELET,
BIO7ANIF. NAF YT 7AILTHERFNkeyD 7704 IIL, L LLFTHFR
T7AIILTHRRF* . txtD T 7 A ILHIEERIAET T,
(7) | Qx (5)T IEXT—% ] %#FIRLIHA. OEM BLAKBQXD TR T—42 16
TADLET,
8 | Qy (5)T IMEXT—41 &R LI5S, OEM_BLAREBQYDFEXET—45 21615
TADLFET,
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3.9 [DOTF]% 7

Z DA T T. Decryption On-The-Fly(DOTF)BEEZEEH LI R Y X T/N\A A CHERAIGEERI—Y TRT S A
DESEETVET,

Decryption On-The-FlyZ BT 3(03, OSPINL 3B A FATYCESLanI-K/T-9E7075 L3 2B ENBYET.
SERERAT A A0)N-FIIFI- TV AT ESELTSEL.

o M=o L =
(2) > BEtT 31 A-JOTFLAZEEH LT A
® =795k ® FxAA-ZEEL <= (3)
OESLTFLA O FELASETE (hex) | 80000000
0000000
OFFFFFFF
1A-URES{E
(4) =) as12 v
@71 | =%
OFX7-F | 00112233445566778800AABBCCDDEEFFO0112233445566778899A ABBCCDDEEFF
v
—p @ IHEAREEEETD
(5) EEIERER (16/(4 b, {1008y MEERE) | 00112233445566778899AABBCCDDEEFF
(6) mupp | ESLAA-T: BHE..
——
HATA-STFLAEIIT Y
Ty | @ ANTFNOPELAERR [ |ESELET-SUADEEL FXT-IEEHD
( ) OBE®TFFLA0

(8) N I EEAA-JTIr L ER I

3.29 [DOTF]% 7

No EH
(1) | FRAA—2
(2) == o i

259
ESLT B4 A—VEBLE P O—S XY I 7 A NERELET,
(THESNET 7 { LAOES LT SHEEEELET.
HMI$3.9.1 MSLBAESML TS,

RIS T—5 2RET 54 L ERTET ST FLAEHELET,
BMI$3.92 EERT FLRESELTEEL,

ES L CHAT SRERELET.

BMI$393 1 A—UHBLRESBLT L,

(3) BEET FLR

(4) A4 A =TSR

A IVER

(5) \Y, EESL THEAT SnonceflEZHEELET .
FHHIE3.94 IVESHR LT IZELY,
(6) EEES A= EEESNI=T—2ADHEAT7AILBEEELET,
(7) HAAA—=DDT R | BATE27740L0F T avERELET,
LREQVTUY HMIE3.95 HAAM A= T RLREQAVTUYESEBLTLCESL,
(8) EEIEA A—T7 | (B)THELEBEIEAA—SI7AILEERLET,

R20UT5349JJ0106 Rev.1.06
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3.9.1 &=L EE
ARSNEEXA A—CT7 A LATHESET 2EEEETLET,

LT 51 A-JOTFLAEEH
T-FESL
ESLTELA

BES
=

MMMMMMMM

3.30 HES{LEE

No |IEH At BA

(1) | BSEHEEER | (27285t ERE : EXAA—CTANSIEZI7MLOET -3 %
EEELET. (E1)

MESIE7 FLR] BRE : EXA A—CTANSNET 7/ ILNTQR)THEES
h-ERZEESIELES. (VF2)

FLR-ADT RLRAZAALTLEEL,

(2) | ESICEEE MESERE” FLRI  BSEERIET 57 FLRAZRELET,
MESERTY FLRI (BEEEERTIS7 FLRAERELET,
BT FLRIZ16/NA b T SA 07 FLAR, 8TT7 FLRIZ6NA b T S4 07

1 AAT7AILDORABT FLA, TT7 FLAMMGNS b7 S53A4 RN TLENMES., 3 LI
ARNAA=DRIZT=EHBLGVTYTHHLH5E. BSLERRT 2EERNICT—2 BNA VBRI,

00DT—ETT—2EHMELET,

F2: BESNETUTRIZAASNA A—DDT =20 E NI Y THHBHE. 00T —2TT—4%

HELES,

R20UT5349JJ0106 Rev.1.06 RENESAS
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3.9.2 BXSET FLR

Ek L TR A

CEEZSTw
(1) = b0 prpaEs e

BODDO00D <= (2)

331 EFEET FLZR

No |IEH E5EA
(1) |&EmEXET7 FLXR TEXAA—DERLL ERE : FXAA—CTANSNET FLREGELET
LN FLRELTHEELET,

7 RLRIEE] BIRE . EESNE7 RLRFGELET FLRELTIEELE
+

(2) |&EEXETFLR | ()T 7 FLRIEE] Z:EREIC. BELETETOTILDNGEEINDST FLR
FHRELET.
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3.9.3 A4 A —DHESEEE
TF—LYITAA—CERS LT AL EICERATART A EEELET,

1A-UES{a
(D) =

® 771l =2, |4=(3)

00112233445566778899AABBCCDDEEFFO01122334455667 78899AABBCCDDEEFF I
<= (4)

2) =»

O FxT-5

332 A A—TmEEIEHE

No |IEH At BA

(1) | BREE EEIETHERAYTIRREEELEY,
FAES128] . TAES192) . TAES256]1 M HiEERAETY

(2 |BOI+—T v b | A A=—CHBEILBOANAEEER
F274)L] #REF: QB I 7/ ILEAALFET,
TEXT—4 ] #IRF : QICBOEXT—42FANLET,

@ | 727141 QT 774 IL] ZRIRE, A A—CHEELBOBI7AILERELET, N
AF) T F7AIT, BERFH* . key. HLLIETFRA T 7AMILT, HLEFH
*txtD I 7 A ILDIEEREETT .

4) | FXT—% QT MEXT—4%] ZBRLIGE. FEXOBT—2Z16EHTANLET,
(WTERRLEBRIZADODEEYSA XDBT—FZAHLTLESL,

3.94 \Y
T7—LITTAA—DFBEILT S EEFIFERAT SIV(CounterB)Z8ELET,

1V
® LB EAREEERT 1
(1) =» O?%E{IEEE%UEIVF_.J:i'ﬁwD:"JFEE.EHJI 00112233445566776899AABBCCDDEEFF I < (2)

333 IV

No | IEH Bl

(1) |[VDI7+—Ty | I7—LIxT7A*A—DFBEEILT S L EIZERAT Sinitial Vector(E 1R
N TELERAE R HRE X AT 51 BIRE . V—ILOELBERBEENSIVEER L E
—a—o

MfEEEEFEA] FEIRE : QICAAShEEAFTYT—2E2FEALET,

(2 |ExEE=FER (1) T MEEELFER] Z:&IREE. CZICADSINTZED LAI100bitEES LRI
Initial Vector& LTHERALET, 168, EVIIOTAT7oT74—< Y ETARD
LTLEEELY,
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3.9.5 HAA A—=DF7 FLREQVTUY

PR —
—_—f -~ g

@ ANTFNOTELAEER] | EE Ll SUANEEL. FXFEED3 le—(2)

() =» lommrivao

334 WAHAA—OUFTRFLREIVTUY

No |IHEH Bl

(1) | ZELADIEEE |HATEZAA—CI7AILDT7 RLRAEEELET,

TARAT7ANLDT FLRAZER] BIRE : HAT 74 ILOBRKRT FLRIZA
WENE=T7ALVERLCT RLRZRELET,

MBI 7 FLR 01 BIREF: HAT7 74 ILORART FLRAIFOFEHICEE L F
ED

(2) |BEBIELE=T— |(1) TTAATZZ7AILOT7 FLAERL] #RIRE, AEEe%BIRAEETT,
A L5 FE L FrvORYIRICTFz I EANIGEE., ANWT 74T, BEILTRERE
2. EXT—4 |SNOT—2EFEXT—20DFEFE. HAT7AIICEDDIENTEET,
EEH5
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3.10 [SFP12 7

ZMA TTIE. Secure Factory Programming#fE TEZFRAL - HOD T AT T LENTA—RIFREESFIEL
T. Z274ILHALET,

Tr-hITPA AU FATICE A SN LA A-VES L ETES LT IILT. R2ET05I0 T EERYET.
SEEERET A ADN-FUIFP1I- Y aPLESELTUEN.

IP-hIITA A5 AJ-UESE Nonce ALZKEY AL1_KEY

PFAFTOISI T T ICEDIFLIF- LI/ A- TR ATERLET.
FlELTIE. I3y A=, OEMT-FO-F—, EFa 7 A-T, SR Fa T A-URENBYZT.

FRAA-T 8.

(1) =»

Trd &

(2 "VIE $DLM/ALAT—F OEM PLOwith AL2_KEY and AL1_KEY ~ I

(3) =P |2F27TOTZ2 7774

(4) - PFAFIOIS T IrIER

3.35[SFP]% 7
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No

1EH

FitEA

(1)

[Z7—LDTTA*

[Nonce]
[AL2_KEY]
[AL1_KEY]
27

Secure Factory Programming?7 7 4 WVERRIERT 28 ET—2 % AHL
7,

[Z7—LITTA A=D1 TOEHMEIN01 [T 7—LITTAA—D]42
TH#SHBLTESL,

[f A —TREELE] S TDEMIEL3.10.2[1 * —CHEELE]Z2 T28HBELT
kAW

[Nonce] 2 7 M$#H(£3.10.3 [Nonce] 2 TEZSHB L TL LY,

[AL2_KEY] # 7D #1(%3.10.4 [AL2 KEY]Z T&#SBLTL L,
[AL1_KEY] # 7D #(%3.10.5 [AL1 KEY]Z 7Z#SBL T,

)

B2 DLMAL X7
— b

DLMEBB EEHREBELET,
BIRATEELRTEDHMIEIE -1M1ESEBLTLESL,

®)

txaF77as5=

Secure Factory Programming 7 7 4/ LDH A/ R ELFTIEHBELET,

VI 7AIL
(4) Xa7FA553 | (1)~3)THE L1=1EE TSecure Factory Programming 7 7 /4 L& £/ L
DG ITFAIVER EXID

£ 3-11 ZRDLM/ALRT— k

EIRIER

FitEA

OEM PLO with AL2_KEY and AL1_KEY

PLONDEREM DAL AL1REEAH

OEM PLO with AL2_KEY

PLONDEREN DAL2RE A H
AL1_KEY% JRERAFRAIZHYET,

LCK_BOOT

LCK_BOOT
AL2_KEY, AL1_KEY#% JIZERFTIZHY £,
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3.10.1 [Z7—L7IT7A*A=D)2 T
EEILT 277 MILERELES,

Tr-LIIFPA A5 {J)-TUESLE Nonce ALZKEY AL1_KEY

PXaTIOISI T IANCED I FLIP- LI/ A- SR TN TERLET.
FlELTE. 7590 A-3%, OEMT 05—, FFa P4 A=, ST A-URENEYET.

(1) =Es 43 SE..

Irfll&

LIRS IR | w-
-t

336 [F7—LIITAA—U]RT

No | IEH Eli):

(1) | EXA A= EEtd 21— TOSSLERELET,
BBARIUTI7AIILERIRL, BMKRZ > T—EIZTT7AILEEBMLET, —
EDHIRAR2 > TEBMLI7 7 ILEHIBRTEET,

BRI 7AIILETHEEARTY,
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3.10.2 [ A —DBESLi]) 2 T

T7—LIIT7AA—CDBEILTHERAT IRLELUIC, TORDESIETERT IV, UFPK, W-UFPK

EEELEY.

Tr—hBI P -5 A ARSI MNonce ALZ KEY ALT_KEY
874 (AES-128)

(1) _’@j?-f;b £8.. < (2)
OF7-5 00112233445566778899AABBCCDDEEFF <« 3
& A 5;5';.
O ELEEERY LTIl <« (4
v
® ELEEREEEERTD |
(5) =» O smrmEeEmTs 16/i/h By o7 7] 00112233445566778890AABBCCDDEEFF <= (6)
(7)  mpUFPKTFA L ==.|
(8) mppW-UFPKIP )L 5.

337 [MA—TREELR2 T
No | IEH B
(1) | ®#T—% A—HTOTS L, NFA—FEROESILETHERT HAES128bitET—42 %
BELET.
[J74)) 2R - QTHEI7AILERELET.
TEXT—4] B8R Q) TAALIEAFYT—H2ZEHRLELTHEALE
E
MELBEER 2BRE BT Z2EHBERLFET, G)TEBHERT S
T—RDIT7ANBERNNRERELET,
2 |#BT—4 (MT To74IL] &BIREE, AES128bitlET—2 77 A ILEHRELET,
74 NAFY(x.key)s HBLLIETHFR I 7AIL(* . txt)DI/EMNAEETT,
) |®’T—4% (1)T TEXT—4 ] #RIREE, AES128bitEEAFHT—E2TANLET,
EXT—4
4) |#BT—4 (1)T TELBAERMEELZHERT 51 28R, BRERTHIRT DT 74
EEEHER WEBEHDNREERELET,
5) [ IV BT — 2 BT 5HOMERIERI 2 EBIRLET,
FELEAEREEE AT 51 BIRE : YV—ILOEBI SIVEERLET,
MEEfE#ERT 51 BIRE : B)ITAASNIEAFYT—2ZFRBLET,
6) | IV (5)T THEEEEFERT 5] BIRE, CCICAHNSh-EEZRT—42ESE
IEEEZFERT S [CHHIERY 2 E LTHEALETS,
(7) | UFPK File EEEICERAT AUFPKZ 7/ ILEEIRLET,
(8) | W-UFPK File W-UFPKZ 7 4 JLEEIRLET,
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3.10.3 [Nonce]2 7
INTA—=RBERPI—YTOT S LDOEEILICFERT LAY 2{EXIEELET,

JP-LIIFAA-3 A A-UEES{L@ Monce AL2 KEY AL1KEY

v (J05F2251(54-5)
CEE TR ]

(1)=> O ETERERTD 204k, ;"'ﬁlﬁ'ﬁyjl 001122334455667TBE00AABE |4- (2)
IV (I7=LADITAA-3)
OEEET T T |
(3)=» O BEEEERTD (12/(1F, :";'ﬁI:J?'ﬁF:JZII 00112233445566778899AABB I{- 4)
3.38 [Nonce]% 7
No |IEH B
(1) | MFTBRTS20518 | RS A2 EROBSIZERT MR 2 2BRLET .
SA—A) TELBE AR 51 BIRE . Y—ILOEEL SIVEERLET,
MfEEMEEFEAT 51 BIRE : QICAASINIAXIYT—2ZFEALET,
(2 |M(TRTZ2o7/8 | ()T HEEMEZERT S EIREE, CZICANShIEE. T A—21E#H
SA—A) BT SEHDOWEIER Y 2L LTHEALET,
IEEEZFERAYT S
B) |M(Z7—L9zT7A | A—HTOJSLDOEESILICHERT UL ZEZRIRLET,
A=) TELBE AR 51 BIRE . Y—ILOEEL SIVEERLET,
MEEEZEFEAT 51 BIRE : QICAASINIEAXIYT—2ZFEALET,
4) |M(Z7—LHzT74 |(3)T MEEMEZFERAT ] BERE., CCICANShEEZ, 12— T0J3
A=) LEBEILT HEHOMBPIERI 2 ELTHERALET,
IEEEZFERAYT D
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3.10.4

[AL2_KEY]%2 7
AL2 KEYTHEEILT AL ZIERATABT—2ZEELET,

TF—MADIITFAA—% AA—TEES{E#E MNonce ALZKEY AL1_KEY

#2575

® 7L

1) - OFxz7—4 00112233445566778899AABBCCDDEEFF <+ (3)
O s zEEEl #HTL = e @
IV
® SRR EERTS |
(5) =l EEERERTS 16/ Pyi 177 00112233045586778800ABBCCDDEEFF ()
3.39 [AL2_KEY]% 7
No | IEH B
(1) |#7T—% AL2_KEYDREBIL THEFAY HAES128bitlE T — 2 ZIEELF T
(o74)0) #2Res - QQTRIFAILEHBELFET,
TEXT—4] ZBREF Q) TAALIAFHYT—2ZBELTERALE
ER
MELKEFERA] 28R BT —2Z8HERLFET . Q) TEHERT S8
T—ADIT7ANBEHNINRERELEFS,
2 |B#T—% (MT IT774)L) %:EREF. AES128bitET—2 77 A ILEHRELET,
274 NAFY(x.key)s HBLLIETHFR I 7AIL(* . txt)DI/EMNATEETT,
B) | ®BT—% (T T EXT—4 1 #ZIREF. AES128bitEEANFT Y T—2TAALET,
EXT—4
4) | BT—% (MT TELBZEFER] 22, BBERTEIRT 20T 7/ LB EH AN
EHEEA RAEHRELFEYS,
(5) | IV AL2_KEYDREFLIZHERT MR 2 #ERLFT,
MELBAEREREZ AT 51 EIRE : Y—ILOEBMNOIVEER
MHEEMBZEHERAT 51 BIRE : B)CAAShIEAFH T2 EEA
6) | IV (5)T MEEExHERT 5] B, CJITAHShfEZAL2_ KEYZEES1E
HEMBZEAT S IEHRDMPERy 2 ELTHEALET,
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3.10.5

[AL1_KEY]%2 7
AL1 KEYTHRESItT 5L EICERT IR T —2EEBELET .

(1)

(5) =p |®@EBERmEEEERTS |
O EEEERERTS 1601k I:"w{f:}—?r'{?‘/i 00112233445566773399AABBCCDDEEFF

TF—LIIFAA—5 AA—TBES{EEE Nonce AL2 KEY ALI1_KEY
254

®I7 4L
OFXF—5

O ELEEERY 2074

S ()
<+« (3
S b I CY

00112233445566778899AABBCCDDEERF

v

le ©)

340 [AL1_KEY]% J
No | IHB B
1 | 8#T—4 AL1_ KEYDREES L THEAT HAES128bitiE T — 2 ZHELE T,
T274)L] %&REE - QTHRIFAILEEELET,
[EXT—4] #BiREE Q) TADALEAFYT—22RBLELTHEALE
ER
MELB =R 28RE BT ZEHBERLFET . ) TEBHERT S
BT—A3DT7AINBEHNNRERELET,
2) |g#gT—4 (MT 774 )L] %2R, AES128bitlET—2 77 M ILEIRELE T,
274l T7AIWATADEGEE. N F ) (*.key). BLLETFR T 7ML
(*.txt)DIBEMAEETY,
() | #T—% (T TEXT—4] %8RB, AES128bitlEEANFXF Y T—F2 TAHILE
EXT—H ERE
4) | BT—% ()T TELBZFER] 2R, BRERTIBT 20T 7MIILEEED
B EER NREFRELFET,
(5) | IV AL1_KEYDESEIZERT MR 2 EE8IRLET,
FELBERBEEEERAT 51 EIREF . Y—ILOEED SIVEER
MEEEEERT 51 BIRE : B)ITAASNEATYT—2ZEH
6) |1V (5)T MEEEZFERYT 51 BIRKF., CJITARNSNIEZ. AL1_KEYZHEE
IEEEEFERT ST BN 2 ELTHERALET,
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4. CLI #¥gEEREA

41  AXUERZAUEX

(63|

skmt.exe [command] [options..]

FoATUR ATV ar NIA—BORXFIXFORBELER A

#x 41 AT KSAUEX

IEH B
skmt.exe ETI7740L%
command M ELE-ALIRESIATURTY,
option... "M ERIEDSRESF T3 T,
- WMEICHE LTS A= ZHBELTLIESLY,
- D7 A IR/ ER/NRITHIE L TWET,
4.2 av>Uk

DTFRICOTU RERLET,

#* 42 av k—

avy kR £ BA

genufpk UFPKZ 7 A LEERLET,
FThBEICIEa VY —)LICER LF-UFPKERRLET,

genkuk KUKZ7AILEERLET,
FBDIBFICIEa Y Y —LICKUKERRLET,

genkey 1—HYRELUDLMBEFRESIELT, 27/ ILHALETS,
BB ZIEa > Y —ILIZW-UFPK, IVE & UEncrypted key(MACZ & 1) %
®RLET,

gencert First Stage Bootloader(FSBL)HREZ & L f )L R Y X T/3\4 X THERAT

BEGSREEAE & o — FRERAZDERZITVVET,

encdotf Decryption On-The-Fly(DOTF)#8E #& L =)L r Y R T/3A R THEMAT
BER1—YT0J 5 LDOBELETLET,

encsfp Secure Factory Programming(SFP)#EEZ 188 L ;)L R Y X T/ A TfE
RAAlEEE 11— 7075 LADOBEIEETVET,

enctsip TSIPEFERLfzEFa77yIT— b, 2702 b)—TOFGS53I25T
FHT L7055 LOBEILEITVET,

calcresponse Challenge & Response FRFID L ARV REFEE LTIV Y —ILICH
ALET,

H LT
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AY—=ILIE, BHEOIT7ANLEA TIZRHIBELTWET, 7274 ILEDHRFTCEHHND I 7M1 ILEXEIRE
LEIT (R 4-38H), /SR ERA/SRDOEAICHIE L TLET,

R 43 T74IVDIEEEEHLEF

27 1ILDEE Hi3RF B

NAFIVRT—4 * . key RKY—ILDBH AN SN DUFPKOIEERT—2 R ED/N1F 1)
T—2774)

Renesas key file * . rkey RFPA1I—H8E L IDLMED X127 HBEODI Py
O3 VITHERAT 577 4 L (—EBOMCUMPUDHHK— )

ErA—SAFHT7AI)L | *.mot, EbO—SAFHTFAIL

*.srec

NAF)T—4 *.bin NATYT—R2T74)L

CY—R,. ANyFIT7AJ)L | *x.c, *.h CY—R . ANYET7A)

TE¥RALTF7AIL * L txt AsCiiXFTEMMBST 7ML

PEMZ 74 L *  pem x509 ASN.1F—%Base64 TL>a—FKL=7714 /L,

RSUZ 74 L * . rsu TSIP Firmware Update TER SN B4 A—T 74 )L,

Secure Factory * . sfp Secure Factory Programming#gE THEAINDSA A—C T 74 )L,

Programming file
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43 genufpkavY K 73V

%= 4-4genufpk A T3>

AT ay | "SA—4 |

ufpk Hex data UFPKTHERT 5. 3281 tDNAF ) T—2EBELET,

AA T aVITEBEARETT, A4 T a VA LEZGE. Y—ILINTER
LS VA LEZUFPKE LTHERALET ., [E]

output File Path HOT77ALVBEEELET,

AATLaVITEBARETT, A4 T a3 EEKRLIBE,. BTER%E0
UV —=IVITHALET,

nooverwrite | 73 L AA T aVITEBEARETT, A4 TP aVEEl. HAT7 7/ ULDEFEET
558, T5—ITHYFET,
EY—ILHTERT 5T VA LMEFTAGEBEEZRIETHLOTEHY FE A

ufpkz 72 3 UEROERAA :
> skmt.exe /genufpk
/ufpk "00112233445566778899aabbccddeeff00112233445566778899aabbccddeeff"
/output "D:¥example¥ufpk.key"
ufpk#d 72 3 U HIREEDO R :
> skmt.exe /genufpk /output "D:¥example¥ufpk.key"
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44 genkuk ATV K A7 av
& 4-5genkuk 7 3>
*Fvar | R"SA—4% | A

kuk Hex data KUKTERT 5., 32/ bDNAF ) T—2EEBELET,
AATLaVIFERARETT, A4 T3 v EBRLIBE. Y—ILATERL
SO LEEZKUKE LTEALET ., [F)

output File Path HOI77A4ILVBEEELET,

AATL 3 VITEBAETY, K4 T a3V #EBLE-EE. ROERZaY
Y—ILIZHALET,

nooverwrite | 7 L

AA T aVFERARETT . KA T2 a ViEER. HAT7MANEET D
55, TI—ICHRYFET,

T Y—IVATERT I VA LMERTAGEBMEERILT S LDOTESHY FHA,

ufpk#d 7 a RO RS :
> skmt.exe /genkuk "ffeeddccbbaa99887766554433221100ffeeddccbbaa99887766554433221100"
loutput "D:¥example¥kuk.key"
ufpk#z 7> 3 D HBEEE O ERHI

> skmt.exe /genkuk /outp

ut "D:¥example¥kuk.key"
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45 genkey AYV K 73V

genkeyd Y RTIX. UTDA T2 3 UERARIGETT . T—2ANKI6ET—2F=EN1F )T 74
ILWTHELET, 77MILEEETREE. 77AILINRDEE(fle="%DIFTLEE LY,
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%= 4-6genkey ¥ T 3>

AFoay NS A—4A | EREA

iv Hex data/ | 2—H#+ L < [XADLMB DRSS LEFIZE A Sinitialization Vector (IV) T3 (16
File Path N B

AA T3 VIFERAETT, AF T3 VERLIZBE. Y—ILATERL
oA LEXIVELTERLEY, [UE]

ufpk File Path A—H#3 L IIDLMBEDRESLEEICFER T AUFPKIENEMI N7 7ML %
BELET,
kuk#d 7L 3 UHEERIC, ufpkA T a VIREEERRITY,
wufpk File Path Renesas Key Wrap —EXT5 v TSN zUFPKZHRELE T,
kukA 7 3 UHEERIZ, wufpkA T2 a VIREEERAITY,
kuk Hexdata/ | E¥a7HBO7 v TT— FEICERAT IKUKEREELET,
File Path ufpkA 7> a VIEERIC. kukA T a VIREEERRITY,
mcu ASCII FEATHMCUMPUZEIEELET, 451 mcu £ 7 3 VIZEEHE L :zASCIX
FrEELET,
keytype ASCII / 452 keytype T 3 VIZEEH LI=ASCIXF+H L L [X1/34 FDHexT—4
Hex data FHRELET,
key Hexdata/ |DLMBET—423LIE1—VRBT—2FEELET,
File Path ANT BT —EDT+—< v FF453.1HexT—2EHEANESHBL T
AW

AA T3 U REBARTT . A4 TS 3 U ERBEE, Y—LNTERLT:
RFE—SEEALET, 120, AHRESOBEFERTERORAREL
¥, #MlE 4533 keyF T3 0% ESBLTIESL,

filetype ASCII HAOT 2774 ILDIEFEEEELET, 454 filetype T avESHBLT
CfZ&Ly,

AA T a3 UIFEBARETY ., &4 TS 3 v EEEH Doutputh T 3 VIETE
B> . binZ 7AILTHALET,

AATavéoutputA T a v EEREEOY—ILIZEBALET,

address Hex data BEADOTIV 3T BT RLREFREELET, filetype T'mot” #EERFIC
BENBETT,

keyname ASCII filetype T'csource” Z IE ERFICEREMNAIGETT . CY—RELE L EAYF T 7
AILTEELTWS, BERE. EHEL. EREREIEET A EMNARET
ER

keyfileoutput | File Path AATL 3 VILEERIEETT . Keyd T a3 V& HBEBE. Y—ILRTER LT
BT—2DENIREEELET,

output File Path HAZ 74 ILBERELET,
AA T I VIFERAETT, KA T3V 2EBLIZBE. ETHERZIY
V—ILITHALEFET,

nooverwrite | 73 L AA T A VTEBARETT, A4 TP aViEEH. HAT7 7/ IUHFET D
HE. T73—ICKRYET,

F: V—IVATERT 55 VA LMER+ALREBMEEZRILT S5 LDOTESHY FHA,
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ufpkfE FAHI

> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
/Imcu "RA-SCE9" /keytype "AES-128" /key "000102030405060708090A0BOCODOEOF"
[filetype "rfp" /output "D:¥example¥aes128.key"

kuk{sE I :

> skmt.exe /genkey /kuk file="D:¥example¥kuk.key" /mcu "RA-SCE9" /keytype "AES-128" /key
"000102030405060708090A0B0OCODOEOF" /filetype "csource™ /output "D:¥example¥aes128.c"

4.5.1

mcu 73>

mcuz 7> 3 UI&, ASCIXF TMCUMPUDIEFELBEE T O U EHBELET .

R4TmeutrFToay

ASCII &5 BA
RA-RSIP-E51A RA Family RSIP-E51A & a!') 7 1 #6884 L < [EProtected Modef# RFFIZ1ETE
RA-RSIP-E51A-CM RA Family RSIP-E51A Compatibility Modef# FRF Z 35 E
RA-SCE9 RAZ7 =1) SCE9 &) T 1 #8Ed L < [EProtected Modef FFFIZHE5E
RA-SCE9-CM RAZ 7 2 1) SCE9 Compatibility Modef FREFIZ15E
RA-SCE7 RAZ 7 2) SCE7{EARICIERE
RA-SCE5_B RA7 7 3 1) SCE5_Bf#RRFICHEE
RA-SCE5 RAZ 7 2! SCE5(EARICIERE
RX-TSIP RXZ7 7 2 1) TSIP{ERAFIZIEE
RX-TSIPLite RXZ 7 2 1) TSIP-LitefE FRFIZHRRE
RZ-TSIP RZ77 ') TSIPERKICIEE
Synergy-SCE7 Synergy Platform SCE7{# B I8 &
Synergy-SCE5 Synergy Platform SCE5{# FiFFIZ & &
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452 keytype 7 3>

keytyped T avidk, EXaT7HBOA DI a3 vFERETY I T— T 5BOEEEFIEELE
T ZODFATLarTlE, ASCIHEFZIF16EHDO VIO ZEZFEATEET., AIHHEEEHDT-HIZASCI
EHRELET,

FTRTOMCUMPUL TR TOEDIEEEZHR— L THYELEA, ZHEAIZHESIMPUMCUD K5 A /3%
FIVr—30/ — b CIHERATRELGEES7ZILI) X LE CHERCEZIL,

%+ 4-8 DLM EF D 1= DBLHE

ASCII keytype value | %8

DLM-SSD 0x01 DLM®OSSDAR T7— M EREEHE

DLM-NSECSD 0x02 DLMONSECSDR 7— D EREHE
DLM-RMA-REQ 0x03 DLMORMA-REQR T— ~ DERGI#

DLM-AL2 0x01 DLM EBEE L ~JLAL2ER FADR(AL2 Key)
DLM-AL1 0x02 DLM EBEF L ~JLAL1:ER ADH(ALT Key)
DLM-RMA 0x03 DLM RMA_REQR 7— kI D #(RMA_Key)

& 4-9 1—YH# AES

ASCII keytype value | itBA

AES-128 0x05 AES-128bit? #
AES-192 0x06 AES-192bit? #2
AES-256 0x07 AES-256bit?)
AES-128XTS 0x08 AES-128bit XTSD ##
AES-256XTS 0x09 AES-256bit XTSD#

# 4-10 1—H8§ RSA

ASCII keytype value | E#ER

RSA-1024-public 0x0A RSA 1024bitd) 2 B
RSA-1024-private 0x0B RSA 1024bit) F8Z i
RSA-2048-public 0x0C RSA 2048bitd) 23 B
RSA-2048-private 0x0D RSA 2048bit® i 7 i
RSA-3072-public 0xO0E RSA 3072bitd 2\ B
RSA-3072-private 0xOF RSA 3072bit) Fh % i
RSA-4096-public 0x10 RSA 4096bitd) 23 B
RSA-4096-private 0x11 RSA 4096bit®) i 7 i
RSA-2048-public-TLS | Oxfe TLS APIEEDRSA 2048bitd 4 B f2

7E 1 : keytype value Ik BIEEIFTEFEFH A, ASCII TIEEL TL LY,
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#* 4-11 1—H§ ECC

ASCII keytype value | E2B4

secp192r1-public 0x12 ECC NIST P-192(secp192r1)D 1> B #
secp192r1-private 0x13 ECC NIST P-192(secp192r1) D Fi % 2
secp224r1-public 0x14 ECC NIST P-224(secp224r1)D 2B #E
secp224r1-private 0x15 ECC NIST P-224(secp224r1)DF 2§
secp256r1-public 0x16 ECC NIST P-256(secp256r1)D 1> B ##
secp256r1-private 0x17 ECC NIST P-256(secp256r1)DFb7; i
secp384r1-public 0x18 ECC NIST P-384(secp384r1)D 2B #E
secp384r1-private 0x19 ECC NIST P-384(secp384r1) D% §2
secp521r1-public 0x24 ECC NIST P-521(secp521r1)D > B #
secp521r1-private 0x25 ECC NIST P-521 (secp521r1)DinE #E
brainpoolP256r1-public 0x1C ECC brainpoolP256r1 / BAfE
brainpoolP256r1-private | 0x1D ECC brainpoolP256r1 () fi % 2
brainpoolP384r1-public Ox1E ECC brainpoolP384r10 /> B #
brainpoolP384r1-private | Ox1F ECC brainpoolP384r1 M i
brainpoolP512r1-public 0x20 ECC brainpoolP512r1M 2> FA#E
brainpoolP512r1-private | 0x21 ECC brainpoolP512r1 D fi % 2
secp256k1-public 0x22 ECC Koblitz curve secp256k1®M /> BA%E
secp256k1-private 0x23 ECC Koblitz curve secp256k 1M Z i
Ed25519-public 0x26 EJDSA Ed25519 D/ EA%E
Ed25519-private 0x27 EdDSA Ed25519 D%

& 4-12 1—Y§ SHA-HMAC

ASCII keytype value | E%BR

HMAC-SHA1 0x00 [;*) HMAC-SHA1D ##
HMAC-SHA224 0x1A HMAC-SHA224 D §
HMAC-SHA256 0x1B HMAC-SHA256 D $#
HMAC-SHA384 0x28 HMAC-SHA384 M &
HMAC-SHA512 0x29 HMAC-SHA512M ##
HMAC-SHA512-224 0x2a HMAC-SHA512-224 D g
HMAC-SHA512-256 0x2b HMAC-SHA512-256 ™ g

7E i keytype value IZ& BIEEIFTEFEH A, Ascii TEEL TLEZELY,

% 4-13 1—H§ ARC4

ASCII

keytype value

559

ARC4

0x00 [¥]

ARC4 D2

7E keytype value IZ& BIEEIFTEFEH A, Ascii TEEL TS,
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% 4-14 1—4§ DES

ASCII keytype value | E%BH

TDES 0x00 [:F) Triple DESD ##

i keytype value IZ& BIEFEIXTEE A, Ascii TIREL TL LY,

% 4-15 OEM Root Z\Fff

ASCII Keytype value | E%BR

OEM_ROOT_PK O0xFD FSBLEARFIZT /N1 XIT;EA L TH COEM Root AR

% 4-16 Key Update Key

ASCII Keytype value | E%BR
key-update-key OxFF Key Update Key
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453 key 73y

keyZ T avid, EXaT7HBOAM D03 0Ty ITT—rDEHIZ, BDERTFEXODLMBEE =
F1—FREETETEH-OITFERALES., EXE. 16EMDT—R2ZEEANT I, NA(FUD
*.key F77AITHETEET, BOBHBIZEL-TIFH., YV—ILTERT S ELTEET,

4.5.3.1 Hex T— 2 E#AN

EXRE1GET—2 TEEANTHBEF. UTORDE S, EEShi-keytyped T 3 VIZWH LT
DENA MEANTIRELNHYET,

% 4-17 DLM-SSD, DLM-NSECSD, DLM-RMA-REQ, DLM-AL2, DLM-AL1, DLM-RMA

Byte Data
0-15 DLM key data

= 4-18 AES-128

Byte Data
0-15 AES-128bit key data

= 4-19 AES-192

Byte Data
0-23 AES-192bit key data

# 4-20 AES-256

Byte Data
0-31 AES-256bit key data

= 4-21 AES-128XTS

Byte Data
0-15 AES-128bit key1
16-31 AES-128bit key2

F 4-22 AES-256XTS

Byte Data
0-31 AES-256bit key1
32-63 AES-256bit key?2
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#x 4-23 RSA-1024-public

Byte Data
0-127 RSA 1024bit Modulus n
128-131 RSA 1024bit Exponent e

i 4-24 RSA-1024-private

Byte Data
0-127 RSA 1024bit Modulus n
128-255 RSA 1024bit Decryption Exponent d

#x 4-25 RSA-2048-public / RSA-2048-public-TLS

Byte Data
0-255 RSA 2048bit Modulus n
256-259 RSA 2048bit Exponent e

#F 4-26 RSA-2048-private

Byte Data
0-255 RSA 2048bit Modulus n
256-511 RSA 2048bit Decryption Exponent d

#x 4-27 RSA-3072-public

Byte Data
0-383 RSA 3072bit Modulus n
384-387 RSA 3072bit Exponent e

= 4-28 RSA-3072-private

Byte Data
0-383 RSA 3072bit Modulus n
384-767 RSA 3072bit Decryption Exponent d

#x 4-29 RSA-4096-public

Byte Data
0-511 RSA 4096bit Modulus n
512-515 RSA 4096bit Exponent e

#F 4-30 RSA-4096-private

Byte Data
0-511 RSA 4096bit Modulus n
512-1023 RSA 4096bit Decryption Exponent d
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= 4-31 secp192r1-public

Byte

Data

0-23

ECC Public key Qx

24-47

ECC Public key Qy

= 4-32 secp192r1-private

Byte

Data

0-23

ECC Private key d

= 4-33 secp224r1-public

Byte Data
0-27 ECC Public key Qx
28-55 ECC Public key Qy

& 4-34 secp224ri-private

Byte

Data

0-27

ECC Public key d

i 4-35 secp256r1-public / brainpoolP256r1-public / secp256k1-public / OEM_ROOT_PK

Byte Data
0-31 ECC Public key Qx
32-63 ECC Public key Qy

& 4-36 secp256r1-private / brainpoolP256r1-private / secp256k1-private / Ed25519-private

Byte

Data

0-31

ECC Private key d

#F 4-37 secp384r1-public / brainpoolP384r1-public

Byte Data
0-47 ECC Public key Qx
48-95 ECC Public key Qy

= 4-38 secp384r1-private

/ brainpoolP384r1-private

Byte

Data

0-47

ECC Private d

% 4-39 brainpoolP512r1-public

Byte Data
0-63 ECC Public key Qx
64-127 ECC Public key Qy
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& 4-40 brainpoolP512r1-private

Byte Data
0-63 ECC Private key d

#F 4-41 secp521r1-public

Byte Data
0-65 0 Padding(7bit) || ECC Public key Qx [F]
66-131 0 Padding(7bit) || ECC Public key Qy [F]

F: || FEY MERKERLET

= 4-42 secp521r1-private

Byte Data
0-65 0 Padding(7bit) || ECC Private key d [;%]
| FEY FEHEERLET

#x 4-43 Ed25519-public

Byte Data
0-31 sign(1bit) || ECC Public key Qx(255bit) [;F]
F: || FEY MERKERLET

& 4-44 HMAC-SHA1

Byte Data
0-19 HMAC-SHA1 key

& 4-45 HMAC-SHA224

Byte Data
0-27 HMAC-SHA224 key

# 4-46 HMAC-SHA256

Byte Data
0-31 HMAC-SHA256 key

# 4-47 HMAC-SHA384

Byte Data
0-47 HMAC-SHA384 key

& 4-48 HMAC-SHA512 / HMAC-SHA512-224 | HMAC-SHA512-256

Byte Data
0-63 HMAC-SHA512 / 512-224 | 512-256 key
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% 4-49 ARC4
Byte Data
0-255 ARC4 key

& 4-50 TDES
Byte Data
0-7 56bit DES key with odd parity 1 [5¥]
8-15 56bit DES key with odd parity 2 [5F]
16-23 56bit DES key with odd parity 3 [5¥]

E BT 2 7Ot BICHFBNY T4 EDIFTLLEEL,
5l DES key data = 0x00000000000000 — 0x0101010101010101
DES key data = OXFFFFFFFFFFFFFF — OxFEFEFEFEFEFEFEFE

% 4-51 key-update-key

Byte Data
0-31 Key update key
fERHI

> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key

/mcu "RA-SCE9" /keytype "AES-128" /key "000102030405060708090A0B0OCODOEOF"

[ffiletype "rfp" /output "D:¥example¥aes128.rkey"
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453.2 T74ILASD

keyZ 7> a3 TlE. UTDI 7ML IT+—R Y bDIT7AILANEZYR—FLTWET,

& 4-52keyA T3y TJ7AILAA

74 YhsEF T4 —<v k

NAF1) * . key 453 HexT—AEBEAN TRI I74+—I Y bDNAFYT—427D
7AI

TERX K * . txt 453 1HexT—R2EEAN TRT I+—< v bONA FT—5 %16
HASCIXFTCTXFRACT—2 774l

PEM * . pem OpenSSLTHAM ENT-EXMMBOPEMT7 7ML T+ —I Y FDHT
FAINEHRHAHRRETY
F 4-53 PEM7 7 1 LY R— b FEXFRBPEM D 7 A LY HR— ~ FEXR
g TR keytype® IEx FREE D A 15 TE AT RE

& 4-53 PEM 7 7 4 LY R— & FExTFRiE

Algorithm keytype

RSA RSA-1024-private, RSA-1024-public, RSA-2048-private, RSA-2048-public,
RSA-3072-private, RSA-3072-public, RSA-4096-private, RSA-4096-public
RSA-2048-public-TLS

ECC secp256r1-private, secp256r1-public, secp384r1-private, secp384r1-public,
secp521r1-private, secp521r1-public

brainpoolP256r1-private, brainpoolP256r1-public, brainpoolP384r1-private,
brainpoolP384r1-public, brainpoolP512r1-private, brainpoolP512r1-public,
OEM_ROOT_PK

NLF) T 7AILERB -
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RA-SCE9" /keytype "AES-128" /key file="D:¥example¥aes128.key" [filetype "rfp"
Joutput "D:¥example¥aes128.rkey"

THXRRT7AIILERA :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
/Imcu "RA-SCE9" /keytype "AES-128" /key file="D:¥example¥aes128.txt" /filetype "rfp"
loutput "D:¥example¥aes128.rkey"

PEMZ 7 1 JLERHI
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
/mcu "RA-SCE9" /keytype "RSA-2048-private" /key file="D:¥example¥rsa2048.pem"
[filetype "rfp" /output "D:¥example¥rsa2048private.rkey"
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(1) NAFVIT7AILDERFE
FETEIFAINEERTIHBE. AFHITA 2B LLENMFIITA2ZERALTHERLET,
F—RFEYTIUOTFAT7UODHUVTT—R2ERLTLEEL,

UTIZHIZERLET,

- AES128bit DET 7 A ILEERT S5 :
AES 128bit f#27—4 00112233445566778899AABBCCDDEEFF D54

b | | aes128.key I]
I]I]ljljljlje];::-| 00 01 02 03 04 05 06 07 08 09 0Oa Ob Oc 0d O Of

000aoaoao 00 11 22 33 44 55 €6 77 58 9% aa bk cc dd ee ££
00000010

41 AES 128bit 8287 7 1 L E AT Sl

- RSA2048bit AT 7 A ILE LT S

Modulus bad47a84c1782e4dbdd913f2a261fc8b
65838412c6e45a2068ed6d7f16e9cdf4
462b39119563cafb74b9cbf25cfd544b
dae23bff0ebe7f6441042b7e109b9a8a
faa056821ef8efaab219d21d67634847
85622d918d395a2a31f2ece8385a8131
e5ff143314a82e21afd713bae817ccOe
€3514d4839007ccb55d68409c97a18ab
62fa6f9f89b3f94a2777c47d6136775a
56a9a0127f682470bef831fbecdbcd7b
5095a7823fd70745d37d1bf72b63c4b1
b4a3d0581e74bf9ade93cc4614861755
3931a79d92e9e488ef47223ee6f6c061
884b13c9065b591139de13c1€a292749
1ed00fb793cd68f463f5f64baa53916b
46c818ab99706557a1c2d50d232577d1

Exponent 10001
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b | | rsa-2048-public.key X

00000157 00 01 02 03 04 05 06 07 03 0% 0Oa Ob Oc 04 0 OF
00o000oaoo ba d4 Ta 84 cl 78 Z2e 4d bd 49 13 £2 a2 61 fc &
00000010 65 83 54 12 cE e4 5@ 20 6% ed &d 7L le 29 cd £4
00000020 46 2k 3% 11 955 63 ca fb T4 k% ck £f2 5Sc f£4 54 4b
Q0000030 da €2 3b ff 0Oe be 7L 64 41 04 2k 7e 10 Sk %2a &
00000040 fa a0 56 8 le f3 ef aa b2 1% d2 1d &7 63 48 47
00000050 85 82 2d 91 &84 3% 5a 2a 31 f2 ec ed 38 S5a 81 31
000000s0 5 ff 14 33 14 a8 2e 21 af 47 13 ka e% 17 cc Oe
Qoo0ooTo 23 51 4d 48 39 00 Tcch 55 de 34 0% c% Ta 13 ab
00o000oso 62 fa 6f 9f 89 b3 f£9 4a 27 77 cd4 7d 61 36 77 Sa
00o000os0 56 a% a0 12 7f 68 24 70 be £f3 31 fk ec 4k cd Tb
000000a0 50 85 a7 g2 3£ 47 07 45 43 7d 1k £7 2k 83 c4 bl
000000R0 b4 a3 d0 583 1le 74 bf Sa de 93 cc 46 14 86 17 55
000000co 3% 31 a7 9d %2 e% e4 88 ef 47 22 3e e6 £68 c0 61
00o00oodo 8 4k 13 c% 08 5b 59 11 3% de 13 cl ea 29 27 45
000000e0 le 40 0f B7 93 cd €8 £4 &3 £5 f6 4k aa 53 91 &b
Qoo00oLo 46 c& 18 ab 59 70 &5 57 al c2 d5 0d 23 25 77 dl
00000100 00 01 00 01

AAAARTT A

4.2

4.53.3

RSA 2048 AR 7 M ILZEERKT 5451

key 7 7> 3 > DERE

AR RESA UMD key AT a3 VAR I, IBE SNz keytype NAME 7L T XL FEITUT
DERTHEESNFEAFET7ILT) ALDEE. Y—ILIFEHZEZFERALTREERLET,

ERMEDBEIT. BR7IVMERSNTET., BERLELARBEARBICERSN, IBESKETF7AILEAIC
%, ABROESIE public, MERDIZEIE private BMEMEhET, COF T aviEk, TRICETE
XMEEA TOA T a vzt LTOWETS,

keyZ# 7 3 L& EIRT BHI5E. keyfileoutputA T a v EFRLT. EXEOA BT 71 ILEERK
LTLIZELy,

AY—ILHAERT DEHEDERNL S VA LEIIRIESNFRA, KY—ILTERLE-BIE. JOr4
AEVOOTRAFEMTOAMEBLTLESLY,

* 4-54 ERAMBERYR— b keytype

Algorithm keytype
RSA RSA-1024-private, RSA-2048-private, RSA-3072-private, RSA-4096-private
ECC secp256r1-private, secp384r1-private, secp521r1-private,

brainpoolP256r1-private, brainpoolP384r1-private, brainpoolP512r1-private
OEM_ROOT_PK
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454 filetype A 7> 3>

filetyped 7L 3 v TCIIHEAT 74 LK ZEASCIXFTIEELET,
HBEREFIEINAF ) T—R2EHEALET,
B L i=filetype & 7 7 1 LB DR FHA—HLEMES, T5—ITHYFET,

= 4-55 filetype option

ASCII YLk F B
rfp * . rkey Renesas Flash Programmer(RFP) CEAIANH S T 7/ ILEH AL EFT,
Renesas Key File 7 +—< v FOBT—2ZHHLET,
csource | *.c CY—RITFANEANYZT7AILEHALET,
keyname# 7 a3 VEFEATHI L THERE., THE. TEERLEZEFARET
EE
bin *.bin NAFIVT—RIT74ILEHDLET,
mot *.mot NAFTIVT—REZEMO—IAFTHT+—T Yy MILTHALES,
addresst 7> 3 VT, 16EHBHI(B2E Y MDA T7 FLRZFIRELTL &L,

4.5.4.1 filetype =7 3 > rfp {8 ER

Renesas Flash Programmer|Z5% €9 dRenesas Key File 7+ —< v FDBET—2 EZHALFT,
rfp7 74 L HHI :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RA-SCE9" /keytype "AES-128" /key file="D:¥example¥aes128.key" /filetype "rfp"
loutput "D:¥example¥abc.rkey"

4542 filetype - 73 3 > csource {EER
CY—RITFAINEANYTT7AINERALET,

keynameZ4 7L 3V EFATEE. BEKRE. FO—NILEHE. M FHAAEZD—EHEL T, FEEL
fz<keyname>MWMEAINET ., keyname#d T2 a VEFERALGWMEE. TIAIL FOTFIAMNFERAINE
T ChHDF T a VIERORIZET EHY T,

i 4-56 keyname option

keyname % i ¥ keyname % B B
BERA <keyname>_t encrypted_user_key data_t
SO—nNILEHE g_<keyname> g_encrypted_user_key_data
encrypted_user_key/\A{ k4 A <keyname>_SIZE [;¥] ENCRYPTED_KEY_BYTE_SIZE
AE&IE

£ ckeyname A 7L 3 U CHEE L1z Ascii #F AXFT., RELET,
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HATEHCY —RBERBFLUTIZHRYET,

F 457 ufpk T2 3 VEEERD c V—RX 774 LDIEER

name i

559

g_<keyname> <keyname>_t

keytype uint32_t

keytypelEZ R 5 t+¥a )T
1 IO UDIHFE. keytype
value. keytypefEZfER L 4Ly
XA TFAIUPUDBAE
HALET,

shared_key number uint32_t

0Z2HALET, meur 73>
HAVRX-TSIP”4 L < [F"RX-
TSIPLite"MEHEIXFERAL EE
Ao

wufpk[32] uint8_t

wufpkrt 7L 3 U CHEES NI
ExHEHLET,

initial_vector[16] uint8_t

1—H#4 L < IIDLMEBDRES
£ C{#EH L f=Initial Vectorz 5
LEY,

encrypted_user_key uint8_t
[<KEYNAME>_SIZE]

a1—4#E+ L < ISDLMEODRES
fELEHERZHALET,
<KEY_NAME>_SIZEI[Z
Encrypted User Key®D 44 X2
%% Y E9, Encrypted User Key
YA X & 4-61-F 4-70 5
BLTLZEL,

crcl4] uint8_t

keytypeh® 5 encrypted_user_key
MDCRC-32MfEZH NI LET,
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R 4-58kuk 7L a3 VIEEERD cY—R T 71 IILDEER

name Eid B
g_<keyname> <keyname>_t -
keytype uint32_t keytypelEZ R 5 t+Xa )T

1 IO UDEHEE. keytype
value. keytypefEZfER L 4Ly
X1V TAIUODUDIHEEE
HALET,

shared_key number uint32_t 0F#HALET, mecur 73>
M'RX-TSIP’% L < [F"'RX-
TSIPLite"DIBZEIFFERALEFE

Ao

initial_vector[16] uint8_t aA—H§+H L < IEIDLMEDRES
{E THER L f=Initial VectorZ 7
LFEd,

encrypted_user_key uint8_t 1—H8#+ L < IIDLMEDRES

[<KEYNAME>_SIZE] ELEHBREHALET,

<KEYNAME>_SIZE[&Encrypted
User KeyDH 4 XTI Y ET,
Encrypted User Key¥ 4 Xl& &
4-61-F% 4-70 #5HBLTZE
Ly,

crc[4] uint8_t keytypeh® 5 encrypted_user_key
MDCRC-32fEZHALET,

cY—RITF7AIHAH :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RX-TSIP" /keytype "AES-128" /key file="D:¥example¥aes128.key" /filetype "csource"
/keyname "aes128" /output "D:¥example"¥abc.c"
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4543

filetype =73 3 > bin I5ER

NAFYT—E2DIT7A4ILEHALET,
HATBENAF IV T—2DOT—2EHNEUTIZCHYET,

% 4-50 ufpk + 7 3 VIEEHO/NAS T F—4

Byte Data
0 keytype
keytypelBEZERT 52X ) T4 TP U DIFE. keytype value,
keytypelEZ R LGEWEFa T IO UDBZE0EZHILET,
1-3 Reserved (0 padding)
4 shared_key number
0FHALET, mecuxt 72 3 UH"RX-TSIP"H L < [X"RX-TSIPLite" D15
BFFERALELA,
5-7 Reserved (0 padding)
8-39 wufpk
wufpkA T a U THRESA-EZE N LET,
40-55 initial_vector
A—HRE L UDLMBEORESIE THEA L fzInitial Vectors H A LES
56 - (56+N-1) encrypted_user_key
(i) A—HRELUDLMBEZREEL LEREHALET,
(56+N) - 56+N +3 cre
(E] keytypeh Hencrypted_user_key®DCRC-32fEZH AL FET,

¥ TNJ [&. encrypted userkey 4 XTH, F 4-61- & 470 2B L T2,

& 4-60 kuk AT 3 VERERO/NA T T—4

Byte Data
0 keytype
keytypelBZERT H5F¥a T4 TP UDIHFE. keytype value.
keytypelEZFERALEVWEF 2T A I VP UDEHEEZEALET,
1-3 Reserved (0 padding)
4 shared_key number
0FHALET, mecuxt 72 3 UHA"RX-TSIP"H L < [X"RX-TSIPLite" D15
BFFERALELEA,
5-7 Reserved (0 padding)
8-23 initial_vector
21— E L UDLMBORESIE THEA L fzInitial Vectora H A LES
24 - (24+N-1) encrypted_user_key
(i) A—HRELUDLMBEZREEL LEREZHALET,
(24+N) - 24+N +3 crc
(iE] keytypeh 5 encrypted_user_key®CRC-32{EFH AL F T,

£ : TNJ [E. encrypted user key 4«4 XTT,

R 4-61- % 470 25RLTLFZEL,
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binaryZ 7 4 JLH 74 :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu " RX-TSIP" /keytype "AES-128" /key file="D:¥example¥aes128.key" /filetype "bin"
/output "D:¥example¥abc.bin"

4.5.4.4 filetype =73 3 > mot {5 EHF

CDATLaviEk, ErO—FHex 7+ —I v b T 7AILEHALET, Z74ILDT+—T v FE &
4-59 ufpk7F 7L a VIERONAF U T—2 B LUK 4-60 kukA TS 3 VEEEBRONSFTIT—2IHE
ShTWET, T—H2DT7 FLRIX, addresst+ T a U &FEHAL T, 168584 (32EY +) DEEBT K
LRAEHRET DRELNHYFET,

mot7 7 A JLH A1l :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu " RX-TSIP" /keytype "AES-128" /key file="D:¥example¥aes128.key" [filetype "mot"
/address "FFF00000" /output "D:¥example¥abc.mot"
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LITIZ, keytyper 7S 3 »EMDencrypted_user_key sizeZF R LET,

i 4-61 encrypted_user_key size DLM Key

keytype 73> Byte size
DLM-SSD 32
DLM-NSECSD 32
DLM-RMA-REQ 32
DLM-AL2 32
DLM-AL1 32
DLM-RMA 32

i 4-62 encrypted_user_key size AES Key

keytype A a3 v Byte size
AES-128 32
AES-192 48
AES-256 48
AES-128XTS 48
AES-256XTS 80

i 4-63 encrypted_user_key size RSA Key

keytype A a3 v Byte size
RSA-1024-public 160
RSA-1024-private 272
RSA-2048-public 288
RSA-2048-private 528
RSA-3072-public 416
RSA-3072-private 784
RSA-4096-public 544
RSA-4096-private 1040
RSA 2048bit public key for TLS 288
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i 4-64 encrypted_user_key size ECC Key

keytype A a3 v Byte size
secp192r1-public 80
secp192r1-private 48
secp224r1-public 80
secp224r1-private 48
secp256r1-public 80
secp256r1-private 48
secp384r1-public 112
secp384r1-private 64
secp521r1-public 132
secp521r1-private 66
brainpoolP256r1-public 80
brainpoolP256r1-private 48
brainpoolP384r1-public 112
brainpoolP384r1-private 64
brainpoolP512r1-public 144
brainpoolP512r1-private 80
secp256k1-public 80
secp256k1-private 48

i 4-65 encrypted_user_key size Ed25519 Key

keytype A a3 v Byte size
Ed25519-public 48
Ed25519-private 48

% 4-66 encrypted_user_key size HMAC-SHA Key

keytype 73> Byte size
HMAC-SHA1 48
HMAC-SHA224 48
HMAC-SHA256 48
HMAC-SHA384 64
HMAC-SHA512 80
HMAC-SHA512-224 80
HMAC-SHA512-256 80

i 4-67 encrypted_user_key size ARC4 Key

keytype 73> Byte size
ARC4 272
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i 4-68 encrypted_user_key size TDES Key

keytype A a3 v Byte size
TDES 48

& 4-69 encrypted_user_key size OEM_ROOT_PK Key

keytype A a3 v Byte size
OEM_ROOT_PK 80

i 4-70 encrypted_user_key size Key Update Key

keytype 73> Byte size
key-update-key 48
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455 keyfileoutput = 7> 3 >

AR ESA UMD key TV a v EHBLIEGESR. Y—ILES VA LGREERLES. COFTY
AV ERENERBENATILLLETFRA NI 7ALVIRETIEOIERALES., EETDHI7A
IWORRFANAFT Y T—EDIZE* key, TRFAFI7AILDGEE* txtZHWELFET,

COY—ITERTELDIE., AHELE—IOIEMIFRRTDATY ,
FERFBRT DERMITLUT Dkeytyper T 3 v EHHR—FLTVET,

= 471 ERHBERYR— ~ keytype

Algorithm keytype
RSA RSA-1024-private, RSA-2048-private, RSA-3072-private, RSA-4096-private
ECC secp256r1-private, secp384r1-private, secp521r1-private,

brainpoolP256r1-private, brainpoolP384r1-private, brainpoolP512r1-private,
OEM_ROOT_PK

AY—)ILTEREINDEABEODERNLBEIREFIRIISNFFA, KY—ILTERLEEIEZ, TOrEq
EvIBELUVTAMERTOAMERALTL IS,

ERIFRERT EZERM L. /keyfileoutputZi5E L =15 E. MERBD 7 74 IILEAICIE [_private] . ARABED
T7AILAIZIE T_public) AMEmmEnET, HlZIE. "/keyfileoutput abc.key /output abe.rkey "Z#$EE T %
ELUTOIZ7AULDBERINET,

- abc_private.key FEXDWEHBENEMHEINTULET,

- abc_public.key FX DB/ EMINA TS,

-abc_privaterkey MEZEREA VL3 VT HE-ODOBELEINEBOTI AL
-abc_public.rkey AR EA PV 30T 5EHDOBELINIZBOTI7AIL

XHBES T 7 ILHAM -
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RX-SCE9" /keytype "AES-128" [filetype "rfp" /keyfileoutput "D:¥example¥aes.key"
loutput "D:¥example¥abc.rkey"

X FRBEES T 7 1 LH I :
> skmt.exe /genkey /ufpk file="D:¥example¥ufpk.key" /wufpk file="D:¥example¥ufpk_enc.key"
Imcu "RX-TSIP" /keytype "RSA-1024-private" /filetype "bin"
Ikeyfileoutput "D:¥example¥rsa1024.key" /output "D:¥example¥rsa1024_private.bin"
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4.6

enctsipaAav > K A7 a3y

enctsipd Y Y RTIX, UTODFA T3 UAMERTRETT ., T—2ANRIET—F2F=IENA1FT T 74

ILTHERELEY,

% 4-T2enctsipA T a >

T3y INTA—H | EiEA

mode ASCII HATEI7MILDT—274+—T v FEEELET,
¥#HX4.6.1mode A T a3 VESRBLTEELY,

ver Decimal HAFTZ 774 IILICHMNTBRSUANY I DN—Da U EBELET,

data N—23 0(F13 LLIER2ARERIEET T,

AA T aVITEBARETY, EREFII2ZFI/ELET,
HMiZ462ver T a ESBLTLEEEL,

prg File Path EEIET dmotT7 7 A ILEBELET,

prg_sb File Path mode# 72 3 > TfactoryiEERF(Z. BEEILT ZmotT 7 M ILEEHEDEF
A7 7—hrTOT 5 LDOmot77AILERELET,

enckey Hex data prgA 7> a U THRELEzmot7 7 4 LD T—42 %51t 3 5 Session Key & I
ST A-ODREETEELET, (16731 )

session_key | Hex data prgA 7> a v THRE LI=mot7 7 1 LD T—42 #8551t 3 % Session Key #45
ELET, (3231 k)
AATL I VIFERAEETT, AF T 3 VEEBRLIZEE. Y—ILNTER
L=V LEERT—2ELTHEALEYS, [F]

iv_fw Hex data prgA 7L a VU THEE LMot 7 7 A LD T— 32 ZHESLEICFERT S
Initialization Vector (IV) T3 (16734 k),
AA T I VIFERAETT, AF T3 VEEBRLIZEE. Y—ILRNTER
LISV A LEZIVELTHERLEY, [E)

startaddr Hex data prgA 7> a v THRELIZMotZ7 7 1 ILINT., ST 24EEHOMIBT FLR %
BELET, ZRELRIFIONAS FT7SAVEMABBENHY T,

endaddr Hex data prgA 7> a Vv THRELIZMotZ7 74 ILINT., ST 2EEHOKRT7Z FLR%E
BELFET. A7 FLRERT 7 FLRATHEE SN SESLEHOY 1
RIF16/1NA b 754 VERMBDBELHY . LRIFBMBTY,

destaddr Hex data filetype4A 72 3 > T’ mot’ #1EEMIC. BHILLIz2—YTRI S LDEANT
57 FLRZERELFET,

imgflg ASCII / RSUA w #MImage Flags[CA DT HEEEBELEFT,

Hex data F¥M34.6.3imgflg AT a3 U ESBLTLIZELY,

filetype ASCI HATET7MILOBELZEELET .
HMIE4.6.4filetype AT avESBLTLESLY,

output File Path HOT77AIVBEEELET,

nooverwrite | 7L AATL 3 VIFEBRAEETT, KA T a VEER. BHIT77 M IUDEET D

Be. T53—ICRYFET,

F: V—IVATERT S5 v LMERTALREBMEEZRIET S LDOTEHY FHA,
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mode factory&k3EmFDfEFHI :
> skmt.exe /enctsip /mode "factory" /ver "1" /prg "D:¥example¥userprog.mot"
Iprg_sb "D:¥example¥secureboot.mot" /enckey "0123456789ABCDEF0123456789ABCDEF"
Istartaddr "FFF80300" /endaddr "FFFEFFFF" /destaddr "FFF00300"
[filetype "mot" /output "D:¥example¥factory.mot"

mode updateZ% e B D I :
> skmt.exe /enctsip /mode "update" /ver "1" /prg "D:¥example¥userprog.mot"

lenckey "0123456789ABCDEF0123456789ABCDEF"
Istartaddr "FFF80300" /endaddr "FFFEFFFF" /filetype "rsu” /output "D:¥example¥update.rsu"

4.6.1 mode 73>

modext 7> 3 ViE, ASCIXETHAHTAT—2DI7+—< Y rEHEELET,

% 4-73mode A7 3>

ASCII B

factory TIHFEEZFAHEEEL., prg_sbTHEELEEXF27I— OIS LEESELE:
TRY 5 LICRSUERMLIzmot7 74 LEHALET,

T74NLDA *—TIER 4.3moded T 3 > factoryiEERD 7 7 A LERA A —D
ESBLTLESL,

update M5 COFirmware Update#E L. BB L7045 5 ALICRSUZ{FML fz/31 F
Y7740 LLEmotZ 7 A ILEHALET,

T74ANLDA *A—TIEE 4.4moded T2 3 > updateh D filetyped 73 3 “rsuts
EED I 7AILERA A —Y £ L<IE B 4.5moderd 7 3 > updatehD filetype
AT a2 motlBEHD I 7 A IVERA A —DFSHBLTLESLY,
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org 4730 T O£ EH OB

(Mot 774 LA A—) startaddr OxFFF8_0300
endaddr OxFFFE_FFFF
destaddr OxFFFO_0300

RSU Header

OxFFF8_0300
Encrypted Code Flash
data

OXFFFE_FFFF

i

prg_sb ERTI7AIL
(MOtT7A LA A=) (MotZ7AILA A=)

OFS

Data Flash Data Flash

0xFFFO_0000
RSU Header
O0xFFFO_0300
Encrypted Code Flash
data

O0xFFFO_0000
Code Flash 1

OXFFF7_FFFF OXFFF7_FFFF

OxFFFF_0000
- Code Flash 0

Code Flash 0

OFS

OXFFFF_FFFF

43 mode#d 7T 3 factory lEEBD T 7 A ILERA A —
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prg
(MotZ7AILA A=)

OxFFF8_0300

OXFFFE_FFFF

AT 3> TUTOEEEEROH
startaddr OxFFF8_0300
endaddr OxFFFE_FFFF

EHT7AIL
RSU Header+Ecrypted Code Flash
dataD/NAFYT7AIL

RSU Header

Encrypted Code Flash
data

44  mode + 7 3 update D filetype 7 T 3 U rsuiBEED I 7 A ILERA A —

prg
(Mot Z7A LA A=)

OxFFF8_0300 m

OXFFFE_FFFF

FTLar TUTDEZEIEER OB

startaddr OxFFF8_0300 ERT7AIL
endaddr OxFFFE_FFFF (motIZ7AILA A=)
destaddr OxFFFO_0300

0xFFFO_0000
OxFFFO_0300

Encrypted Code Flash
Encrypted Code Flash data
data OXFFF7_FFFF

RSU Header

K 45 mode# 7 3> update D filetype & 7> 3> mot IEERD T 7 A ILERA A —
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46.2

= 4-TARSUAYE V1

ver 773y
verr 7o avlE, HAT BT 74 IILIZHMT BARSUAYZDIN—2 3 U FEELET,

offset Component Contents name Length Note

0x0000 | Header Magic Code 7 “Renesas”

0x0007 Image Flags 1 imgfig &z 7> 3 U CRESNI-{E

0x0008 | Signature | Firmware Verification Type | 32 ASCII “mac-aes128-cmac-with-tsip”

0x0028 Signature size 4 fEH L TLVEEA(0x00),

0x002C Signature 256 A L TLVEHE A(0x00),

0x012C | Option Dataflash Flag 4 A L TULEHA(0x00),

0x0130 Dataflash Start Address 4 fEH L TLVEEA(0x00),

0x0134 Dataflash End Address 4 fEH L TLVEEA(0x00),

0x0138 Image Size 4 A L TLVvEHEA(0x00),

0x013C Reserved 124 All 0x00

0x01B8 Format Type ™ HATZI774LT7+—<T v k
ASCII T"rsu”(0x72, 0x73, 0x75, 0x00) % L < I&
“mot’(0x6D, 0x6F, 0x74, 0x00)

0x01BC v 16 A—H705 5 LEBERFICERALEZIV

0x01CC SessionKey0 1 16 A—4705 5 LESEEFICERL 8% enckey
THESE L1=8

0x01DC SessionKey1 1 16 A—47055 LESEFICERLES
enckey THES1L L =82

0x01EC EEibEnhti-2—5 705 |4 EEltEhiza—Y RIS L+ —HTOIS

SL+MAC DT — KH A4 X LIESIERFICER SNz MACDEFTT— kYA
" 2

0x01FO MAC ™ 16 A—H707 5 LEEEEICER SNz MAC

0x0200 | Descriptor | Sequence Number 4 ol |

0x0204 Start Address 4 A—47045 5 LEEOMBT FLX

0x0208 End Address 4 A—47055LBEEOKRTT7 FLAR

0x020C Execution Address 4 A—H4T07 5 LETHRABT FLAKMT KLR
(BElE{E OxFFFEFFFC)

0x0210 Hardware 1D 4 A L TULVEHA(0x00),

0x0214 Reserved(0x00) 236 -

0x0300 | Application Binary N EEilbEsnfza—4IJns 34

0x0300 | Dataflash Binary M G LTWLWEEA,

+N

[*1] : RX Firmware Update FITV.1.Xx TEZEND *.rsu Z7AMINLTA—<Ty b5 TSIP AICEE LT
/<5)‘—’5‘ _G-a-o
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& 475RSUANY A V2

offset Component Contents name Length Note
0x0000 | Header Magic Code 7 “‘RELFWV2”
0x0007 Reserved 1 A L TULVEHA(0x00),
0x0008 | Signature | Firmware Verification Type | 32 ASCII “mac-aes128-cmac-with-tsip”
0x0028 Signature size 4 R L TULVEHA(0x00),
0x002C Signature 64 A L TULVEHA(0x00),
0x006C | Option Reserved(0x00) 332 -
0x01B8 Format Type ™ 4 HOTBIT74LT+—< Y b
ASCII T"rsu”(0x72, 0x73, 0x75, 0x00) % L < I&
“mot”(0x6D, 0x6F, 0x74, 0x00)
0x01BC IV 16 A—H705 5 LBEEEEICERLEZ IV
0x01CC SessionKey0 1 16 A—H%7045 5 LEBESERFIZERLz8% prog
user key THES{t L 1=
0x01DC SessionKey1 ™ 16 A—HY7045 5 LEESERFIZER L8 % prog
user key THEE{L L =8
0x01EC EEtShi-2a—57n0s |4 EEiltesnfz-a—Y 0y S L+a—HT0s 5
S L+MAC DT — KFH A X LIESERFICER SNz MAC DEFTT— kYA
" 2
0x01FO0 MAC ™ 16 055 LBEBERICER SNz MAC
0x0200 | Descriptor | 7045 LAF—4 ## 4 A—H4TOTISLOT—3H(EK 3N H KN\—
3VTIE1D20OH)
0x0204 BtE7 K L X[0] 4 A—H705 5 LEEOREBET FLR 1 4B
0x0208 T—43 %4 X[0] 4 A—HTA55 LEEOT—294 X148
0x020C BB 7 K L X[1] 4 A—H705 5 LEBOMET FLX 24H
0x0210 T—29 4 X[1] 4 A—HTAJS LEEOT—294 X2 4H
A—H705 5 LEHEORET FLX 3-29 4B
A—H7055 LEHOT 4294 X 3-29 48
0x02F4 BIR7 F L X[30] 4 A—H7045 5 LHEBORMBT FLX 30 4H
0x02F8 T—42 Y4 X[30] 4 A—H705 5 LEEOT—294 X 30 4H
0x02FC Reserved(0x00) 4 -
0x0300 | Application Binary N EElkEShiz2a—Y RIS LA
0x0300 | Dataflash Binary M L TWEEA,
+N

[*1] : RX Firmware Update FITV.2x TEZSND *.rsu Z7AILT+—<v b5 TSIP AIZEE LT
/Qa)‘_’)" —G—a’-o
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4.6.3

imgflg #7232

imgflg4 7> 3 vIl&, BATET 7 A ILIZHHINT HSRSUA Y A DImage Flags 7 « —JL FIZEZRADEFE
ELET., COF T2 a3 TIE, ASCIHEEIF16ERDWNIT NN EFERTEET,

% 4-76imgflg ¥ 7L a >

ASCII & B
blank OxFF A A=VEEIMNTNERA,
testing OXFE A A—=CFT7yTT—rh RIEEES
Installing | OXFC VA A—DDA VR h—)Lth
valid OxF8 T3V —2 a3 UhER
invalid OxFO T T r— 3 UNED
end_of_life | OxEO 7 7T r—< 3 hH End Of Life
4.6.4 filetype 7> 3>

filetype4 7L 3 o CIIE AT 7M1 LR EASCIXETHRELET,
187 Lifiletype &L 7 7 A LA DILBFEFN—HMLABWGEE, T5—ICHBYVET,

i 4-77 filetype option

ASCII YaaRF £RBe
mot *.mot ErO—SAFTHIF—I VDI 7AILEHALET,
rsu *.rsu EEELf-a—YTadSALICRSUAYEZAMLI=NMF ) T—42FHALET,

mode 4+ 7% 3 > % update IEERDHIEERIEETT .
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47 gencertaAvX UK AT 3y

gencerta Y Y RTIE, UTDA T 3 UAERAEETYT, T—2ANKI6ET—2FIET 7ML TERE
LET. F77MILERETDIHE. 774 IL/NADSEIZfile="%D(FTLZELY,

% 4-78 gencert 7 3 (1)

T ay

INSA—4

=i

mode

ASCII

“signature” : ECDSAE & # ALz — FRIAE L BIAHAEF4ERK
LFET,

“CRC” :CRCZEALI-ESHNIREEZ1T S =6HD 31— FEEEA
EDHEERLET,

HMF4.71mode AT aVESBLTLLESL,

loadaddr

Hex data

OEM Bootloader® BB 7 FL XA FHEBELET,

cfsize

Hex data

FRTEZTNARADIA—FITv 2 aDY A XEHBELET,
oembl_size EB&H L. loadaddrh & cfsizeDEBNIZH ST —4
EELAMRIZLET,

ELNFMEEIC DL TIF4.7.2 OEM_BLOESZ £ L < [XCRCEE X
RBEHEE CSRLIEZEL,

oembl_size

Hex data

OEM_BLOY A XERELET, Y4 X(I16/31 k754 84
AE/ELTLESLY,

EZXREHIZDNTIX, 4.7.20EM BLOE®Z + L < [XCRCEE
MR ECSBIEZEL,

ver

Decimal
data

AF T 3 viEmodehV'signature’ DIZFEDNHLETT ,

O— FEEBAEIZEE#EH T HD0EM BLONA—2a v EHEELET,
1~4,294,967 2950 {5 EAIHET T,

ERIFERTES/\—2 3 UIEk. MCUMPUDERRITIRTFEL TLVE
9. MCU/MPU®Hardware User's Manual®t, LL 7 T 45— 3
V) —bEZCBEIIEEL,

oembl

File Path

FSBLAREEX R & § HO0EM BLOE FO—5AFH T 7 A L %1R
ELET,
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% 4-79 gencert 73 3 > (2)

AFoay

INSA—4

FiBA

oembl_private

Hex data /
File Path

AF* T 3 viEmodehV'signature’ DIHFEICHETT,
OEM_BLiZFIMEREZIEELET .

HEXT—A2IEENBE. 32/ FHEXT—42ZANLZET,
774 IADDEE. OEM_BLIRFEMERD /N1 T (* . key). b
LLEFETHFRRIT7AIL(x.txt). 3 LLIERART—INEFEN
BPEM7T7 7 A IL(* .pem)DIBEMNTIRET T,

AA T avEERLIZEHE. Y—IILNETOEM_BLMsecp256r1
DRERTEERLET, [F)

oembl_public

Hex data /
File Path

AF T 3 vigmodehVsignature’ DIBEIZHETY,
OEM_BLARFE AR EHEELE T,

HEXT—A1EENHBE. 64/ FHEXT—42ZANLFET,

T ALAADEBE. Qx. QYOBT—E DA F 1 (*.key). b
LLIETHFERRIT7AIL(> . txt)DIEEMNTTRET T,
oembl_private TPEM 7 7 1 JLA N BF I EBRAIRE TS,

oemroot_private

Hex data /
File Path

AZF T 3 vigmodehVsignature’ DIBEIZHETY,
OEM_BLA&RFE/IL— FBEREEELET,

HEXT—A1EENHBE. 32/ FHEXT—42ZANLFET,
T774ILATDIGEE. OEM_BLESE/L— FREZEBROD /N1 T 1)
(*.key)s HLLIETFRARIZ7AI(*.txt). B LT AFARET
—ANEFENBPEMI 7 A IL(* .pem)DIEEIAIEETT,

oemroot_public

Hex data /
File Path

AF T 3 vigmodehsignature’ DIBEIZHETY,
OEM_BL#&RFE/IL— AR ERELET,
HEXT—A1EENHBE. 64/ FHEXT—42ZANLFET,

TP AILANDEBE. Qx. QYOBRT—E DA F 1 (*.key). b
LLIETHFERRI7AIL(x. txt)DIEEMNARETT,
oemroot_private TPEM 7 7 1 JL A QB IL AR AIRE TS,

output_codecert

File Path

O— FEEAEDH AT 7ALBEEELET,

output_keycert

File Path

AF T 3 vigmodehVsignature’ DIBEIZHETY,
BEIBAEDHE N I 7AILBEER/ELET,

keyfileoutput

File Path

moden\’signature’MiHF& M D. oembl_privated 73 3 L HI&H
2. Y—ILIATHER. EHL1=secp256r1D|R7D T 74 ILEH
ALET, BAT7AILBEEELTLESLY,

F Y—IVATERT S VA LERTALEABMEEZRIET H2LDOTEHY FEA
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mode CRCEXE R D& A :
> skmt.exe /gencert /mode "CRC" /loadaddr "02000000" /oembl_size "1000"
/oembl "D:¥example¥user.mot" /output_codecert "D:¥example¥ccert.bin"

mode signature% 5 B D FAHI :
> skmt.exe /gencert /mode "signature” /loadaddr "02000000" /cfsize "200000" /ver "1"
loembl "D:¥example¥user.mot" /oembl_private file="D:¥example¥is_ec256_priv.pem"
/loemroot_private file="D:¥example¥ms_ec256_priv.pem"
/output_codecert "D:¥example¥ccert.bin" /output_keycert " D:¥example¥kcert.bin"

R20UT5349JJ0106 Rev.1.06 RENESAS Page 109 of 181
Mar.29.24



Security Key Management Tool 4. CLI| ¥Rk

471 mode 73>

mode7 7> 3 vIF. ASCIXFTH AT HAEDEEERELET,

% 4-80mode 7> 3>

ASCII iEA

signature OEM_BLIZE 4T 5 #(OEM_BL#RFI#E)E . OEM_BL#REIH % E 49 5#(OEM_BL
BEEL— hMB)EFEAL T, BEAAE L O— FIEAE T ERLET,
oemroot_private, oemroot_public+ 7 3 > TOEM_BLIRFE/IL— FBR T,
oembl_private, oembl_public+ 7 3 > TOEM BLIRIEERT7H#IBEL TL £ &
LY,

FEBRE D Chain Of TrustD @& (%, FSBLIEREE R T 5T /1 XDUser Manualz =
SBIZEN,

CRC OEM Bootloader®CRC{EXE5tE L. O— FEIBAZOA A/ LET., [F)

E: ICRCI #BELTCO— FIIBAZEZ &M LT-BE. SignerIDICH S —{ELLTCRCEZHALE
9, FSBL Ei#£E— K T’CRC + report measurement”#iR L. OEM_BL &I # % {# /H L 1= measurement
report ZH AL F=LMEEIX. [signature] ZFBATI— FIERAEZERL TS ZELY,
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4.7.2 OEM_BL ®ZE#£ 3 L < [F CRC EHE X R

OEM BLOEZ H L < IICRCEEXRIX. oemblA T 3 v THRESIN=motZ 7 4 )L &oembl_sizex 7
vavécfsizeA T a Vv THRELEIUZhoHEB LA A —SEAICHYET,

4721 oembl_size ## 7 3 VIEER

loadaddr4 7> 3 U THEEESNI=-7 FLAHM Soembl_size DA A —C % ELE L [FICRCEERRIC
LET. ABEShizmotT 7 1 JLICoembl_sizeiEE N DT — 2 DL LVBEIKXOXFFTT—2 Z21BHFET,

5l & L T. loadaddr “02000000”. oembl_size “4000" 5§ ER LU T D3 EZR R L ET .

ARSI Tzmot T 7 A4 LD A A —TH0x02002FFFFE T LA LY

Bl2: A EntzmotdD A A — T H0x02004FFFETH %

BI3: A A ENf=motdD A * —A0x02002000A" 50x02002FFF £ TT— 4 A FETE L ALY

/loadaddr “0x02000000”
Joemblsize “4000”
EEHF

51

0x02003FFF

“ OEM_BL
0x02001FFF E4.CRCEEXNZR

0x02000000

0x02004FFF
0x02004000

OEM_BL Data2 i OEM_BL
= EZ CRCEERR
0x02000000

i3
0X02004FFF \—,
0x02004000 OEM_BL Data4
OEM_BL Data4'
0x02003000

ALL OXFF OEM_BL

0x02001FFF ELZ CRCEEXR
OEM_BL Data3 OEM_BL Data3
0x02000000 -—
X 46  oembl_size # 7L 3 VIEERDER. CRC EEXR
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4722 cfsize 77> 3 L DAHIEER

oembl_size4+ 7 3 VDIEEFEKLI-5E. cemblr T 3 U TCHESN =Mt 7 7/ ILAD,
loadaddrF 7L 3 VCHESINET7 KLAM befsize THESINET Y FZICHIT—2%2EL. C(RCEERNE
ELET,

5l & L T. loadaddr “02000000”, oembl_size “10000" %5 ERFICLI T DA4BIZRRLET .

Bl ARENTzmot T 7 4 LD A A —TH0x02001FF8FE T L MAE Ly

FI2: A A EHt=motdD A * — T H0x020014FFFE TH %

FI3: A A S Ht=motd A * — T H0x02010000LUEICHL T—2 AEEL TS

Bla: AR Eht=motdD 4 * —PH0x02010000F TICT—E2ABFEHELLZVWI ) T7HH S

/loadaddr “02000000” /cfsize “10000" $&5E B
i1

0x02001FFF I

0x02001FF8 OEM_BL
OEM_BL Data 1 OEM_BL Datal B4R . CRCEERE
0x02000000 =
512
0x02014FFF
0x0200FFFF
OEM_BL Data2 eV Bl OEM_BL
- E4.RCEEXRER
0x02000000
153
OEM_BL Data4
0x02014000
0x0200FFFF
0x02001FFF
OEM_BL Data3 OEM_BL Data3 OEM_BL
= = E% ROEEHEZ
0x02000000
ila
0x02014FFF
0x02010000

OEM_BL Data4

OEM_BL Data4'
0x02003000

ALL OXFF OEM_BL
0x02001FFF

EL . CRCEHEXAR
OEM_BL Data3 OEM_BL Data3

4.7 cfsize # 7> a v DHIEEHNDESR. CRCEEXNR
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4.8 encdotf A< > K A7 3 >

encdotfa <> KTIE., UTDA T a o FEATETT, T—2AAF16ET—F2 F=[EmotT7 74 IIL T
BELET, 27MILERETDEE. 774 I/INRDEEBEIfle="¢DITFT,

3 4-81encdotf 7> 3 >

T ay

INDA—4

=i

keytype

ASCII

A9 SAESHESRObItREHEELFT,
FHER 4-8228BL TS,

enckey

Hex data/
File Path

keytyped 7> a3 U THRE LzbitROET—42. FIEB I 7ML %
ELET,
Ft#flX4.8.2enckey T a v ESBLTLIEELY,

nonce

Hex data

EELTHERT HnonceT—2 ZH/ELET, T—2H 41 X(L16byteT
T ANEhtE=FT—2 D LEAI100bitZFnonces LTHEALFET,
AATLaVIFERAETT, AF T3 vEEBLIZEBEE. Y—ILA
THERLES A LE(*E)Enonces LTHEALET,

startaddr

Hex data

ESIEDBRIBT FLRAZEELET, 7 FLAY A XF32bitTY .
AATLaVFEBAIETT. KA TP avaEBLEESE. 774
ERZEESELES . (NF2)

1634 MERDT7 FLAZFHEEL TS,

endaddr

Hex data

EEILDRT7 FLRAZEELET ., 7 FLRAY A X(E32bitTY,
AATLaVIFEBRARETT, KX TP a3 vE#EBLEZBE. 7741
ERERBESIELET, (FE2)

startaddr 7> 3 Uh bendaddrt 7L 3 D CHRELEZI U 7OH A
AHM6/83A FERIICHEDESIZ7 FLRAZHEELTLEEL,

prg

File Path

ESIET B 77 MILEEELES,

output

File Path

HAZ7ALEEEELET,

motaddr0

7L

AT a3 iEER. HATI2mot7 7 ILOT7 RLADBET KL
#0ICLET,

A* T 3 VIRERIL. incplaint 7 3 U E K Udestaddri 7> 3 >
FIEETETEEA,

incplain

L

startaddr4 72 3 V% 5 UZendaddrA 7S 3 VS ERIC. BEE1bxt
RUNDT—REHENT7AILIZDHT, F7A4ILEALET,
AT 3 VIEEEE. motaddroA 72 3 VIFIEETEEH A

destaddr

Hex data

EEILT 5T —FDEELT FLREFBELET,

BRESE 7 FLRIE, BBEIEED A D 2 TR28bitITERALET,
AATL I VIFERAEETT, A T3 VLB LIZEE. BSLE
BEDEET FLRAZERERET FLRELET,

AA T 3 VIEERKIE. motaddroA 7S 3 VITIEETEFE A

E1: Y—ILNTERT 35 VA LERTAEEHEERIETIIDTIEHY TEA,
¥ 2:/staraddr /endaddr A 7S 3 U EEELI-BAE,. 774 ILEREHBELELET, T—E0NEVITYTHELY
2. BB7 FLAR, 8T7Z FLAR16 /181 b7 54 VERNTWVEWNES, Ox00 TT—42 2T LTI,
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S-S LSRR E B
> skmt.exe /encdotf /keytype "AES-128" /enckey "000102030405060708090A0B0OCODOEOF"
/nonce "00112233445566778890000000" /startaddr "80000000" /endaddr "80000FFF"
Iprg "D:¥work¥program.srec” /incplain /output "D:¥work¥dotf_program.srec”

RSB EHEE L &LVl -
> skmt.exe /encdotf /keytype "AES-128" /enckey "000102030405060708090A0B0OCODOEOF"
/nonce "00112233445566778890000000" /prg "D:¥work¥program.srec"
/output "D:¥work¥dotf_program.srec"
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4.8.1 keytype =7 3>

keytype#d 7> 3 UiE, BELTHERATIROEESLZ. ASCITIEELET,

= 4-82 BEEIED-HDER

ASCII iEA

AES-128 BER128bitDAESIRZHRE LFET .
AES-192 BER192bItDAESIEZEHTE LET .
AES-256 B R256bitMAESIEZHTE LET .

4.8.2 enckey =7 3>
enckey4r 7o avid, AFHT—EARTFAILEEBELET,

keytype = 73 3 U TIHRE SNz ASCI XFIZHWL., UTDIT+—I v bDT—R2F=IINAF ) T74
W TERFI7ANLEELET, T—2ANFLEETFANIZAILAIDEEIE, 184 L% 16
ASCII XFFITRELET,

#* 4-83 AES-128

Bytes

Data

0-15

AES-128bit key data

# 4-84 AES-192

Bytes

Data

0-23

AES-192bit key data

# 4-85 AES-256

Bytes Data
0-31 AES-256bit key data
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49 encsfpa~v> K A7 3>

encsfpa Yy KTIX, UTDA T 3 N EREETYT ., T—2AAFI6ET—2F=IFNA4F U774
ILTHEELET., 77MILEEETIEBE. T7AILNRADEEIfile="Z2DIFTLEELY,

% 4-86encsfp AT 3 (1)

r7Fay INTA—R | iR
mcu ASCII Secure Factory Programming%#7R— k3 5MCUY v TIE#HREIEELE T,
49.1mcu 7L a3 VIZEE LZASCIXFTHRELET,
enckey Hexdata/ | A—%704J 3L, NTA—2FEROBEILTHERT SAES128bitiET— 4
File Path ZHEELET, HEXT—2BEDHZE. 16/31 FHEXT—2 % AALFET,
T7AIWNANDBE. N FTVU(*.key). BLLIETFRARMIT7AIL(*.txt)
DI/EMAETT .
AATLaVIFEBARETT, A4 T a3 2EKRLIBE. YV—ILATE
BL=5 % LfE(*FE)%enckeyE LTHERALET
nonce_prm Hex data INT A—BIEROBEEILTHERAT HnonceT—2 ZHELET, T—F 94
RlE12byte TY,
AATL A VIFERAGETT, A4 T3 E2ERLIZBE. YV—ILATHE
L5 5 LE(*E)%nonce_prm& L THERALET
nonce_prg Hex data A—H 7055 LDOESIETHERAT SnonceT—2 EIBELET, T—4Y
1 X3 12byte T,
AATL A VIFERAEETT, A4 TP a3 2ERLIBE. YV—ILATHE
L5 5 LfE(*E)%Enonce_prgé LTHERALET
trn ASCII / DLMEBRERBERELE Y.
Hex data 492trn A7 3 VICREEH LI-ASCIXFTHEELET,
prg File Path EStT 21— TS LMot 7 7AI)ERRELET,
A—HTOJSLIFRARIDETHEET S ENTEET,
F¥HHE4.93prg AT aVESBLTLLESLY,
allkey Hexdata/ | AL1_KEY#IEELET . HEXT—RBEDIFE. 16/314 FHEXT—42 %A H
File Path LET. Z7M4ILAIDETE. N FU(*.key). HLLETHFRAIIT7A
JL(* . txt)DIEEMNATEETT .
trnt 7> 3 > TOEM_PLO_AL2 1%#$EE L=BEIXANBBLETT,
AA T aVIFEBAEETT . trnA 7> 3 > TOEM_PLO_AL2_1D¥EFERIC
AA T avEEABRLIZGE. YV—ILATER LIS V4 LIE(*E)Zallkey
ELTHERALEY
al2key Hex data/ | AL2_KEY#IEE LF T . HEXT—RHEEDHEE. 16/\1 FHEXT—42 %A A
File Path LET. Z7M4ILAIDETE. "M FU(*.key). HLLETHFRAIT7A

JL(* . txt)DIEEMNEATEETT,

trn4 73 3 > TOEM_PLO_AL2_ 1% L < [XOEM_PLO_AL2%35%E L1-154&
FANDBETT,

AA T aVIFEBAIEETY, trnd 72 3 > TOEM_PLO_AL2_1% L < [
OEM_PLO_AL2ZEERICAT T a2 &K LI-EE. Y—ILATERL
=2 V& LE(*T)Fal2key & LTHERLET
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% 4-87encsfp + 7 3 2(2)

AFoay

INTGA—4

FiBA

ufpk

Hex data /
File Path

enckey, al1key, al2keyDRESLEFIZERA T HUFPKIE., Fi-ldgenufpka <
VRFTERSNBUFPKT 7 A ILERELE T, T—2 Y4 X(E32byte T
ER

wufpk

File Path

Renesas Key Wrapping service ©3 v 7 L IzUFPKIEDAZE NN zW-UFPKZ 7
1IVERELET,

iv_enckey

Hex data

enckeyDEESLEFICHERT AIVIEZIEELFE T, T—2 %4 X(L16byte T
—¢-°

AATLaVIFEBARETT, A4 TP a3 2EKRLI-BE. YV—ILATE
BLiz5 A LECE)EIVELTERLET

iv_allkey

Hex data

trnA 72 3 > CTOEM_PLO_AL2_1i5%ER. allkeyDRESLBFICFERAT SIVIE
EHEELET, T—F2 YA X(I16byteTT,

AATLAVIFERAEETT, A4 T3 E2ERLIBE. YV—ILATHE
LIS UALEGE)EIVELTHERLEYT

iv_al2key

Hex data

trn4 73 3 > TOEM_PLO_AL2_1% L < [XOEM_PLO_AL25% ks, al2key
DEESLEFICERT SIVIEEZRRELET, T—2 Y4 X(L16byteTT,

AA T 3 VIEERAEETYT, A4 TP avEEBR LGS, Y—ILNTHE
BLE5 A LEGE)EZIVELTERLEY

output

File Path

HAOT7A4ILAGSPI7AIVEERELET,
sfpZ 74 ILD T +—< v k& %k Secure Factory Programming File
Formatz CSHB 1231y,

output_al1key

File Path

trn4 72 3 > TOEM_PLO_AL2_1%#157%E Lallkey#t 72 3 U # 4HBE L =15
B, BELTHERLEY—ILRTERLES VA LE®E)ERE T 7 1 IL(key
TJ7A4IL)ELTHALET,

output_al2key

File Path

trnA 7 3~ COEM_PLO_AL2_1% L < [OEM_PLO_AL2% 5% L al2key
AT avEEB LGS, BELTHERALEY—ILATERLES VS LA
EEE)ERI7AMI)L(keyZ 7AIN)ELTHALET,

output_enckey

File Path

enckeyA 7L a U EEBELI-IGE. BELTHERLEZY—ILNTERLES
VELMEME)ER I 7 A IL(keyZ FAI)ELTHALET,

F: V—IVATERT I v LERTALREBMEEZRILT S LDOTESHY FHA,
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trnd 73 3 > COEM_PLO_AL2_1§5EH :
> skmt /encsfp /mcu "RA8x1" /enckey "000102030405060708090a0b0c0d0e0f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
Itrn "OEM_PLO0_AL2_1" /prg "D:¥work¥program.mot"
/allkey "55555555555555556666666666666666" /al2key "77777777777777778888888888888888"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa”
liv_al1key "bbbbbbbbbbbbbbbbccccccececececececccec”
liv_al2key "ddddddddddddddddeeeeeeeecececeeeceee”
loutput " D:¥work¥ program.sfp”

enckeyZi 5 UZal2_key, al1_keyA F< 3 »HB&HI
> skmt /encsfp /mcu "RA8x1" /trn "OEM_PLO0_AL2_1" /prg "D:¥work¥program.mot"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
/output "D:¥work¥program.sfp"
loutput_enckey "D:¥work¥enckey.key" /output_al2key "D:¥work¥al2key.key"
loutput_al1key "D:¥work¥al1key.key"
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4.9.1 mcu 73>

mcurt 7Y 3 UIE, ASCIXFTMCUEHREIRELE T,

% 4-88 MCU 158 DT

ASCII 588
RA8X1 RABX1D Y v FHEREIEELET,
492 trn 773>

trnA 7L a3 vid. ASCIXFECDLMEREREIEELET,

# 4-80DLM B L AN T SR8

ASCII &5t BA

OEM_PLO_AL2_1 DLM OEM PLO IZEREM D AL2, AL1 IBREZEZTAAFET,
OEM_PLO_AL2 DLM OEM PLO [CEREMD AL2 ZEETAHFT,
LCK_BOOT DLM LCK_BOOT IC#mE L F T,

trn 7 3 > T OEM_PLO_AL2_1i&5EHl :
> skmt /encsfp /mcu "RA8x1" /enckey "000102030405060708090a0b0c0d0e0f"
/nonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
Itrn "OEM_PLO0_AL2_1" /prg "D:¥work¥program.mot"
lallkey "55555555555555556666666666666666" /al2key "77777777777777778888888888888888"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa”
liv_al1key "bbbbbbbbbbbbbbbbccccccecececcccccec”
liv_al2key "ddddddddddddddddeeeeeeeecececeeeceee”
loutput " D:¥work¥ program.sfp”

trn4 7< 3 > T LCK_BOOTIEEH :
> skmt /encsfp /mcu "RA8x1" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
/trn "LCK_BOOT" /prg "D:¥work¥program.mot"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output " D:¥work¥ program.sfp”
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493 prg # 7 3>

prg#4 73 3 > 1%, Secure Factory Programming# gt CHE BT 51— T OIS LZEBELET .
prgA 7L avid. BRK3DFETHET S ENTEET,

prgA7Fay 3774 ILIBEH :
> skmt /encsfp /mcu "RA8x1" /enckey "101112131415161718191a1b1c1d1e1f"
Inonce_prg "111111111111222222222222" /nonce_prm "333333333333444444444444"
ftrn "LCK_BOOT"
Iprg "D:¥work¥program1.mot" "D:¥work¥program2.mot” "D:¥work¥program3.mot"
lufpk file="ufpk.key" /wufpk "ufpk.key_enc.key"
liv_enckey "9999999999999999aaaaaaaaaaaaaaaa” /output " D:¥work¥ program.sfp"
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410 calcresponse AY > K 73>

£ 4-90 calcresponse 77> 3>

ATay | NFA—42 | A

challenge Hex data FrLUUEEEELET. @EEETNAADI=—YIDZEIERE)
T—59 4 X(E16/34 |,

key Hex data DLMBT—R F#EELFT, T—F Y4 XIL16/\1 |,

algorithm Name HEFLITVILEEBELEFT, UTHERTETT,
HMAC-SHA256
AES-128-CMAC

calcresponseZ < 3 L@ ABEOMEAH -
> skmt.exe /calcresponse /challenge "ABCDEFGHIJKLMNOPQRSTUVWXYZ012345"
/key "000102030405060708090A0B0OCODOEOF" /algorithm HMAC-SHA256
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5. #&FFIE

5.1 Standalone iR

51.1 Windows kR

4 > R b—75 SecurityKeyManagementTool_installer vXXX.exe #&1TL. FED 7+ ILEF~AL VX =)L
LTLEELY,

GEE)

ETAHIERIHILIRCEVWVHEET TBHEREL] P ITRAR=—X] AA>TLEHL

TALFIZTA VR =L LTLEELY,

FUBBLIAILIDERARVESIC. BB TEHVLWEELAHY £7,
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51.1.1 GUI i
A4 VR b—=JL 7 # L ERA®DSecurityKeyManagementTool.exe NEFT 7 7 4 LTI,

Jrill J|T AT

B= UFPKERL KUKER #m3vE»d TSIPUPDATE FSBL  DOTF  SFP

LENESANAS

Security Key Management Tool

M= JuE. FTUT—23088E DLM (Device Lifecycle Management) @0 Fa 7RO/ VU1 avk
Py T-bETIENOEEY-ITE.
FAUfr—2 38 DLMEE (I User Factory Programming Key (UFPK) T3 Fan T, EFaFlCavdizTvayahiy.
UFPK(ZRenesas Key Wrap Service®ERLTS2TLET.
Renesas Key Wrap Servicef & Wrapped UFPK (W-UFPK)EEIBLTLZEL.

T30 EFiIKey-Update Key (KUK) - LTEF2TICIThWET.
ZOEHKUKEEFATICA V170 av T BN EYET.

FM-bEh 3 FUTREOEFACOVTE. EMCUMPUD FF1AY FESBELTEIL.

MCU/MPUREESE TV | «8-FohEERLTES N> ~

=TS SETlcH EOMCUZEEMPURZERL TSN

5.1 Security Key Management Tool — &N 44 704
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5.1.1.2 CLI hix

AVAP=ILLFE=TAILEHRDCLITZAIILFIZHRMENTWBLUT 774 IILA, CLIERO—KIZH Y EFT, CLI
IREFTEASNSEBE, TR 7701 ETAHILF(BoldXFE)—XEZEEDTIAIILFITEVWTHEALTLE
AN

skmt.exe
clrcompression.dll
clrjit.dll

coracle.dll
mscordaccore.dll
device

address

avrR7ov T rhbskmtexea vy KEAALTLEELY,

B C¥Windows¥System3z¥cmd.exe — O e

52 av > RF7nr 7 k&% Security Key Management Tool - CLI 247451
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51.2 Linux kR

Ao oA—RLERYTr—CHEFEDITAILATHEELTLLESL,
fRERE, RITHEREH#HIET 570 tar xvzfp xxxxx.tar.gz AY > FTHREL T XL,

51.2.1 GUI ki
28 L 1= 7 4 )L F WD SecurityKeyManagementTool NEIT 7 7 A LTI,

Security Key Management Tool - O 0

ZFTI |ER AT

Be UFPKERE KUKEEREE ®#o05wExs TIPUPDATE FSBL  DOTF  SFP

o RENESAS

Security Key Management Tool

CmW—ILiz, TFU4r—i3 8 EDIM (Device Lifecycle Management)@OtEF 2 T EBOT ¥z o 30k
FyFr—rEfIS3EHOERY-ILTT:

F 74— 3 28k DLMEIZUser Factory Programming Key (UFPK) TS w 7Eh T, EFaFicr vz v avehixvd.
UFPKI|ZRenesas Key Wrap Service# @R LT v FLE T,
Renesas Key Wrap Service 5 Wrapped UFPK (W-UFPK)ZERiS L T &L,

FF4r— 3 YROEFIZKey-Update Key (KUK) ZMTLTEF A FICiThh 7.
COEBHKUKEEFaTFICA ¥z 23T 8B HNET,
HiR— R EINStEFaUFr BEOHERICOVLTIE, SMIUMPUD K+ 2 X2 RESRBLTEEL,

MCU/MPUEBES I > | <&—Fw hEBRLTLESL: -

FITTOMICHROMCUEEMPUEEBRL T EZWL

5.3  Security Key Management Tool — #2&iE4 4 7 O4
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5122 CLI kR

Aroo0— K L=LinuxkRD /Ny r—CFFEED T HIILFIZHBELTLEEW, CLIZAHILFIZA-DTWLSL
TI274ANL—REFEDITAHILFITEWNTL LY,

e skmt

e device

e address

B—ZFILY T bhoskmtaT U FEANLTLIEZELY,

G}I m w BN B P~ /work/skmt — O pe

5.4 Linux # — 2 FJLY 7 k2 &k % Security Key Management Tool - CLI Z£1745l
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52  e?studio plugin kit

Windows i & Linux fkl&. RICFIETA >R =L, FUA VR F—ILEITVET,
UTFIETA VR C=ILELUIZT oA VA M=ILETo>TL ALY,

5.2.1 AR M=IVEE

1. Renesas WebH A kh 54> 0O— K L f=SecurityKeyManagementTool_Plugin_vXXX_Windows.zip%
L < [XSecurityKeyManagementTool_Plugin_vXXX_Linux.zip%. EED 7+ ILFICEWVNTLEE LY,

2. estudioxEBEILE T,

3. estudioD A —a— [NLTH)=FRYIFIVZFDALA VA F—L.JAZ2—%FBRL, [ YR b—

NMEAT7OTEREET .
& workspace - ¢ studio - m]
JPAMR REE  V-AE UIPPSUMAM FEF-HN) BEA) TOVIINP) RenesasViews ETR) EIW) | ALFH)
@ --- Ne Launch Configurations A |- @ FITEW)
B Uik w-mlE R R H AR R R R I ) WIZERAL 7
= = SO (3]
Oy h-THAF0-5— =g ’ r
CERIET = = Show Context Help
=% v
-0 RR-AITOTTI MBS, AN cris7beL
-JAR-RICT0TII M B R AL —
FOTTIbEEMT 300 ROEDESIC)...
Renesas Help >
CMSIS Packs Management >
& Renesas W-)lFI-u0EM
@ Eclipse User Storage >
%  Perform Setup Tasks...
o EEORE
Ii} FRYTRIITOAYAR=
@ Echpse Warketplace...
Install New Device Family Support
& AR Embedded Workbench plugin manager...
Q e* studio [ZDNWT(A)

55 e%studio DA =—a— [NLTH)=EFRYIEIZTFDAL VR M—IL..]
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4. [MYARF=N]FA4T705OEMARE VERBLT, VRS F)—ZBMFA 707 2H0EFET,
TMWEBERY IR IIT7ERDTBE0I2. A VA M—ILRIZEHFRY A FIRTICERKI OFz v %
AME=FEFLEE, AR F=ILIZEBMIDOINYEITODT, FzuTEALTLEEL,

@ 1Ak o x
HAITERYIbUIF

FAREERT I AT MODT- V3V EAALTRR, R
trntew)” NI ~] EEM)..

RS || sxzERe

o = ERETKTRED)
O® SRR MBYEEA.

=4
HRTEINIITFOES/ -V EIESRRL) B VAMIEhZEREET(H)
NFIN-TEBESEG) FTlAL HIFDFE 7
O5-YyrREIcER TEYIMIITOBERT
BERVINIIPER DFILHIC, A VA= LRICEFH 2 TSR
@ <E3(B) RAN) > #£T(FA FouEl

5.6 e?studio [1 YR b—]|ZFA4 7 BT

5. [DRSF)—ZEBMEAT7RIDT—HATRE2U%HWLT, 1ITHRHELS:
SecurityKeyManagementTool_Plugin_vXXX_Window/Linux.zipZ§E#%. "BNRE2 v 2L E I,

&

ZTIN: | || D-hO)..

O—23Ly: |jar‘."i|e:;’[:_.-’w ork/SecurityKeyManagementTool_V1 03_20221| 7-H4T(A)...

0K

@ Ut

57  etudio [URS FY—FBMSFA 705
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6. [ YR F=N]F 4 F70%5IZ. [Renesas Solution Toolkit] AEBMEINEIT DT, FxvIRyI RIZ
FIVIEANT, "ANREIVERLET,
“WDERY IR ITTERDTBEHIZ. A VR M—LRIZEHFRIA FETITER OF v I &0
FFEDHBE. A VX F—LICHEEDRI DB EZENHYET, FvIaNITLE2HEBHLET,

& AL o X
HHETEZYINIIY

A VA NLEWEBEFIv Y J‘
EET (W) | Exported Repository - jarfilel/C/work/SecurityKeyManagementTeol_Plugin_v103_Windows.zipl/ ~ BA0(A)... EE(M)...
|7,,|,.;'7_\'1: | FATERS)

o = EREFNTERD)
> TT100 Renesas Solution Toalkit

@: Security Key Management Tool 1.0.0.202211101325

1REHERInELE

#

W

M AR TE3Y IMITF DR/ - I3V ETEERL) MBI YAR-LENEERRET(H)
HAaFdU-TEBE4EG) — I EHEOFE?
O5-7ry EEICERTEAYINIITOAET

O @EEYIbIIFER akbic. 1VAR-RIZEFH FETISERIO |

ITA

@ <E36) BT Skl

58  eZstudio[4 YR b—IL]1Z 4 7R - Security Key Management Tool D57

7. [MYRAP=NFAT7RITNRTENDDT, [Security Key Management Tool] A4/ X k—JL &
NETEEHRLT. " BT HREZUERLTLIZELL,

B Akl o X

AR L »
A2A-ILEnEEELE2- _).-

&5 Ji=3a D
[k Security Key Management Tool 1.0.0.202210131046 com.renesas.apltool.skn

<
#4%: EH
=4

Security Key Management Tool

@' < E3(B) FAN) > 7 Foutll

5.9 e2studio [ YA b=JL]ZFA470Y - 4 VR b—)LEEH
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8. MLWT[FM Y RELEA—[EEARTENET, TSTM VREF V00— FEIIRRENA=54
TURAFBEDURLARTENET . "FRAEXHOFEICRABELETAVERRL, "BRT'R2UE#HLT

{fZ&Ly,
& - 0
FAAELE1—
YIRIIFEA VAT BEI. SV AEEEL. AST a4 EAEUET. ) =

FA YA THAN Security Key Management Tool 1.4.0.202309121705 B)(T):

See https://www.renesas.com/document/oth/disclaimer20

® EREHOEELFSLETA)
O EREs#0FELFELERAD)

@ <E3(B) EAN) > ®TA Fuvtll

510 e2studio [f YA F—=I]ZA4T7RAY - SAEVREE1—

9. EHETHIHEDRRIA7OINRTEINGEE., RoRShI=IHEEZF v L=, "Trust
Selected’ "2 VEBL T, 41 VA F—ILZ#ELTLESLY,

@ =Ee3 m] *

2 Do you trust unsigned content of unknown origin?

il D £ Validity Dates
Unsigned n/a Unknown nfa
[] Always trust all content FTHATER(S) BRETNTERD)
Classifier Id Version
osgi.bundle com.renesas.apltool.skmt 1.3.0.202211101325
org.eclipse.update.feature com.renesas.apltool.skmt.feature 1.0.0.202211101325

511 e2studio [{EET S5 1705

10. e%sstudioD BILEIZ RSN AHD T, e?studiox BIREEILET,
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M AVAM=IANETLEL, 7AS Y bO[FANRTF 2] 4 704, Security Key Management
ToolAEMENFET,

<]

F0/0F: ra8_blinky O X

F1I9 AH | | security Key Management Tool (=g 8

-2
c/c++ IR BE  UFPKER KUKZER #0359Ey7 TSIPUPDATE FSBL  DOTF  SFP

(C++ —F%
i

LENESANS

I Security Key Management Tool I

Task Tags :

\alidation Security Key Management Tool

EN5-

FOHTT e - T ZOY-bi3. FFV -3 8L DLM (Device Lifecycle Management) BOE 17 HE0/ V17 vavE
I FyIT-RETIRDDEEY-ITY.

UjT)‘}nyd_EE FFUT—3 38k DLMEE(FUser Factory Programming Key (UFPK) T39 78T, EFaF(cf yoTyyayEngsd. UFPKIE
ETTIIEE Renesas Key Wrap ServiceBEELTSYTLES.

Renesas Key Wrap Servicef'a Wrapped UFPK (W-UFPK) EEREL TS,

FIVT-43 V80T IKey-Update Key (KUK) EA-LTEF27ICTDNET.
IDRBOKUKEEFITICA VYT vay T 2R EHBYET.

Y-k 3R UTAEE0ZE000 T EMCU/MPUD FFLI FESBLTEE .

MCUMPUEEEST VLY | RA Family, RSIP-ES1A Security Functions and Protected Mode ~

ET9 380 £ OMCUEEEMPUEERLTZEN

AT-GA9UF VT

@ BELTELD vl

5.12 e2studio Security Key Management Tool 75454 >
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5.2.2 oA R M=ILAE

1. e2studio® * = 21— [AJLF(H)]—[e?studiolZDUVT]EEIRL ., [e2studiolcDWNWT|FA47ATERTL
9,
2. [e*studiolD2WVWTIZFA 7RI DA VA M—ILEHR2 D EWLET,

:a-:' -2 O

Renesas &’ studio

Version: 2022-10 (22.10.0)
Build Id: R20221010-0928

Parts Copyright (C) 2010-2022 Renesas Electronics Corp.
All rights reserved.

e” studio IDE is an extension of software developed for
eclipse.org.

e* studio IDE is based on Eclipse Platform 4.24 (2022-06)
and COT versicn 10.7.0,

Source code for the Eclipse Foundation plug-ins is available
from www.eclipse.org, under the Eclipse Public License "EPL"

see hitps://www.eclipse.org/org/documents/epl- 2.0/EPL- 2.0.html
and htips://www.eclipse.org/org/documents/epl-vi0.html

cecmzmomeocmescme

513 e2studio [e?studio 2D\ T]|¥ 4 7O%

3. [e®studioDA VR F—ILEM|S A 7RITD[A VAR —ILEnt=Y T k7 xF7]4% T —Security Key
Management Tool Z#:#IR L., "7 A4 VR F—=JL(U)....RE2 V&ML ET,

@ < studio 01232 O
| [4vam-Nanryarorr | 4VA-NBE | 24-Fr- | T304 | B
| [P7naan “
=¥l S EV, “
@: Renesas Synergy Debug Support Files 22,10.0,w20220920-...
| < Security Key Management Tool | 1.0.0.202211101325
K Terminal (Console) View 10.7.0.202204200013
| (i TM Terminal 10.7.0.202204 110055
| @: TM Terminal Control 10.7.0.202204200013
@: TM Terminal Local Connector Extensions 10.7.0.202204200013
[k TM Terminal Serial Connector Extensions 10.7.0.202204200013
(k- TM Terminal 55H Connector Extensions 10.7.0.202204200013
@: TM Terminal Telnet Connector Extensions 10.7.0.202204200013
v
< >
The Security Key Management Teol is a key-wrapping tool for use with key- A
management systems that use security IP modules incorporated in Renesas MCls and
MPUs.
This tool is provided to assist in the secure installation and updating of user-application v

@ FHD.. | 7y vAL.. | F06F4R) BL30 ‘

5.14 e2studio [e2studio DA VR F—ILREHMI]ZF A4 70O4
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5. &EFIE

4. [PUAVARF=IFA4T7ATHRRREINDD T, Security Key Management ToolZ3EiR L T, "¥&T”

REVEHLTLEEL,

& 7oA | X

P42 A -G B
P VAN FEBELEI-LTES) o) -
E2ED S eV

@: Security Key Management Tool

<

1.0.0.202210131044

=4

Security Key Management Tool

@ < E3(8)

RAN) > | TR Foutll

515 e2studio [PYA4 YA M—=IL1FA4 705

5. estudioDBEIFIEINDIDT, e2studioFzBFBEILTLIEELY,
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6.  {ERAH

6.1 Example 1 —-RX 77 X 1) TSIP M AES 128 DDA >V > 3 VFIE

RXZ77XUYDTSIP &, MCU L TETENDZ T 7—LY9T7E2NLEEXa7HBOA T3y
EFHR—FLTWET, BDELFS AL K& 1-1 MCUMPU BEEH A D TSIP ZSBLTLEELY,

AEIRETIE, 2<DGFE. ALREHFE OTNAREZTOITSLTHILENHYET, BOIPY
LavERIITOES 3o a—RIZEOAD T ENTEEITA, BELIBEE >EHDITIL—THHS
BE. BERZIOED IV a—FhonBT 52 ENEELWVMEALHY T, ROFIET Motorola
Hex 274 ILEHER L. FRED a2y a—FRE—RIZTOISLTEHIET, 1 2FLIFEHOHEEL
XaT7ITA00 O30T BENTEET, COBITIE, AES1288HFA oo a VI DLNTEREA
LET,

6.1.1 GUI R Security Key Management Tool Z{&£H T 5154

1. MCU/MPU LB T MiER
[#EE]2 JTMCUMPU (BRSBTS VERIRLET,

XENESAS

Security Key Management Tool
Zmu=JLE. FTVT-23088E DLM (Device Lifecycle Management) @02 P RO VUl vavk
Py bETSEHOEEY-ILTE.
FFUr—2 38 DLMEE (I User Factory Programming Key (UFPK) T3 T8 T, PFaFlCa4vditovayaniy.
UFPK(IRenesas Key Wrap ServiceBEELTFILET.
Renesas Key Wrap Servicef'sWrapped UFPK (W-UFPK)EERBLT{EEL.

TV 238N EHIKey-Update Key (KUK) E-LTEFaTICITOOES.
ZOEHKUKERFATIA VTl avT 3R ENEYET.

FM-kEh 3 FUTEREOERICON TR, EMCUMPUD 1AV FEBBLTEEN.

MCU/MPUFBEES T/ : |RX Family, TSIP o

ET73gcH S OMCUERRMPUEBIRL TSN

6.1 [B®]| % T
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2. UFPK Z4£5K

[UFPK £RX] 2 FICUFPKEZEREL T, #H5RF*.key EVWSI T 7ML T, UFPK 7 7 M ILEF AR
LET.,. COFTIKufpk.key EVWI T 7S ILEEFFRALTULET,

User Factory Programming Key
OIAEERBERERTD
EEERERTD (321 By IIyT4TY)
| ecBb8fasc0dsdasi42ccafliadlaebeae2 e feTefoddbobebT0523c balf5c 5c

EATrA M (hey) :

C¥work¥ufpk. key =8,

UFPKI P Il EE/RT 3

6.2 [UFPK &2 7 $EEET UFPK £ K 9 5158 D4l

“UFPK 27 AILEERT BRI VBT EUFPK D7 M ILAERENET, ERICTFAILNERS
h=5E., UTOLS BRTHEEAHAIAFET,

UFPK: ECEBBFASCODSDAS142CCAFIAI1AEBEAE2346CFETEF644B9BEETO523CBAOFSCSC
Cutput File: C¥work¥ufpk. key
OPERATION SUCCESSFUL

6.3 [UFPK £R%]2 7 E1THR

3. W-UFPK QO E#
2 THER LT ufpk.key 7 7 1 JL% Renesas Key Wrap service(https://dim.renesas.com/keywrap)|Z %
FLTW-UFPK ZEELE 9,
ST ERS1E%R (1L, Renesas Key Wrap Service W FAQ £ LLIZ7 FUr—L 3>/ — &2 ZB8EL
&Ly,
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4. AES128 #2774 JL% Motorola Hex 7 7 4 L TERL
BOSYEVY12 T TAES128 BO7AILEERLET,
[BOFEF 2 J T AES128" % BIR%E. [BRT—H]2 JTAES128 DET—F2EAHALTLIEELY,
“Wrapping key”IZI&. FIE2 TERKLIZUFPK 274 JILEFIE3 TEFBLIZW-UFPK 7 71 )L &
BRELTLESY, COBTEEREDES IVIXEBERBREEZFERT I EERLETS,
T74—3y MI"EFA—FAFH EERL. 7 FLRIZTFFFFO000 # AN LET,

BENEE &7-4
DM |DLM-SSD (JITDES
VKUK (ORSA 2048 bits, public
@ AES | 128 bits W (O ECC cecp256r1, public
(O ARC4 OHMAC |SHA256-HMAC
203905
@ UFPK  UFPKT7A ), : C¥work¥ufpk.key EE..
W-UFPKT7A o | C¥work¥ufpk.key_enc.key =68,
KUK =2
v
W IEEnBEEEETD
ETEEERETD (161~ 9T IUTATY) | 00112233445566778899AABBCCDDEEFF
HH
TJa—Fwk: [EFRO-2MFT ~ | T4l C¥work¥aes128mot =8,

FELA:  |FFFFO00D |

Tr{EERTD

6.4 BOSyELY] - [BOEME S J AES128 #7714 JL Motorola Hex H H15& 5 51
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gnES #8779

® Fx7-5 000102030405060708090A0B0CODOECH]

203927

@ UFPK UFPKT7A )l | C¥work¥ufpkkey s
W-UFPK TP+ | C¥work¥ufph.key_enc.key =5

VKUK =5

IV

@I EERREEERTD

QO ETEEERTS 16/ ~, EvTIYT47Y) | 00112233445566778899AABBCCDDEEFF

HA

JA=Pub: | ERO-SAFT  ~| JpA): C:¥work¥aes128 mot =3,

FELZA:  |FFFFo000 |

TP NEERTD

6.5 BOSYELY]-[BOT—4]% T AES128 7 7 4 JL Motorola Hex H 1 5% E 51

EEICRTIDEUTDESIZRTSINET,

Cutput File: C¥work¥aes128.mot A
UFPK: ECeBBFASCODSDAS142CCAF3IAITAEBEAE2346CFETEFG44BOBEBT0523CBAOFSCSC

W-UFPK: 000000011020464621E30TEAFF70270246B 294 2DEABE3SABETIDC26B5DE02E3CEEDE2DEE

Vi FAF2AD46B11CT0CE3CAEZDTET21A0322

Encrypted key: FB57C14B20404C0F0AST269168E71ADEOZDESFOF182FBC1 216F 296755982 FD9E

OPERATION SUCCESSFUL

66 [BOSYEVYET 2THRE
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6.1.2 CLI iR Security Key Management Tool A9 5156

1. UFKP DAL
A—ZF)LYITFTUTOIAIY REEFTLET,
> skmt.exe /genufpk
/ufpk "ec6b8fa5c0d5da5142ccaf3a31aebeae2346¢cfe7ef644b9b6b70523cbadf5¢c5¢c™
/output "C:¥work¥ufpk.key"

6.7 genufpk 7> FEITHR

2. W-UFPK MOE#
1 TEM LT ufpk.key 7 7 4 JL % Renesas Key Wrap service(https://dim.renesas.com/keywrap)(Zi%
FLTW-UFPK ZB3 LE 9,
ST ERS1E%R (1L, Renesas Key Wrap Service W FAQ £ LLIZ7 FUr—L 3>/ — &2 ZB8EL
&Ly,

3. AES128 #7277 1 JL% Motorola Hex 7 7 1 L THAERX
LIR®D genkey AY 2V FER—SFILY T FTEITLET,

> skmt.exe /genkey /ufpk file="c:¥work¥ufpk.key" /wufpk file="C:¥work¥ufpk.key_enc.key"
Imcu "RX-TSIP" /keytype "AES-128" /key "000102030405060708090A0BOCODOEOF"
[filetype "mot" /address "FFFF0000" /output "C:¥work¥aes128.mot"

UFPK 7 7 A JLIZFIE 1. W-UFPK 7 7 A JLIZFIE2 TER Lt DZFRLET,

SFDOCO971190B

6.8 genkey 1< > KE1T4I
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6.2 Example 2—-RA 77 1) SCE9 Protected Mode Key-Update Key D1 > o &

-~

3

SCEORBBMORAT7IUMCUIE, TATSIVIA VA T—ABRATOEX2T7HBOI DI
3 %Y R— bk LTULET, Renesas Flash Programmer [ Z D#REFHR— b L TLVET,

TS24 71— REFERLTRELXATICA022I a0 BRI, MCU ICHRIL T
AEDaZyJa—RFARBELGWNIETY, BET7TYr—2ava—FE RALTRTS309 708X
D—BMELTA DTV VT HENTEFET, COBITE, KUIKZE1D242020x9vavg5HlE
T, BETORDT7Y IT—FETREICILET,

6.2.1 GUI lR® Security Key Management Tool B3 5154

1. MCU/MPU EREE T DU DER
[BE]2 T TMCUMPU LS TV VEBRLET,

XENESANS

Security Key Management Tool
Zmy-LE. FFU—2388E DM (Device Lifecycle Management) 20 F1FEROA 1Tl vave
Ty T-FETIRDDEEY-NTY.
FAV -3k DLME(IUser Factory Programming Key (UFPK) T392h T, EFaFicf »orivavzhy.
UFPK[FRenesas Key Wrap ServiceBEBLTFvTLET.
Renesas Key Wrap Servicef' = Wrapped UFPK (W-UFPK)EEREL T2

FHUr-2av BN EH(IKey-Update Key (KUK) EfrLTEFITICThNET.
COEDKUKERFATICA 179307 2 BN BYET.

#m-renat 1T RS0V TE. EMCUMPUD FF1AY FESBLTIR.

MCU/MPUREEEST 3% | RA Family, SCED Security Functions and Protected Mede ~

T3 EOMCUSEEMPUEERLTSEEL

69 [WE]ZT
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2. UFPK OXRK
[UFPK £ k] % JTUFPK{EZ+twy LT, ¥LIEF*. key EWDI T 7A4ILEBD UFPK 7 7 A4 ILE5ERK
LET. COBTIX utpk.key EVWIT7AILBEZFALET,

User Factory Programming Key
OilaEnsrERTD
EEEEERT3 (324 k EvIIVF4TY)
| ecBb8fasc0d5das142ccaf3a3lacbeae? 360 feTefe44bobELTO523c balf5c 5c

TP [key) :

C¥work¥ufpk key E=E..

UFPKIF{ L EE/T 3

6.10 [UFPK &£RX]2 7 UFPK & REREHI

“UFPK 27 A IVEERT 5" R2 V%53 & UFPK 2 7 M ILAAERR SN E T,
EERTIBHELUTORTRASINET,

UFPK: EC6BBFASCODSDAS142CCAF3AIAEBEAE2346CFETEF644B3BEETO523CBAOFSCSE
Output File: C¥work¥ufpk.key
OPERATION SUCCESSFUL

6.11 [UFPK £pk]% 7 E1THRE

3. W-UFPK E1%
2 THER LT ufpk.key 7 7 1 JL% Renesas Key Wrap service(https://dim.renesas.com/keywrap)|Z %
FLTW-UFPK ZEELE 9,
ST ERS1E%R (1L, Renesas Key Wrap Service W FAQ £ LLIZ7 FUr—L 3>/ — &2 ZB8EL
&Ly,
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4. KUK DAERE
KUK EfR]Z2 T TY—ILZFE>TKUK DS VA LIEZERT 5h . 256bit D KUK ZAHT S
MEIRLET, HAT7AINBITIERF* . key EWSIBBITHRELET . COFITIE kuk.key &
WS 774 WA EFERALET,

Key-Update Key
QilEEmieErERT
EEEEERTS (32001 EvIIVFTY)
| d0aec19726cbc0e2fba03866b9b465a6c 0d05bTa60362d5f435f0a3e08c 70054

HEHT7A N (key) :

C:¥work¥kuk key =8..

KUKTPf ILEEMTS

6.12 [KUK £RK]42 7 KUK 7 7 1 )L AR E

‘KUK Z7AILEERT B REVERTEKUK J7 ML EREINET, EERTIEHELUTOLS
[CRERENFET,

KLIK: DoAEC19726CBCOE2FB403866B9B465A6C0D05ETAG036205F435F2AIEABCTI084
Output File: C¥work¥kulekey
OPERATION SUCCESSFUL

6.13 [KUK &% 7 E1T#HE

5. RFP 774N T74—< v FD KUK 771 ILDERL
BOSYEVYT] 470 BOESE) 27T KUK 2BIRLET, BOT—2]2TT. #IOXTYy 7
TERLEKUK 774 LA (ZOHITIE kuk. key)EADLET, [BDOS v ELT]E "UFPK "%:#iR
L. FIE2 TERLIZUFPK 27 JLEFIE3 TG LI W-UFPK 72 7 M LEERLET, CDOHIT
(FEERRIED =, IV X EBMERBEEZFERAT S ZERLET., ‘HA/RILT, T+4—Tv rELT
RFP] Z:&IRL. RFMN*.rkey DT 7AILEZEAALET,
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6. fERAH

#BOEE @#F-5
(O DLM/AL DLM-55D (O AES 128 bits
() KUK (I RSA 2048 bits, public
OEM Root public (I ECC secp256r, public
O HMAC |SHAZS6-HMAC
Ep )

ARC4

TDES

(®) UFPK  UFPKT7A )l C¥work¥ufpk.key

W-UFPET7A |+ | C¥work¥ufpk.key_enc.key

OKLIK

IV

(O EE35% -7 -t dE R

O ETEFEETD (161~ FudTUFTY)
Hh

JA-yk: |RFP v | T

FE
=8
001122334455667 7BE00AABBCCDDEEFF
C¥work¥kuk.rkey ..
TP NEERTD

6.14 [BOSYELY-[BOIEE2T KUK 774 ILERFP 274 )ILTH AT BHREH
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gOES 877

@ 774 C¥work¥kuk.key [==..]

O Fx7-7 000102030405060708090A0B0CODOEOF

OELEEEE - 207710 EH...

g0ovEDY

@ UFPK UFPKJ74)l: | C¥work¥ufpk.key £8..
W-UFPET7A )l : | C¥work¥ufpk.key_enc.key 0.

QKUK kUKIFA L S

v

@I RErEET

O EEEEERTS 161k, EvIIVT47Y) | 00112232445566778899AABBCCDDEEFF

HH

J4—7whk: |RFP v | Ipdll: | C¥work¥kuk.rkey 3.

TFLA FFFF000O0 Key name

I EERTS

6.15 [BOSYELT-BT—42]127 KUK 774 IIL%E RFP 774 ILTH AT BB EH

EERTIDEUTOESICHASINET,

Cutput File: C:¥work¥kuk. rkey I
UFPK: ECOBBFASCODSDAS142CCAF3AZ1AEBEAE2346CFETEFEA4BIBEET0523CBAOFSCEC
SW-UFPK: 00000001102D464621E307E4FF7027D346B9A2DEABE3SAB6T3IDCI6E50DE0283CBEDE2DETE
v 82C10C6090D852261D4BD63 T44B5E57BC
Encrypted key:
ABIEAGGB05BOCEDIDS04D0E521ECTTS1BB1CF36393F76B9D0996E56816859C62DB624CA9E4DEEDDO962CT 266EAJACGEGBE

SOPERATION SUCCESSFUL s

6.16 [BOSvELHS2 T ETHE
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6.2.2 CLI iR Security Key Management Tool A9 5156

1. UFKP DAL
—3FJ)Y T +Tgenufpk a7 REEFTLET,
> skmt.exe /genufpk

/ufpk "ec6b8fa5c0d5da5142ccaf3a31aebeae2346cfe7ef644b9b6b70523cbadf5¢c5¢c™
/output "C:¥work¥ufpk.key"

6.17 genufpk a7 > FETHE

2. W-UFPK MH %

FlE 1 THER LT ufpk.key 7 7 1 JL% Renesas Key Wrap service(https://dim.renesas.com/keywrap)
[2E-> T, W-UFPK 7 7/ LZZITRY ET,

F¥#ll%. Renesas Key Wrap Service ® FAQ 3 LL[E7 TV — a3/ —bESRBLTIEEL,

3. KUK D4R
—3FJ)LY T +FTgenkuk a7 Y RZEEITLET,
> skmt.exe /genkuk /output "C:¥work¥kuk.key"
/kuk "d0aec19726cbc0e2fb403866b9b465a6c0d05b7a60362d5f435f9a3e98c79084"

6.18 genkuk I7 > FERI{THE
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4. RFP 774N T7+—< Y D KUK 771 IILDER
A—=FJ)LY T FTgenkey AT FEEFTLET,

> skmt.exe /genkey /ufpk file="c:¥work¥ufpk.key" /wufpk file="C:¥work¥ufpk.key_enc.key"

Imcu "RA-SCE9" /keytype "key-update-key" /key file="C:¥work¥kuk.key" /filetype "rfp"
/output "C:¥work¥kuk.rkey"

FIE1 TERLIZUFPK 774 )L, FIE2 TRITWM - W-UFPK 727 M ILZFERALZET,

6.19 genkey O < > FE{THI
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6.3  Example 3—RA 77 3 !) SCE9 Protected Mode RSA 2048 ABRBD 7 v 77—k

BIX, BRICAOz a3V ENEKUKEFRLTIA—ILRTTP7YITT— T BIENTEET,
WELL FSA4/80F, £ 1-1 MCUMPU BEH A FDETNARADHHR— bk FSANETHERLESL,

MBETOEDT YT T—hE, SESELAETHITSIENTEET, 1 ODFEIE, 77—LIzT -
T9TT—rD—EBELTKUK TS Y TEINRBEEHDIETT, CNETSHBELGHEE. CY—RT
FANELTT—REEHRALIETT, T RIETHERSINA DI 30Nz KUK 1§ >
T. RSA 2048 NBHEDT7 v TT— rMlZERLET,

6.3.1 GUI lR® Security Key Management Tool B3 5154

1. MCUMPU ERES T VDU DE&ER
[BiE]2 7 TMCUMPU EBES IOV EERLET,

XENESANS

Security Key Management Tool
Zmy-LE. FFU—2388E DM (Device Lifecycle Management) 20 F1FEROA 1Tl vave
Ty T-FETIRDDEEY-NTY.
FAV -3k DLME(IUser Factory Programming Key (UFPK) T392h T, EFaFicf »orivavzhy.
UFPK[FRenesas Key Wrap ServiceBEBLTFvTLET.
Renesas Key Wrap Servicef' = Wrapped UFPK (W-UFPK)EEREL T2

FHUr-2av BN EH(IKey-Update Key (KUK) EfrLTEFITICThNET.
COEDKUKERFATICA 179307 2 BN BYET.

#m-renat 1T RS0V TE. EMCUMPUD FF1AY FESBLTIR.

MCU/MPUREEEST 3% | RA Family, SCED Security Functions and Protected Mede ~

T3 EOMCUSEEMPUEERLTSEEL

6.20 [WE]ZT
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2. CY—RIT74ILMDRSA2048 BT 71 ILDERK
BOSYEVT2 T%#FEALTRSA2048 NI 7AINLECY—RIT7AILELTERLET,
[BDIEEH) 2 J T'RSA” L2048 bits public’Z:ER L. [BT—4] 2 7T RSA2048 NHABET—42 %
ABLZET,
‘DS v EJ”IZ6.2.Example 2—RA 77 =!) SCE9 Protected Mode Key-Update Key D1 > < =
93y THEBRLEKUK 27M4IILERELET, BRRIEDT=H. COFITIXIVIZELHMERBIEEE
BAT3%&RLET, ' HADIT+A—< Y MTCY—R"EBIRL., HEF*.cDIF7AILBEEEL

F9,
BOESE g#7-4
() DLIM/AL DLM-55D (D) AES 128 bits ARCa
O KUK @RSA | 2048 bits, public ~| ()TDES

OEM Root public (O ECC secp256r, public

(OHMAC |SHA2S6-HMAC

FubET#
O UFPK 28
@ KUK KUKT7A )L C¥work¥kuk.key ZR.
v
@I HEARERERTD

ETEEERTS 16/ k, EvIIUTATY) | 00112233445566778899AABBCCDDEEFF
Hh
Ja-¥wh: CU-2 s | T e C¥work¥rsa204B8public.c Z0..

10000 Key name: | rsa2048public

| TPANEERT S

621 [BOSYEVYT]-[BOIEE]Z T RSA2048 N C V—R T 74 IILERH
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6. {ERAfH

BOEE 877

O 71l
® Fx7-9 Modulusin):

9f39b3fodaz 777 c47d6136775a56a%01 2768247 0bef83 1fbecabo d7b5095a782 A
3fd70745d37d1bf72be3c4b1b4a3d0581e74bf9ad 2930 4614861755393 17949
2e9e4B38ef47223ee6foc 06158840130 90650591139de1 30 1232927491 ed DOFBT93C

deaf463f5fedbaaslo16ba6c818abo9706557a1c2d50d232577d1 W
Exponent(e) : | 10001

#OIVELY
CIUFPK LUFPE 71 )L C¥work¥ufphk.key ==

W-UFPEIR{ )| | C¥work¥ufpk.key_enc.key =8B
@ KUK KUKT?A ), - C¥work¥kule key 8.
v
@ AHMEMREEERTD
O EEEEERT 16/ b, Ey7IYT1T) | 00112233445566778899AABBCCODEEFF
Hh
JA-¥up: (CY-2 | I e C¥work¥rsa2048public.c 8.
FELZ: 10000 Key name: |r532ﬂ48publia: |

TP NEERTD

6.22 [RBOSYEVT]-[BT—42]27 RSA2048 MR C V—R T 74 ILERHI

EERTIDEUTOEIICHASINET,

Output File: C¥work¥rsa204Bpublic.h

Cutput File: C¥work¥rsa2048public.c

KUK: DOAEC19726CBCOEZFE403866E9B465ARC0D0SETARD362D5F435FOAIEIECTO0B4
V: D21D301ABO1C209A872757T4FE4BA29C

Encrypted key:

1BABF73B0101EL9z2D54F9A8E4126F 309901 BD4F46919BAGET4144DF04ASETAE44BBE 18EBC1ACOF0BATDO022024F AL
0BSBF723026BEDD330B691DFTE10F65E25137071F064321E6982230E47F D97 A1CE DeCFaa8381442DBEEESACF1D74
Fe2D21607C2ETCeCSFT4327C4BAB04CT1D2D4C4ABTFAS143E7EDBETOEEEC443B9C4CSBDB2451Fa416D54B651EE3AT
9158728CB42430244922BF539F1FESE035ATTSCBE30099936360FBFBE22E2A FSBET35195E714A525F3030F 3083FA 2536
FEBSOCCTOB32FE2FFBEB233ER57B005CAFTD2ABFE4F5482F 6447 AGAEIB5EB10A5821E604328F 5ASB3BETDEDSECO1EB4
16009eDASFBET7EBC36ADUFSE56DE335EBADTTOTE121509E062DFF4T4E1EE240228B123925D10CAS209F10B72358E5E

BDsD7193032D
OPERATION SLKCCESSFUL

623 [@BOSYEVHZ

7 RTREER

R20UT5349JJ0106 Rev.1.06
Mar.29.24

RENESAS

Page 148 of 181




Security Key Management Tool 6. {EMAH

6.3.2 CLI iR Security Key Management Tool A9 5156

1. CY—XT7A4JLD RSA2048 NI 7 A ILDER
—3FJ)LY T LT genkey IT Y FEEITLET,

> skmt.exe /genkey /kuk file="C:¥work¥kuk.key" /mcu "RA-SCE9" /keytype "RSA-2048-public"

lkey "bad47a84c1782e4dbdd913f2a261fc8b65838412c6e45a2068ed6d7f16e9cdf4
462b39119563cafb74b9cbf25cfd544bdae23bff0ebe7f6441042b7e109b9a8a
faa056821ef8efaab219d21d6763484785622d918d395a2a31f2ece8385a8131
e5ff143314a82e21afd713bae817cc0ee3514d4839007ccb55d68409c97a18ab
62fa6f9f89b3f94a2777c47d6136775a56a9a0127f682470bef831fbecdbcd7b
5095a7823fd70745d37d1bf72b63c4b1b4a3d0581e74bf9ade93cc4614861755
3931a79d92e9e488ef47223ee6f6c061884b13c9065b591139de13c1€a292749
1ed00fb793cd68f463f5f64baa53916b46c818ab99706557a1¢c2d50d232577d1
00010001
[filetype "csource" /output "C:¥work¥rsa2048public.c”
/keyname "rsa2048public"

KUK 7 7 4 JLIE 6.2.Example 2— RA 7 7 2 1) SCE9 Protected Mode Key-Update Key D1 >z &
IVTERLEI 7ML EFERALET,

6.24 genkey 1< > FZEFTH|
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6.4 Example4-RX 77 X !) TSIP Secure Update B DER A A

TSIP 2FEALEX 7RI 7—LIz 77V ITT— Y )a—23 20T, A—5TO5 I LEZBEERL
T 23— YERTFNARIZEEL, TNARAATLA—HTOSSLZEBS LTEHRIT A ENTRETT,
BRRSANGLUITH Y TILEFERLEERAEE. ® 1-1 MCUMPU BEY A RO RXTSIP D&EHRZEC
FERCIEEEL,

6.4.1 GUI R Security Key Management Tool Z{&H T %154

1. MCU/MPU LB T O MiER
[#EE]2 JTMCUMPU EREE TS UERBIRLET,

LENESAS

Security Key Management Tool

ZOY=IiFE. FFVT-23088EDLM (Device Lifecycle Management) @01 FEEODA VI10 3wk
PyIT-bETSEDOEEY-ILTE.
FFUr—2 38k DLMEE(IUser Factory Programming Key (UFPK) T3 Fan T, PFaFlca/ vyt vayangy.
UFPKI3Renesas Key Wrap Service®EELTSTLET.
Renesas Key Wrap Serviceff 5 Wrapped UFPK (W-UFPK)EEREL T2

TV -2 38N EHIIKey-Update Key (KUK) E-LTEFaTICIThRET.
COEBHKUKERFATICL v van T 3B ENEYET.

FM-rEh 3 FUTREOSRICIN TR, EMCUMPUD AV MEBBLTIEN.

MCU/MPUFBES T |RX Family, TSIP “

EidagilcSOMCUEEMPUEZERL TSN

6.25 [#®E|%T
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2. T7—LI9ITFAA—CT7A4ILDER
[TSIP Update] 2 T EAL TCRSUANYF ZEFIF =T 7—LI T4 A—CEERLET,
“HHA A—T7T”Secure Update” ZBIRL ., "I 7—LITTA A= ICHEBIET S
T77—LIzT7DOmot 77 A ILERELET,
[BEBIE7 FLREE]Z JICHESEdT 57 FLREBEZERELET,
[Image Encryption Key]% J“Session Key Encryption Key’[Z. Secure Boot 704 5 AIZKREL T
WAESIET 2REESILT IREEZELET, BERIEDI=H. ZDHITIE”Image Encryption
Session Key’ [Z"ELMERBEEEERT 5" ZBIRLET,
[IVIZ D TlE. BRRED=6. COFITITHBERBEZERT S EERLET,
[RSUAYHZ TTIX"A A—C TS5 57 IZ TESTING, "RSUAYH Ver’ |21 Z/ELET,
"HMADTAH—<y ML F )" EERL, HRF*.rsuDIT7AIILEEZHRELET,

H A A= | Secure Update W
Jr—LITPA A-3n |I::¥wDrk¥R}(SecurEUpdatE¥user_pngram.mu:::t ;..
ESLTFVAZEE  Image Encryption Key IV RSUA w4

BT RL Z: | FFEO0300 |

BTFELR: | FFFEFFFF |
Hh

A=k | AT s Tl |C:¥wDrk¥H}(SecurEUpdatE¥userpng.r5u EE..
TN EERT S

6.26 [TSIP UPDATE] - [[§S1t7 F L R#EH] % 7 1t DREH!

EE{TPELAZEE Image Encryption Key |y RSUAH

Key Encryption Key
| 012345678%bcdef012345678%bodef

Image Encryption Key
@I HEMBERERT
EEEREET D (32/(1 b, EvTIVT4TY)

6.27 [TSIP UPDATE] - [Image Encryption Key]% 7 %7 i
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6. fERAH

ESTELASER  Image Encryption Key IV RSUA w4
@ S HETMBEFEHT
EEERERT2 (16/(1 b, EyTIITATY)
6.28 [TSIP UPDATE] -[IV]% 7 &EHI
ES{TFLASEE  Image Encryption Key IV RSUAY S

oA A—2i7545: | TESTING v

RSUMSVer |1

6.29 [TSIP UPDATE] - [RSU Av #1454 T

EERTIDEUTOLSIICHATNET,

R B

Output File: C¥work¥RXSecurellpdate¥userprog.rsu

OPERATION SUCCESSFUL

6.30 [TSIP UPDATE]Z J ZE{T#HR

R20UT5349JJ0106 Rev.1.06 RENESAS
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6.4.2 CLI iR Security Key Management Tool A9 5156
1. #—3FJ)LY T LT enctsip ATV KEEFTLET,

> skmt.exe /enctsip /mode "update" /ver "1" /prg "C:¥work¥RXSecureUpdate¥user_program.mot"
lenckey "0123456789abcdef0123456789abcdef"
Istartaddr "FFE00300" /endaddr "FFFEFFFF" /imgflg "testing" /filetype "bin"
loutput "C:¥work¥RXSecureUpdate¥userprog.rsu”

C:¥work¥skmt¥tool >skmt. exe /enctsip /mode “update” /ver “1° /prg “C:¥wo
rk¥RXSecureUpdate¥user_program. mot” /enckey “0123456789abcdef0123456789
abcdef” /startaddr “"FFE00300” /endaddr "FFFEFFFF” /imgflg""testing" /i

letype “bin” /output “C:¥work¥RXSecurelUpdate¥userprog. rsu
Output File: C:¥work¥RXSecureUpdate¥userprog. rsu

6.31 enctsip a7 > KETH
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6.5 Example5-RA 77 3!) FSBL ##iIBE / 00— FEIFAZE D ERBFOFERAE

First Stage Bootloader(FSBL)#BE#HEEH L= L R Y R T/Af A CHEATEELRIIAE - a0 — FIIAZENE
REITWET, $EIBAE L 00— FEEBAEIL OEM_BL # Renesas Flash Programmer #{#H L TT /31 X[ZE
FRATMEIC, BIEREL — FIIAEOESHRITHEALET,

WERY—ILOY U TIVEFERALIZERAZEIE. & 1-1 MCUMPU BEY A FOEHE ZTHERIZS0,

6.5.1 GUI R Security Key Management Tool Z{&H T %154

1. MCU/MPU LB T O MiER
[#EE]2 JTMCUMPU EREE TS UERBIRLET,

XENESAS

Security Key Management Tool
ZmY-IE. FFVr-2 38 EDLM (Device Lifecycle Management) @0 ¥ 1 7H @0/ V1030t
Ty T-FETIRNDEEY-ITY.
FAr—238 Lk DLME(IUser Factory Programming Key (UFPK) T392n T, EFaTicf »uizivavahiy.
UFPK[FRenesas Key Wrap Service2EELTFYTLET.
Renesas Key Wrap Service'cWrapped UFPK (W-UFPK) EEREL T{Z21.

FAVT— 43BN EF EKey-Update Key (KUK) ELTEFaFICTONET.
COEDKUKEEFATICA vunyvayd s ENBYET.

#m-rEnatFaUTrREOFAICIV T, EMCU/MPUD FF21 AV FEZBLTOEL.

MCU/MPUEEESTY S : | RA Family, RSIP-ES1A Security Functions and Protected Mode e

T IRICHEOMCUSEEMPUEERLTEZN

6.32 [ME]ZT
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2. SEEFRAE L 00— FEEFAZ O &R
[FSBL]Z 7% AL THIIMAE L a— FIIAEZEMLET,
COFETIXTOY S LRIEAET Signature’DISEDFIEZHBALET,

“OEM Bootloader f A —J"CTERARMREHRDOEM BLO mot 77 A ILEEBELET .
“FO4S5 LBREARE T Signature’ #BIRL £,
A==V IT1EHRELET,

[FEBAE]Z JDREETVET,

“O— K275 v aftk7 FL X (hex)’I|Z OEM Bootloader MEIR7 KLRAZHRELET ., ZDHITIE
02000000 #EXE L E 9,

TFTIARA—RISYLITHERATEITNAANDIA—FR ISV 1Y A XEBIRLET, COHIT
[2MB"%#:E IR L E T,

“OEM Bootloader ¥« X" C'HBIFHE £:82IRL F T,

“REIAE CRIAZED I 7 LBEHRELET,

“O— FEEBAR CO— FIBAZD I 7 M LB ZEHRELET,

OEM Bootloader 4 A—37 1 | C¥work¥fsbl¥oembl.srec

TOUILIEEERE - (® Signature A X-J/{-Y3:
(O CRC

FERAE  OEM_BLISEE)L- P8 OEM BLISEFE

1-K759Y1EI T RL R (hex) -

TRAZAD-FIT9vav4X 2 MB

At

(ERT BT INAADHA ADRIEE, —D/NEBH A AEZIRL TR,
OEM Bootloader 44 :

(® BEETE
O HYA4ZNA (hex)
@EEFAE . | CY¥work¥fsbl¥kcert.bin

£

J-FEEERE - ‘C:¥w0rk¥fsb|¥ccert.bin =

TP 1IVeEd %

6.33 [FSBL] - [REEA®E ]2 T #hDREH!
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[OEM_BL #&REE/L— B2 TDREFTLVET,

“OEM_BL #RiE/L— FRFER T 771" %:E IR L OEM_BL #®iF/IL— FEO LB ES AT PEM 7
FAILEBELET, “OEM_BL #REE/L— FRER T PEM 7 7 A/ LEZIBE L=z, “OEM_BL 1&3E
L— 2R DEREEFETT,

ifAs OEM_BLI=ELIL-M28 OEM_BLIZELE
OEM_BLEET)L- M EE

@ Fr4 )l C¥work¥fsbl¥manifest_signer_key¥ms_ec256_priv.pem =0,
OFx7-4 00112233445566778899AABBCCDDEEFFO01122334455667 78899AA BBCCDDEEFF ~
00112233445566778520AABBCCDDEEFFO01122334455667 75892 ABBCCDDEEFF W
OEM_BLIZELI— MR #
Ird 8.
TRT-F 00112233445566778899AABBCCODEEFFD0112233445566778899AABBCCDDEEFF
00112233445566778899AABBCCODEEFFD01122334455667 78899AABBCCDDEEFF
00112233445566778899AABBCCDDEEFFO01122334455667 78899AABBCCDDEERF
00112233445566778829AABBCCODEEFFO01122334455667 78892AABBCCDDEEFF

6.34 [FSBL]-[OEM_BL #&3E/L— M2 T XAl

[OEM_BL &I % JDXREZITLVET,

“OEM_BL #2iIMBE T I 74" %E IR L OEM BL BB ONRBREESATPEM J 7 M LEHEE
LE3 . “OEM_BL REIMHBR TPEM 77 A JLERE L=, “OEM_BL BRI AR DIEEFIFE
TY,

SFEAS OEM_BL#EE)—-hg OEM_BLERELE
OEM_BLigsat i E &
@ 774l C¥work¥fsbl¥image_signer_key¥is_ec256_priv.pem £,

O Fx7-% 00112233445566778899AA BBCCODEEFFO011223344556677B899AABBCCD A
DEEFF W

O ALHEER - HAT7 ) ZE..
OEM_BLEEEFEHE8

Tl =3

nd

il:{

T —=r ar )

TXETT

[=]

122334455667 78809AABBCCDDEEFFO01122334455667 78890A ABBCCDDEEFF
122334455667 78890AABBCCDDEEFFO01122334455667 78802 ABBCCDDEEFF
122334455667 78899AABBCCDDEEFFO0112233445566778899AABBCCDDEEFF
1122334455667 78899AABBCCDDEEFFD0112233445566778899AABBCCDDEEFF

[ e |
[=]

[ |
= |

6.35 [FSBL]-[OEM_BL #&RES&])% T %6

“DFPAINEERT SR &R ERAPAEL I— FIERAENERSINET, EBITT 7 IILHERK
SNBE. UTOL S BRITHERESAEASIET,

R20UT5349JJ0106 Rev.1.06 RENESAS Page 156 of 181
Mar.29.24




Security Key Management Tool

6. fERAH

Cutput File: C¥work¥fsbl¥kcert.bin
Cutput File: C¥work¥fsbl¥ccert.bin
OPERATION SUCCESSFUL

6.36 [FSBL]Z 7 E{T#R
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6.5.2 CLI iR Security Key Management Tool A9 5156
1. #—3FJLY T T gencert AT KEEFTLET,

> skmt.exe /gencert /mode "signature" /loadaddr "02000000" /cfsize "200000" /ver "1"
/loembl "userprog.mot" /oembl_private file="is_ec256_priv.pem"
loemroot_private file="ms_ec256_priv.pem"
loutput_codecert "ccert.bin" /output_keycert "kcert.bin"

C:¥work¥skmt¥tool>skmt. exe /gencert /mode “signature” /loadaddr “02000000” /cfsize 200000~
/ver “17 foembl “C:¥work¥fsblY¥oembl.srec™ /oembl private file="C:¥work¥fsbl¥manifest_signer
key¥ms_ec25b6_priv. pem” /oemroot _private file="C:¥work¥fsbl¥image signer_key¥is_ec256 priv. pe

m~ /output_codecert “C:¥work¥fsbl¥ccert.bin” /output_keycert ~ C:¥work¥fsblYkcert. bin~
Output File: C:¥work¥fsbl¥kcert.bin
Output File: C:¥work¥fsbl¥ccert.bin

6.37 gencert O< > KE{TH|
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6.6 Example 6 —RA 77 3 !) Decryption On-The-Fly EHKBO 7045 5 LAKBESLA X

Decryption On-The-Fly(DOTF)#REZBEH L= IL A AT NA A THEARBERLI—F 7 TV 5r—> 3 VOIS
tZTNET,

DEBRESANDPYH TV EFERLEFERAEIE. & 1-1 MCU/MPU BEHY A FOEHE CHRCES
LYo

6.6.1 GUI iR Security Key Management Tool BT 5154

1. MCU/MPU LB T O MiER
[#EE]2 JTMCUMPU (BRSBTS UERBIRLET,

LENESAS

Security Key Management Tool
ZmY=JLE. FTVT-2348E DLM (Device Lifecycle Management) 0¥ $17ERO/ VUi vavk
PRI ENOZEY-ITY.
FHAUr—23E8 ) DLME T User Factory Programming Key (UFPK) T3 T T, EFaTFcA yuitivayangyd.
UFPK[IRenesas Key Wrap ServiceBEBLTITLET.
Renesas Key Wrap Service'sWrapped UFPK (W-UFPK)EEREL TS,

T2 3 EB0EFHiIKey-Update Key (KUK) B LTEFaTICIThNES.
ZOEHKUKER ST VU1 ay T IR ENEYET.

Fl-FEn 3 F2UTEEDEAICOV TR, EMCUMPUD FFIAYFEZBLTERL.

MCU/MPUREEST 5% | RA Family, RSIP-E51A Security Functions and Protected Mode w

EiTd oEllcH S OMCUEEEMPURZEIRL TS

6.38 [#E]Z 7
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2, D7—LI9TTAA—CDEE
[DOTF2 J%#FEAL T, 727—LDI7A *A—COBELETVET,
“EXA A=V THESIETEZITI7—LITIT7TOmot 77 ILERELET,
‘BEBIET R A—CDT7 FLRARHICEXA A —P TADShEBESLEREZEELET .
“BRERT FLREEEILTH57 FLRE, BBESNDT FLANERLGDIGEICTEEZLET,
COHITIE, BESEEREIL 90000000 A 5 90000FFF, "85k 7 RLRNIEXAS A —SERL EH

ELET,
Eargd-. | C¥work¥dotf¥userprog.srec =8,
ESkT31A-YOTFLA%EH EEE TR
O27-9ES1k @ FRAA-TEAL
@ ES{TFLA () PFL-AESE (hex) | 80000000
ESESTELA (hex) : | 20000000
EES{k#E T 7RI A (hex) : | 90000FFF

6.39 [DOTF]4 7 — Plaintext Image. FES{L&E. E1T7 FLRDEEH

3. EEEIVOERE
‘AA—DRBEIERICIESIETCHERAT IEEZERELET, COBTIXAES128 DEZFEALET,
‘“WVIZEXA A—DDIESIETHERAT S nonce ZHRELEFT . —OFITIEIERIED-&. IV IZELEE

RREZERY 5 ERIRLETS,

IA-JESE
AES-128 ~
O I74

®FxT-5

000102020405060708090A0B0C0OD0OEDF

v
@ IS AReEEERTS
EETEREE 16/ &, E{E100Fy REER) | 00112233445566778890AABBCCDDEEFF

6.40 [DOTF]%# 7 —Image Encryption Key, IV & EHI
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4.

HAT 74 ILDERE

‘WA A—SICHATH 77 LARERELET,

WA A—DDTF FLREQAVTUY'T, HATHELA—FAFHDT FLRE, BSELEGAD
EXT—2 28050 EHEELES,

‘ANT7Z7ANDT FLRZFERICFz v I F AN, "BEELET—2UNDERIC, EXT—4%
OB NIFIvIEANTET,

EEq{E4 -3 | C¥work¥dotf¥dotf_userprog.srec

HATA-IFELAEIITIY
® AT NDOFFLAEER EEELET-YLADEEIC. FXT-9255H3
O EETFLA0

ZE.

ESEAA-TTIr L ER

641 [DOTF]2 T — BHILA A —2 HAMA—SDT FLREQVTUY BEH

EERTIDEUTOESICHASINET,

Output File: C¥work¥dotf¥dotf_userprog.srec
K.ey: 0D0102030405060705090A0B0C0D0ECF
Counter: 932225F5EBFB504EFETSERED19000000
OPERATION SLCCESSFUL

6.42

[DOTF]% 7 Z=THEER
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6.6.2 CLI iR Security Key Management Tool A9 5156

1. #—=FJ)LY T FT encdotf ATV FEEITLET,
> skmt.exe /encdotf /keytype "AES-128" /enckey "000102030405060708090A0B0CODOEOF"
Istartaddr "90000000" /endaddr "90000FFF" /incplain
Iprg "C:\work\dotfluserprog.srec" /output "C:\work\dotfidotf userprog.srec"

C:¥work¥skmt¥tool>skmt. exe /encdotf /keytype "AES-128" /enckey “000102030405060708090A0B0
CODOEOF™ /startaddr “90000000” /endaddr “90000FFF” /incplain /prg “C:¥work¥dotf¥userprog.
srec” /output “C:¥work¥dotf¥dotf userprog. srec”

Output File: C:¥work¥dotf¥dotf_userprog. srec
Key: 000102030405060708090A0BOCODOEOF
Counter: 81E4EE532AA836BBBB247754E9000000

6.43 encdotf 27> FEITHI
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6.7 Example 7-RA 7 7 ) Secure Factory Programming #8EFERED 705 5 LK

=17 i&

Secure Factory Programming ##E T 9 5 =8 D Secure Factory Programming 7 7 A JL(* .sfp)&H A

LEY,

¥ : Secure Factory Programming 7 7 1 JLIZIZU T RDEEEEZED LI ENTEFHA. T o DHEEE
X, BIEAETCTNARICAATILENHY FET,

% 6-1 Secure Production Programming [ZIEBMMASREBELZ I 7 AL

ANAEE

GUI @ [Wrap Key] 27 (36 [N vE
12 7) Fi=IX genkey CLI <> K
(45genkeyaT v K #7313 Y) #ER
LT, BELR* . rkey 7 7AILETRTER
T5, BOEAITFERT HUFPKIE.
Secure Factory Programming|ZfEHd 5
UFPKERBIL THEIREFHY FEA,

GUID[FSBL]# 7 (3.8 [FSBL]%Z J) #1=
Xgencert CLIa<Y > K (4.7 gencerta < >
FAToay) #FRALT. REGNAF
DBEIBRE D 7 M IILEERKT D,

GUID[FSBL]% 7 (3.8 [FSBL]# J) %1z
IXgencert CLIa<Y > K (4.7 gencerta< Y
FAToay) #FALT. RBLGNAF
DI—REERAET7MILEERT S,

EH WEGIGE
A—HRDEAN FIVr—2aoMEFa7IFEAS
N-BELELTHIHE
BEEIERE BRI EFSBLEERT 5158
a— FiEBAE ELBIMTED L C[ZCRCHREEIZK D
FSBLZERT 55&
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6.7.1 GUI iR Security Key Management Tool Z{&£H T %154

1. MCU/MPU LB T O MiFER
[BE]2 T TMCUMPU ERSB TV UEEIRLET,

XENESAS

Security Key Management Tool
Zmy-ILg. TV -3 DLM (Device Lifecycle Management) O $aFEEO/ VT vavk
Py T-FETIEDOEEY-ITT.
FAT—238 L DLME (I User Factory Programming Key (UFPK) T392h T, ¥FaT7Ic/ »ozivavangy.
UFPK(IRenesas Key Wrap Service B EBLTIvILET.
Renesas Key Wrap Servicefi'sWrapped UFPK (W-UFPK)EERBL T2,

TV -3 BOEF EKey-Update Key (KUK) E5rLTEF2PICITDNET.
)Tt LAV ¢ o o W o P o/ TE W RT3 o

Fi-rEh 3T ERE0SEACIV TR, EMCUMPUD AV FESBLTEN.

MCU/MPUEEEST VY  RA Family, SCES DLM and Protected Mode w

ETT 38§ OMCUERRMPUREZBRL TSN

6.44 [E]ZT
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2. D7—LI9TFA A= T714ILDER
[SFP]% 7 #{#f L T Secure Factory Programming 7 7 1 JL(* .sfp)ZER L E T,
[F7—LVDITTA A=V TEXL A=V THRBILT 51— TOT S LEEBELFET. 774
ZEIRL TEBMARZ VTEMLET,

‘B DLM/AL R T— N TI77—LI9IT7A*—CEEAHEDEBBRIE DLMAL R T7— FEEIRLE
¥, ZOFITIEOEM PLO with AL2_KEY and AL1_KEY' %#:&iRL %Y,
‘X7 TATSIVTIFAIVTHA T 7ANLEBEIEELET,

Tr-LIIFA A3 {A-UEES{k8 Nonce ALZ KEY AL1_KEY

t¥aTI0IFI0 TP M EDIF LT r-LIITA A-UETNTERLET.
FlLLTE. 75y A=, OEMT-FO-5 -, EFaP/ A=, e 71 A-TnENEYET.

Fard d-2i ;| C¥work¥sfp¥userprog.srec =8,
&1
T4 & B
C¥work¥sfp¥userprog.srec ik
B#DIM/ALZT-I: QEM PLOwith ALZ_KEY and AL1_KEY -~
PFITTOI537 774 )1+ | C¥work¥sfp¥sfp_userprog.sfp [2%..|

¥ FTOIFIH T TP ANER

6.45 [SFP]—[Z7—LIITFAA—]2T D EH
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3.

M A—URBEEER]|Z TOREEXITVET,

‘BT —4H(AES-128) TA—HTOTSLELUV/INT A — 2 IFEROESILIZHERT % AES128bit BT —
RER/ELET,

WVIEEBIED-H., COBTITEABERBEEZERT S ZERLET,

“UFPK 2 74 JLICUFPK 2 74 )L, “W-UFPK 2 71 JL’IZW-UFPK 2 7/ LEHELZET,

UFPK 7 74 LB KU W-UFPK 7 7 1 )LD AR iE(E 6.1Example 1 - RX 77 2 1) TSIP ® AES 128
DROA I3 VFIEDOFIB1~3 EZSBL TN,

Tr-LMITA A3 AA-UEES{LE Nonce AL2KEY AL1_KEY
g7 -4 (AES-128)
O I74

® Fx7-5 000102030405060708090a0b0c 0d0e0f

o
nd

nd

O alEEER - 2771

IV
@A ErmleErERTS
ETEEREERTS (1654 k Pl TUF47) | 00112233445565778890AABBCCDDEEFF
UFPET74 ) : C¥work¥sfp¥ufpk. key £,
W-UFPET74 | ;| C¥work¥sfp¥ufpl.key_enc.key S

6.46 [SFP]—[4 *—THEE{LiE]2 T HEH
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4. [Noncel? JDHREETLET,
‘W(TATSIVTNRSA—BYEBEVN(T7—LI T A A—D)EERIED=0. OB TIEE

HAERMREZERY S ERIRLES,

TJr—bITFA A= A A-UEESMkE MNonce ALz KEY AL1_KEY
IV (FOH 3249 IN52-57)
A EEREETERTD
O EEEEERTS (12t k EvJIUT4T) | 00112233445566778699AAB

IV (I7-LTITA A=)
®lHEABErERTD
O EEEEEATS (12/(1k EyVIVTATY) | 00112232445566778899AARE

6.47 [SFP]-[Nonce]% 7 & EHI

5. [AL2_KEY]2 JOHREEITVET,
‘@T—AH"TAL2 KEY & LTERT 5 AES128bit BT —2 %EELET,
“IVIEFERRIE D=8, COHITITEBERBREZERT S ZEIRLET,

Jr—LITFA 4—5 A A—UEEE MNonce ALZKEY Al1 KEY

=

QO I74I £

® Fx7-4 FTTTTTTTTTTTITTI88888a588688585

D aLEEER - EAa7r1 ) =0

v

@ IEEAREEERTS

ETEEERTS (1654 k, EvdIyT47Y) | 00112233445566778592AABBCCDDEEFF

6.48 [SFP]-[AL2_KEY]% 7 =&E4I
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6. [AL1_KEY]2 JDHBEEZTVET,
‘BT —AH"TAL1_KEY & LTHERT 5 AES128bit T —2 #HBELF T,
“IVIEFERRIE D=8, COHITITEBERBREZERT S ZEIRLET,

J7—LIITA A= A A-UESEE Nonce AL2KEY ALIKEY
#7-49
QI
® Fx7-5 55555555555555556666666666666666]

OagEEE - 2NIrfll

v
®lEEmRsErEETd
ETEEEATS (164~ EvdIYTAF) | 00112233445566778899AABBCCDDEEFF

6.49 [SFP]-[AL1_KEY]%Z J &&7E

“CXaT7TATSIVTT7AIVERRS > EHT & Secure Factory Programming 7 7 1 LAV ERK
SNFET, ERBICT7FAILDBNERINIZEE. UTOLSBETHENEASILET,

Cutput File: C¥work¥sfp¥sfp_userprog.sfp
OPERATION SUCCESSFLUL

6.50 [SFP]% J E{THER
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6.7.2 CLI iR Security Key Management Tool A9 5156
1. #—3FJ)LY T LT encsfp ATV FEEITLET,
>skmt /encsfp /mcu "RA8x1" /enckey "000102030405060708090a0b0c0d0e0f"

/trn "OEM_PLO_AL2_1" /prg "C:¥work¥sfp¥userprog.srec"
/al1key "55555555555555556666666666666666"
lal2key "77777777777777778888888888888888"
lufpk file="C:¥work¥sfp¥ufpk.key" /wufpk "C:¥work¥sfp¥ufpk.key_enc.key"
Joutput "C:¥work¥sfp¥sfp_userprog.sfp"

C: ¥w0rk¥skmt¥t00l>skmt /encsfp /mcu “RA8x1” fenckey 000102030405060?0809030bOcOdOeOf ftrn
“0EM_PLO AL2 17 /prg “C: ¥w0rk¥sfp¥userprog srec” /allkey - 55555555555555556666666666666666
/al2key ????????????????8888888888888888 /ufpk Tile="C:¥work¥sfp¥ufpk. key” /wufpk “C:¥work

YsfpY¥ufpk. key enc. key” /output “C: ¥work¥sTp¥sfp_userprog. sfp”
Output File: C:¥work¥sfp¥sfp_userprog. sfp

6.51 encsfp 37> FETH
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7. FEEIE

7.1 Windows IREBEF RO T A A T LA EKTE

Windows I8 T, X2 Y F70OVERY L < [E e2studio TS5 94 VD GUIT, TARTLAKRESE
HROBTEUNDEREIZCLEBEIC. 47O 2R RRRTTEHRVEELHY ET,

EL. LTOAETRRDPBEESINDIGEENHY FT,
1. RFTI77A4LVEEI)V VI LET,

AA U R7OVRDIESE. SecurityKeyManagementTool.exe

e?studio 7S5 4 VIRDEZEE . e2studio.exe

* e2studio.exe [F. e2studio 41 YA F—J)IL LT+ I SF N eclipse 7+ ILEFITHYET,
2. FanFa->HiEL2 T

S DPIRENDEE] REVvERLTLLEEL,
3. B DPIRST—ILEZREDEEE

BEVWDPIRT—ILDBHEZLEEELES . | ITFT VI ZEANT

BRI DOERTT: TPRTL] ZBATLESL,

=

2  ERE FIONEE wralr =8 bEoi-Uay

ZmFOTSLHION-332 0 Windows TELEMELEEER. BEiE
DTN ya-F127 Y- NEETLTEI.

Efafy] SecurityKeyManagementTool.ex e@FONT4 x

Z0F05L0E DPI FEFERLET.

FO75L 0Pl

O [EE] TOEETRECOEEEERLT. 207075403
TNREEEEETS

ETAT-IDEEETEE

Windows ANDHA A R ICA Y TAAT LA D DPIAEEShaE. 7O

e JSLEPHTRADILABYET . COTOISLERCEEC A Y T
- AFLAICEESN TG DPI 2ERALT. 207075402 5-UxTnrE
>4 BERFIITEHNTESS.

g ¥k FOEE. A Y T1ATLAIZEESh TS DPI EEET 5

Windows [CH A 242 LEEE

Oemj =EE=

UER  zppar-izzorss
Bl DPI AT OB FE | SELET.
AN DT
Y371 ~
=k
oK ———

. T . f

71 SecurityKeyManagementTool.exe ® 7 0/8F 4 [EDPI R4 —)LDEEZE]

kg
it
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7.2  Linux kit e2studio plugin ERKEDTEEIE

Linux IREBE T. e?studio T3 VM VMEFERASINEIBE. 1 VR F—ILRICAIVFSIAVERTI7
AIVICRTHERZRET OILELHYET,

e?studio 2 75 4 4 Y R ® Security Key Management Tool &4 > X b —JL#. e?studio 41 ¥ X k—JL
THLFDOUTOI 7AIVICETEEFELTLEEL,

/eclipse/plugins/com.renesas.apltool.skmt_X. X. X. XXXXXXXXXXXX/cli/linux/skmt

R20UT5349JJ0106 Rev.1.06 RENESAS Page 171 of 181
Mar.29.24



Security Key Management Tool 8. fT#k

8. {8

A. .NET

AY 7 b 7IE.NET Foundaton®D#4—7F>Y—RY 7 bz 7 NETEFERALTLET,
NETDZSA U REUTESSEBIFZEL,

.NET License :

https://github.com/dotnet/runtime/blob/main/LICENSE.TXT

.NET Foundation :
https://dotnetfoundation.org/

B. Inno Setup

AV T b7 DwindowshrD A > X b—F [&Inno SetupZEA L THERLTWLWET,
Inno Setup DS A U RIFLUTHISHELLESLY,

Inno Setup License :
https://jirsoftware.org/files/is/license.txt

Inno Setup :
https://irsoftware.org/isinfo.php
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Security Key Management Tool

8. {I&k

C. Renesas File Key Format

1) TFRAFT7H+—TY
% 8-1 Renesas File Key Format T+ X k7+—< v b

Item Specification
XF 5 ASCII
(Unicode > multi-byte character (XIfERATEFEA)
EHXF TAB(0x09) / Space(0x20)
1 TORK/NM MR 80 bytes
HfFa— K CRLF(0xOD,0x0A) / CR(0XOD) / LF(Ox0A)
Base64 Chars = Alpha / Digit / "+" / "/"
Pad = "="
Line length = 64 chars (R#1TI&& <)

2) 274D T—21EE

T7ANDT—REUTOIERZNERIAET,

<Header>
<Base64Lines>
<Footer>

<Header> & <Footer> EEXF5ITY,
Header = "-----BEGIN RENESAS KEY-----"
Footer = "-----END RENESAS KEY-----"

<Baseb4Lines> (X 4)TRENDBT—F D/\A(F ) T—43 % Basebd T L1=XFITT
. WITIEERLET,

3) 77 A ILDYLERF

" . rkey"

o TVAR—ED
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4) BT—45
BT R ELUTOBEEY A XTRYFET, T—4IF big-endian TELUTY,

% 8-2 Renesas File Key Format f#5 —#% #&:&

Name Type Size Description
Magic code Char[4] 4 Bytes "REK1"
Suite Version Integer 4 Bytes T—RI7+—<Iy k=3 1
Reserved Byte[7] 7 Bytes 0
Key Type Byte 1 Bytes [DLM ##]
0
[1—H8
Keytype &
(Keytype {E[% 4.5.2keytype + 7 3 V&5 HE)
Encrypted Key Size Integer 4 Bytes "Encrypted Key" ( = N bytes)®H 4 X
Byte[36] 36 Bytes Renesas DLM H—/\—h 5% fF Eh % W-UFPK 7 7
1 ILDOIE
W-UFPK N
R D431 klLshared key number
HY D 32 /34 A WUFPK B
Initial Vector Byte[16] 16 Bytes A—YRESYTTHEEIERALLZOHRERI S
Encrypted Key Byte[N] N Bytes UFPK TSy JLf-a—4# & MAC {E
Data CRC Byte[4] 4 Bytes T—4 0 CRC-32 BHE{E
¥HA{E = OXFFFFFFFF
Magic number = 0x04C11DB7
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D Secure Factory Programming File Format

1) Z7LILTHr—=T v b

ERERZEKNT 5 [Header7 4 —IL K] . TLVIZ 4 =)L KDY A XE#MT 5 [TLV LengthZ 4 —JL
Rl . ST —2 2% 5 [TLV(Type-Length-Value)7 4« —JL K] THERENBZNLF YT 7AILT
9, B 8.1Secure Factory ProgrammingZ 7 1 L7 #—< v MITA—I Y hA A=V FRLET, T—42

[EBig-Endian® i U TT—2 ZBREBELF T,

Header(268byte)

.................... TLV length(4byte)

TLV1(variable length)

TLV2(variable length)
TLV
P Length TLV3(variable length)

TLV N(variable length)
N

— Header Field

— TLV Length Field

— TLVField

8.1 Secure Factory Programming 7 7 A JL 7+ —< v k
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a) Header7 4 —JL F

Header 7 1« —JL K&, EHFEHRZIEMNT 5 268byte DT 4+ —IL KT,

% 8-3 Secure Factory Programming File Format Header 7 4« —JL K

Field Size Description
[byte]

Magic 4 BEDT v Y+ 2N—Tsfpr® ASCIl 1— FZHFS £ L 4byte BH
TH L1"0x73667072" %X ET 5

Version 4 T+—Iy bnN—=U3>
LI 2byte DA D v —/N\—2 3> T 2byte NI F—"—DarzE
=Y
V.1.00 TIX"0x00010000"# % E ¥ 5, HWIEIL V.1.00

W-UFPK 36 Renesas DLM H—/A—h S &t &b W-UFPK 7 7 1 JLD1E
=D 4 7134 b [E shared key number
EYD 32 /34 A WUFPK B

Initialization Vector used for 16 A—HTATSLELUITNRT A—2DESIZERALEZEEZS YT

encrypting ENKY TEHEEITERLEMEERY 2

ENKY 32 NS A—BELLWNCA—YTOT S LEBEEILT HEEIERALE
B% UFPK THESIELI=T—4%

Nonce used for encrypting 12 NG A= EREBILT H L EIFERA LT Nonce T—4

parameters

Encrypted Parameter 16 INT A —A {E% Encryption key THEEL L=T—%

MAC for Encrypted Parameter 16 /XD A —4%{E% Encryption key THEBIE LTz & FIZERK SN B MAC {E

Reserved 3 OxFF

Encrypted AL2 Key Enable 1 Initialization Vector for used encrypted AL2 Key 7 1 —JL F &
Encrypted AL2 Key with MAC 7 4 —JL FOEEN TS5
0: |%h
TSt - B

Initial Vector used for encrypting 16 AL2 Key B5 S b8/ L 1= Initialization Vector {i

AL2 Key

Encrypted AL2 Key 32 AL2 Key % UFPK THE§E1t L1-F—% +MAC f&

Reserved 3 OxFF

Encrypted AL1 Key Enable 1 Initialization Vector for used encrypted AL1 Key 7 4 —JL K &
Encrypted AL1 Key with MAC 7 « —JL FDEHEMN T 55
0: |%h
TR BH

Initialization Vector used for 16 AL1 Key BES1EBFIZfE R L 7= Initialization Vector &

encrypting AL1 Key

Encrypted AL1 Key 32 AL1 Key # UFPK THEB1{E L1z7—% +MAC f&

Nonce used for encrypting user data | 12 A—Y 70T S5 LEBEILT S L EHMA LTz Nonce {B

MAC for encrypted user data 16 A—4705 5 LEBELET HEEICERSINT- MAC fE
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b) TLV LengthZ 4 —JL F
TLV LengthlETLVD 4 —JL kDY A XZ&FER T HT 1 —ILFTT,

% 8-4 Secure Factory Programming File Format TLV Length 7 4 —JL F

Field Size [byte] Description

TLV Length 4 TLVZ 4 =)L KDEF/NA b4 X

c) TLV 74— K

TLVIZ. UTFTOWThHhDIEZ Type-Length-ValueFe X THET 574 —IL K TT,
> Encrypted User Program(l St a =T RT3 L)

TLVD 74—< v F%#E 8.2TLV formatiZR3 .

32bit

8bit 8bit 8bit 8bit

8.2 TLV format

% 8-5 Secure Factory Programming TLV Format

Field Size [byte] Description

Type & Length 4 Value D #E 5l & Uword(32bit) 41 X

Value LR A4 TEBDT—4
Y4 Xldlength THRESNZEDME LTS
(LengthlZwordH 1 XIEED =)
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A) Type&Length 7 4« —)L KD

Type&LengthZ « —JL FIE32EY FDEY F 74 —IL KTE

#2LFEI,

% 8-6 Secure Factory Programming TLV Format Type&Length 7 4 —JL K

Field Bit Field Size(bit) Bit position Description

Type Class 4 31:28 Value® 5 %8
bit31 28

0000 :Encrypted User Data
et (EF 59
<Class unique> 4 27:24 ClassB®M 7 1« —JL KM A& 0 H)

Length word size 24 23:0 Value®word* 4 X(1word = 4byte)

[{E]0~16,777,215

B) Class #® Unique 7 1 —JL K
ClassE®MClass unique 7 1 —JL FOEIZ DWW TEHREALE T,

# 8-7 Secure Factory Programming TLV Format  Class 7 1+ —JL FA' [Encrypted User Datall ®Di5&

Bit Field Size (bit) Bit position Description
Use type 4 27:24 MRS T
[value]
bit27 24
0000 :Encrypted User Data

AT

2) 774 ILOYEF

n . Sfpll
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E SFIEAE / o— FEEEAE

1) BFIAEB D 7ML T7+—<T Y k

UTT—28EDNAF ) IT7A4ILTT,
HEHIXFSBLIEEEEHR— F L TWLWAB T/ XD User Manualz ZSHB L &L,

%= 8-8 AL T—F2IJ+—< v b

Field Size [byte] Description
Header Magic 4 0x6B657963
Manifest 4 0x00010000
Version
Flags 4 Reserved (0x00000000)
Reserved 20 Reserved (ALL 0)
TLV Length 4 BREBED TLV 74 —ILFODT—2 11 bR
0x000000AC
TLV ECC PUBKEY Type&Length 4 0x00088010
Value 64 Igencert foemroot_public 7 7 3 > TH&%E L /= OEM_BL &3/
— M FESR
TLV KEYHASH Type&Length 4 0x10144008
Value 32 /gencert /Joembl_public 772 3 > T#EE L 1= OEM BL 1#&23E 2N BH
#20 SHA2-256 HASH &
TLV EXPECTED_SIG Type&Length 4 0x20088410
Value 64 ZR1E
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2) mode “signature” CE 52— FEERAB I 7ML 74— v k

UTT—4#EDNNAF Y T7A4ILTY,
HEHIXFSBLIEEEEHR— F L TWLB T/ XD User Manualz ZSHB L &L,

% 8-9 mode “signature’MIFE NI — REBAE T—2T4+—< v b

Field Size [byte] Description
Header Magic 4 0x636F6463
Manifest 4 0x00010000
Version
Flags 4 0x00000000
Load Addr 4 Igencert /loadaddr # 7 3 > Ci8E L= OEMBL B 7 KL X
Dest Addr 4 Igencert /loadaddr # 7 3 > Ci8E L1 OEMBL B 7 KL X
Image size 4 I/gencert Joembl_size = 7 3 o THE L= OEMBL 44 X
loembl_size EEEEFIL, /cfsize & T 3 > &loembl TAHhEH
f~OEMBL 72 74 LS5 E Lf= OEMBL #4 X
Image version | 4 /gencert lver 7 72 3 U THRTE L1=/A\—2 3 V1EHR
Build number 4 Reserved (ALL 0)
TLV Length 4 O— FEBAED TLY 74 —ILFDT—R /1 bR
0x000000AC
TLV ECC PUBKEY Type&Length 4 0x00088010
Value 64 OEM_BL #&5E/L— + 2B
TLV EXPECTED_CRC | Type&Length | 4 0x40000001
Value 4 OEM BL ® CRC32 f&
TLV SIGNER_ID Type&Length | 4 0x10144008
Value 32 OEM BL #&EF /A BH## D SHA2-256 HASH {iE
TLV EXPECTED_SIG Type&Length 4 0x25088410
Value 64 EoE
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3) mode “crc” CERBENDa— FEIAR D 7ML 74—V b

UTT—4#EDNNAF Y T7A4ILTY,
HEHIXFSBLIEEEEHR— F L TWLB T/ XD User Manualz ZSHB L &L,

% 8-10 mode “crc’MIFENI— FIRAET—2 I+ —< v k

Field Size [byte] Description
Header Magic 4 0x636F6463
Manifest 4 0x00010000
Version
Flags 4 0x00000000
Load Addr 4 Igencert /loadaddr # 7 3 > Ci8E L1~ OEMBL B 7 KL X
Dest Addr 4 /gencert loadaddr A 7L 3 > CHE L= OEMBL B#E7 KL X
Image size 4 Igencert Joembl_size & 7L 3 > THE L= OEMBL 41 X
loembl_size EEEEFIL, /cfsize & T 3 > &loembl TAHhEH
fzOEMBL 77/ LA BEE LTz OEMBL 44 X
Image version | 4 0
Build number 4 Reserved (ALL 0)
TLV Length 4 JI— FFEEAED TLV 74 —ILFEDT—42/31 bE
0x000000AC
TLV EXPECTED_CRC | Type&Length 4 0x40000001
Value 4 OEM BL 0 CRC32 f&
TLV SIGNER_ID Type&Length 4 0x10144008
Value 32 OEMBL @ CRC32{ET FILL LE T,

4) CRC32MitE =

O— FEEBAZEMTLV EXPECTED_CRCOEHEEIXUTIZAY F£3,
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